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ABSTRACT

Theieldofdeeplearninghasexperiencedsigniicantgrowthinrecentyearsinvarious

domainswheredatacanbecollectedandprocessed. However,asdataplaysacentralrolein

thedeeplearningrevolution,therearerisksassociatedwithmovingthedatafromwhereitis

producedtocentralserversanddatacentersforprocessing.Toaddressthisissue,Federated

Learning(FL)wasintroducedasaframeworkforcollaborativelytrainingaglobalmodelon

distributeddata. However,deployingFLcomeswithseveraluniquechallenges,including

communicationoverheadandsystemandstatisticalheterogeneity. WhileFLisinherently

privateasclientsdon’tsharelocaldata,privacyisstillaconcernintheFLcontextsince

sensitivedatacanbeleakedfromtheexchangedgradients.

Toaddressthesechallenges,thisthesisproposestheincorporationoftechniquessuchas

KnowledgeDistillation(KD)andDiferentialPrivacy(DP)withFL.Speciically,a model-

agnosticFLalgorithmbasedonKDisproposed,calledtheFederatedLearningalgorithm

basedonKnowledgeDistillation(FedAKD).FedAKDutilizesashareddatasetasaproxy

datasettocalculateandtransferknowledgeintheformofsoftlabels,whicharethensent

totheserverforaggregationandbroadcastbacktoclientstotrainontheminaddition

tolocaltraining. Additionally,weelaborateonapplyingLocalDiferentialPrivacy(LDP)

whereclientsapplygradientclippingandnoiseinjectionaccordingtotheDiferentiallyPri-

vateStochasticGradientDescent(DP-SGD).TheFedAKDalgorithmisevaluatedutilizing

HumanActivityRecognition(HAR)datasetsintermsofaccuracyandcommunicationef-

iciency.

•Inchapter2,variousconceptsthatareemployedinthefollowingchaptersofthis

thesisarecovered,includingHAR, DeepLearning(DL) models,FL,andEmpirical

Loss Minimization(ELM).

•Chapter3introducesFedAKD,acommunication-eicientFL method,andevaluates

itsperformanceusingtheHumanActivityRecognition(HAR)applicationwithfour

datasets.

•Chapter4discussesthecommunicationeiciencychallengeofdeployingfederated

learningonIoTnetworksandevaluatesthecommunicationoverheadofFedAKD.

•Chapter5focusesontheprivacyanalysisofFLbypresentingarealisticFLthreat

modelandprovidingprivacyguaranteesbasedonDP.

ExperimentalresultsdemonstratethatFedAKDachievesbetterperformancethanother

KD-basedFLalgorithmsandcomparableperformanceto model-basedFL methods. Fur-

thermore,decreasingtheprivacybudgetcausesaslightdegradationinperformance,asDP

clipsthegradientsduringtrainingandaddsnoisetothemtolimitper-samplecontribution
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to modelweights,thusprotectingprivacy.Inconclusion,communication-eicientFLalgo-

rithmswithprivacy-preservingtechniquespresentaviablesolutionfordistributedlearning

whiletoleratingsystemheterogeneityandprovidingformalprivacyguarantees,particularly

inIoTapplications.
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Chapter1

Introduction

Therapidproliferationofwearabledevices,suchassmartwatchesanditnessbands,has

ledtoaparadigmshiftinedgeapplications[1]. Thesedeviceshavebecomeanintegral

partof modernlifeandarewidelyusedforhealth monitoring,itnesstracking,andhuman

activityrecognition(HAR)[2,3]. Theseedgeapplicationsutilizesensorydatageneratedby

wearabledevicestotrainmachinelearning(ML)ordeeplearning(DL)modelstorecognize

speciicuseractivities.

Machinelearning(ML)isasubsetofartiicialintelligence(AI)thatfocusesoncreating

algorithmsthatcanlearnfromdatawithoutbeingexplicitlyprogrammed. Oneofthemost

populartypesof MLissupervisedlearning,whichinvolvestraininga modelonalabeled

dataset. Incontrast,unsupervisedlearninginvolvestraininga modelonanunlabeled

dataset,relyingonthe modeltodiscoverpatternsorrelationshipsinthedata.

Deeplearning(DL)isasubsetof MLthatinvolvestrainingmodelscalledartiicialneural

networks(ANNs)withmultiplelayersofinterconnectednodes. DLhasbecomeincreasingly

popularinrecentyearsbecauseithasachievedremarkablesuccessinvariousapplications,

includingspeechrecognition,imageclassiication,andnaturallanguageprocessing.

Despitethepotentialbeneitsof MLand DLin HARsystems,asimplisticapproach

totrainingthese modelsinvolvesallowinguserstosharetheirdatawithacentralserver.

However,this methodhasseveraldisadvantagesthatlimititsscalabilityandefectiveness.

Firstly,itrequires massivecentralizedcomputationalpowertoprocessandanalyzedata

fromalargenumberofusers. Secondly,itincurshighcommunicationcoststo moveraw

datafromedgedevicestoacentralserverforprocessing.Thirdly,itposespotentialprivacy

riskssincesensitiveuserdataisstoredinacentralrepository.

Toovercometheselimitations,federatedlearning(FL)[4]hasemergedasapromisingso-

lutionthatallowsdecentralizedlearningprocedureswhilekeepingeachclient’sdataprivate.

Thisapproachenables modelupdatestobeaggregatedontheserverintoglobalweights,

whicharethenbroadcastedtoclientsforfurthertrainingwithoutviolatinguserprivacy.In
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additiontoprivacy,FLhasseveralotherbeneits,includingreducingcommunicationcosts

andimprovingscalability.

Againstthisbackdrop,thisthesisaimstoexploretheapplicationofFLtotraindis-

tributedHARsystemswhilepreservinguserprivacy. WealsoaddresscoreFLchallenges,

suchas

1. Communicationoverhead

2.Systemheterogeneity

3.Statisticalheterogeneity

4. Privacy

WhilethesechallengesaregenerictoanyFLscenario,deployingFLonIoTnetworks,

whichusuallyhaveconstrainedresources,presentsuniquechallenges. Therefore,wepro-

poseacommunication-eicientFLalgorithmbasedonKnowledgeDistillation(KD)[5]and

integratethisalgorithmwithdiferentialprivacy(DP)[6]toovercometheseobstacles.

InFederatedLearning(FL),sharingweights/gradientsisamorecommunication-eicient

approachthansharingrawdataandthenperformingcentralizedtraining/analysisinthe

datacenter. However,communicationinfederatednetworkscanbesigniicantlyslowerthan

localcomputationduetothelargenumberofdevicesinvolved[7].Therefore,itiscrucialto

reducecommunicationoverheadtoscaleupFLalgorithms. Recentmethodshaveemployed

compressionschemes[8]andallowedalexiblenumberoflocalupdatestoachieveabetter

communication-computationtradeof.

Infederatedlearningsettings,heterogeneitypresentsitselfinvariousforms. System

heterogeneityreferstosigniicantvariabilityinsystemcharacteristicsacrossthenetwork

duetodiferencesinhardware,networkconnectivity,andbatterypoweramongdevices[7].

Approachessuchasasynchronouscommunication[9]andfaulttolerancehavebeenproposed

toaddressthisissue. Statisticalheterogeneityarises whendataisnotidenticallyand

independentlydistributed(non-IID)acrossdevices,makingdatamodelingmorechallenging.

FedAvgwasfoundtodivergewhenappliedtonon-IIDdata,andFedProx[10]proposesa

modiiedandreparameterizedversionofFedAvgtoensureconvergence.

Lastly,preservingprivacyinFederatedLearningisnotsuicientasgradientscanstill

revealinformationabouttheactualdata[11]. DiferentialPrivacy(DP)[6]canprovidethe

necessaryguaranteesandwell-deinedboundstopreventtheaggregatedmodelfromleaking

sensitiveinformation. Tokeepa modelprivateunderthediferentialprivacyframework,

noise mustbeinjectedeitherintothegradientsduringthetrainingprocedureorintothe

inallearned modelparametersaftertheprocedureconcludes[12]. However,injectingtoo

muchnoisecanleadtoaccuracydeterioration. Developingdiferentiallyprivate machine

learning modelsis,therefore,anon-trivialtask.
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Thisthesisproposesanovelapproachthattacklesthechallengesassociatedwithsystem

heterogeneityandcommunicationbandwidthinFederatedLearning(FL).Speciically,we

leverageKnowledgeDistillation(KD)[13]asacommunication mediumamongFLdevices

insteadof modelweightsorgradients. Tothisend,weproposeaKD-basedFLalgorithm

calledFedAKDfortrainingdistributedHumanActivityRecognition(HAR)systems[14].

FedAKDutilizesaproxydatasetthatissharedacrossthenetwork,andinsteadofweights

orgradients,itcalculatesandsharessoftlabelsona Mixupaugmented[15]versionofthe

proxydataset.

TheuseofFedAKDconfersseveralbeneitstoclientscomparedtothestandardFeder-

atedAveraging(FedAvg)approach. Firstly,clientscandesignunique modelarchitectures

thatcatertothespeciicresourcerequirementsoftheirdevices.Secondly,clientscancontrol

theircommunicationbandwidthbychoosingthenumberofsamplesintheproxydataset

usedtocalculatesoftlabels.

ToaddresstheprivacyconcernsinherentinFL,weemployDiferentialPrivacy(DP)as

a mechanismforboundingthesensitivityofthelearnedfunction(deep model)toprivate

data,therebyprovidingarigorousprivacyguarantee.

Theadvantagesofourapproacharesummarizedasfollows:

1. WeuseKnowledgeDistillationtoenablecommunicationacrossFLdevices,thusad-

dressingthechallengesofsystemheterogeneityandcommunicationbandwidth.

2. FedAKDenablesclientstodesignunique modelarchitecturesthatcatertotheirde-

vices’resourcerequirementsandcontroltheircommunicationbandwidth.

3. WeutilizeDiferentialPrivacytoaddresstheprivacyconcernsofFL,therebyproviding

arigorousprivacyguarantee.

ThisapproachdemonstratespromisingresultsintheevaluationofdistributedHARsys-

tems,outperformingotherKD-basedFLalgorithmsandachievingcomparableperformance

to model-basedFL methods.

1.1 Research ObjectivesandSigniicance

Thisresearchpresentsanovelapproachto Human ActivityRecognitionusingFederated

Learningvia Augmented Knowledge Distillationanddiferentialprivacy. Theproposed

approachaddressesthechallengesofheterogeneity,communicationcost,anduserprivacy.

Theobjectivesandsigniicanceofthisresearchcanbesummarizedas:

Flexibilityin model design: Theproposed Federated Learningvia Augmented

KnowledgeDistillation(FedAKD)algorithmenablescollaborativetrainingofclientswith
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independentlydesigned models,addressingthechallengeof modelheterogeneityinFeder-

atedLearning.Thisallowsformorelexibilityindesigningdeeplearningmodels,whichcan

beadaptedtodiferentapplicationsanddomains.

Efective HumanActivityRecognition: TheproposedFederatedLearningviaAug-

mentedKnowledgeDistillation(FedAKD)algorithmisevaluatedonivediferentdatasets

forHumanActivityRecognition,oneofwhichisself-collectedandcoversavarietyofmodal-

ities. Thisdemonstratesthegeneralizabilityoftheproposedapproach,asitcanefectively

recognizehumanactivitiesindiferentapplicationsanddomains.Theresultsalsoshowthat

theapproachisrelatively morerobustunderheterogeneousstatisticalscenarios,increasing

itspotentialforreal-worldapplications.

Lowcommunicationcost: Theproposedapproachhasalowcommunicationcost,

whichisanimportantfactorin manyapplications. Thisallowstheproposedapproachto

be moreeicientandscalable, makingit moreapplicableinreal-worldscenarios.

Privacy Preservation: Diferentialprivacyisemployedwiththeproposedalgorithm

tolimitthecontributionofindividualdatapointstopreserveprivacy. Simulationswere

performedtoinvestigatetheprivacy-utilitytrade-ofofheterogeneousandstandardFeder-

atedLearningwithdiferentialprivacy.Thisaddressestheprivacyconcernsassociatedwith

thecollectionandsharingofdata,whichisacriticalissuein manyapplications.

Robustnessunderstatisticalheterogeneity: Theproposedapproachisshownto

berelatively morerobustunderstatisticalheterogeneousscenarios. Thisdemonstratesthe

potentialoftheproposedapproachforHumanActivityRecognitioninscenarioswherethe

dataisnotperfectlydistributedacrossclients.

1.2 Contributions

Thecontributionsofthisworkcanbesummarizedasfollows:

•TheproposedFedAKDalgorithmisa model-agnosticFederatedLearning method

thatincorporates Knowledge Distillationtoenablecollaborativetrainingofclients

withindependentlydesigned models. Itutilizesashareddatasettocalculatesoft

labels,whicharesenttotheserverforaggregationandbroadcastedbacktoclients

fortraininginadditiontolocaltraining

•Toaddressprivacyconcerns,theproposedalgorithmutilizesDiferentialPrivacyby

clippinggradientsandaddingnoisetolimitthecontributionofindividualdatapoints

tolocal modeltraining. Thetrade-ofbetweenprivacyandutilityisexploredempiri-

callyunderdiferentprotectionlevels.

•Theproposedalgorithmisevaluatedusingthehumanactivityrecognition(HAR)

applicationwithfourdatasets,andtheexperimentsshowthatitachievesbetterper-
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Figure1.1:Themainchallengesanddirectionsinfederatedlearningthatarediscussedin
thisthesis:Communicationoverhead,Systemheterogeneity,Statisticalheterogeneity,and
Privacy.

formancethanotherKD-basedFLalgorithmsandcomparableperformancetomodel-

basedFLmethods.

1.3 ThesisOrganization

Fig.1.2outlinestheorganizationandthemainconceptsdiscussedintheremainingchapters.

Thesubsequentchaptersofthisdissertationarestructuredasfollows:

Chapter2furnishesanoverviewofthefundamentalconceptsthatunderpinthetech-

nologiesandmethodologiesemployedintheensuingchaptersofthisthesis.Theseconcepts

encompasshumanactivityrecognition,deeplearning,andfederatedlearning.

Chapter3introducesFedAKD,acommunication-eicientfederatedlearningmethod

basedonknowledgedistillation,whichisevaluatedusingthehumanactivityrecognition

(HAR)applicationasausecasethroughoutthisthesis.Fourdatasetscomprisingsensorand

imagedataareutilizedtoevaluatetheperformanceofFedAKDagainstothermodel-based

andmodel-agnosticbaselinealgorithms.

Chapter4ofthisthesisexplorescommunicationeiciencyasasigniicantchallengefor

thedeploymentoffederatedlearning(FL)solutionsonanInternetofThings(IoT)appli-

cationsduetolow-bandwidthnetworks.Inthischapter,thechallengeofcommunication

costisintroduced,andthebackgroundworksthataddressedthischallengeareexplored.
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Figure1.2:Organizationofallthechaptersofthethesis.

ThechapterstartsbyprovidingadetailedexplanationofFLanditsvariousapplications.

Then,itdelvesintothecommunicationoverheadinvolvedinFLandhowitcanhinderits

performance.Toaddressthischallenge,thecommunication-eiciencyaspectsofKnowledge

Distillation-basedFLalgorithmsingeneral,andFedAKD,inparticular,arehighlighted.

Moreover,thischapterpresentsacompressedversionofFedAKDthatisevenmoreei-

cientbyintroducingsomemodiicationstoreducethesizeofthesoftlabelsandmakethem

resilienttounreliable/lossycommunicationprotocolsthataresometimesusedinIoTappli-

cations,suchastheLoRacommunicationmodule.Toevaluatethecommunicationoverhead

ofFedAKDanditscompressedchildalgorithmrelativetootherbaselineFLalgorithms,

FederatedlearningsimulationsinvolvingHARdatasetsareconducted.Theresultsdemon-

stratethatknowledgedistillation-basedFLalgorithmsaremoresuitablethanmodel-based

FLalgorithmsforIoTapplicationsduetotheircommunicationeiciency.

Chapter5discussestheapplicationofdiferentialprivacyinfederatedlearningalgo-

rithms,speciicallyinthecontextof model-basedandknowledgedistillation-basedap-

proaches.Itcoversthemathematicalfoundationsofdiferentialprivacy,itskeyproperties

likecomposabilityandpost-processingimmunity,aswellasthediferentthreatmodelscon-

sideredinfederatedlearning. Thechapterdelvesintotheimplementationofdiferential

privacyinfederatedlearningalgorithms,focusingonlocaldiferentialprivacy.Finally,the

experimentsandresultssectionevaluatestheefectivenessoftheseprivacy-preservingtech-

niquesonHARdatasetsusingdiferentprotectionlevelsandfederatedlearningalgorithms.

Finally,chapter6presentstheconclusionofthethesis.Thechaptervisitsthemaincon-
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ceptsdiscussedlikefederatedlearningknowledgedistillationandthetechniquesproposed

likeFedAKDand CFedAKD. Thechapterdiscussesdiferentialprivacyindeeplearning

andfederatedlearningcontexts. Thechapteralsopresentsthe mainindingsofthisthe-

sisacrossthreecategories: Knowledge Distillationperformanceanalysis,communication

overheadcomparison,andlocaldiferentialprivacyobtainedutility-privacytrade-ofunder

diferentFLalgorithms.
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Chapter2

Background

Thischapterdepictsanoverviewofthepreliminariesoftheconceptsandtechniquesused

inthis Thesistolayafoundationalunderstandingofthebuildingblocksthatareused

throughoutthisworktobuildalgorithmsandconductanalysis.

TheBackgroundchapterstartswiththetopicofHumanActivityRecognition(HAR).

Sinceweareinterestedinaddressingcommunicationoverheadandsystemheterogeneityin

IoTapplications,weconsider Wearable-basedHARforevaluatingfederatedlearning(FL)

algorithmsintermsofperformanceandcommunicationoverhead. MachineLearning(ML)

andDeeplearning(DL)aretworelateddata-drivenframeworkscomprisedofasetofal-

gorithmsthatcanbebroadlycategorizedintosupervisedandunsupervisedlearning.In

supervisedlearning, ML/DL modelsuselabeleddatafortraining,thenthetrained model

canbeusedtoinfertheprediction,givensimilardata. Ontheotherhand,unsupervised

learningincludestaskslikeclusteringwherelabeleddataisnotrequired.Inthisthesis,we

focusonsupervised DL-based models. Weexplorerecenttechniquesappliedinbothdo-

mains: MLandDLinHAR.ThedeeplearningsectionendswithadiscussionofKnowledge

Distillation,arecent DLtechniquethatcanbeappliedincentralandfederatedsettings.

KDisthetechniquebehindourproposedFLalgorithmsthatwepresentinchapters3and

4.

Inthisthesis,wefocusonsupervisedDL-based models. Weexplorerecenttechniques

appliedinbothdomains: MLand DLin HAR. Thedeeplearningsectionends witha

discussionof Knowledge Distillation,arecent DLtechniquethatwasoriginallyproposed

forthecentralsettingtotrainaDL model(calledthestudent)usinganotherpre-trained

DL model(calledtheteacher). KDhasalsobeenappliedinfederatedsettings[13].

Finally,thebackgroundchapterendswithanintroductiontofederatedlearninginclud-

ingaformaldeinition,thenitextendsthisdeinitiontotheKD-basedFLalgorithmsand

providesabackgroundonrecentFLtechniquesproposedforHAR.
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2.1 Human Activity Recognition

HumanActivityRecognition(HAR)[16,17]recognizeshumanactionsor movementsfrom

asensororvision-baseddata. ThegoalofHARistodevelop modelsthatcanaccurately

identifyandclassifyhumanactivityinvariousapplicationssuchashealthcare[18]and

human-computerinteraction[19]. Theadvancementinsensortechnologieshasledtovar-

iouswearabledevicescontinuously monitoringhumanactivity. However,wearablesensors

havelimitationssuchaslimitedbatterylife,privacyconcerns,anduserdiscomfort. Asan

alternative,vision-basedsystemshavebeenproposedforhumanactivityrecognition[20];

theyusecamerastocapturevisualdataofhumanmovements. Thesesystemsaretypically

usedinsurveillance,video monitoring,andhuman-computerinteractionsystems[21]. The

visualdatacollectedfromcamerasarethenusedtotrainmodelsthatrecognizeandclassify

humanactivitiesbasedonfeaturessuchasposturesandgestures,andfacialexpressions.

Recently,deeplearning-based methodshavebeenwidelyusedinhumanactivityrecog-

nition. Thesemethodsuseneuralnetworkstolearnrepresentationsofthesensororvision-

baseddatathatcanbeusedtoclassifyhumanactivity[22].Inparticular,convolutional

neuralnetworks(CNNs)efectivelylearnspatialandtemporalfeaturesfromdata[23]. Ad-

ditionally,sensorfusiontechniquesarealsousedtocombinetheinformationfrom multiple

sensorstoimprovetheperformanceofhumanactivityrecognition models[24,25]. This

canhelpovercomeindividualsensors’limitationsandprovidea morerobustandaccurate

humanactivityrecognition.Furthermore,thereisagrowinginterestindeveloping models

forrecognizingactivitiesinreal-worldscenarios,whichofteninvolve multiplepeople,clut-

teredbackgrounds,andvariationsinlightingandcameraviewpoint. Toovercomethese

challenges,recentworkshaveproposedusing multi-modaldata,suchasaudioanddepth

data,toimproverecognitionperformance[26].

2.2 MachineLearning

Inthissection,wepresenttwoofthe mostpopular machinelearningalgorithms: The K

NearestNeighbor(KNN)andRandomForest(RF).Thesesupervisedlearningalgorithms

haveshownsuccessin manyIoTapplicationsincluding HARduetotheirlight weight

(relativetotheirdeeplearningcounterparts)andeiciency[27,28].

2.2.1 K-Nearest Neighbor

TheKNearestNeighbor(KNN)algorithm[27],isasimplistic,yetpowerfulmachinelearning

methodthatcanbeutilizedforclassiicationandregressionpredictivetasks. Whileithas

beenappliedinnumerousdomains,itisprimarilyutilizedforclassiicationproblems. The

KNNalgorithmworksbyassigningaclasstoatestinstancebasedonthe majorityvoteof
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itsKnearestneighbors. Theneighborsaredeterminedbycalculatingthedistancebetween

thetestinstanceandallofthetraininginstances. Avarietyof measurescanbeemployed

tocomputethedistance,includingEuclideandistance, Manhattandistance, Minkowski

distance, Hammingdistance,etc. Thevalueof Kisgenerallyapositiveintegerandis

typicallysmall.If Kequalsone,theobjectisdirectlyclassiiedasthenearestneighbor’s

class. However,ifKisequalton,thenumberofinstancesinthetrainingdata,thealgorithm

transformsintoaneagerlearningalgorithm,asitwillexplorealloftheexamples.Inorder

toselecttheoptimalvalueof K,hyperparametertuningistraditionallyperformed. One

majordrawbackoftheKNN methodisitsrelativelyhighpredictiontime,asitcalculates

thedistancebetweenasinglepointandallotherdatapoints.Somecommonlyuseddistance

measures,suchas MinkowskidistanceandEuclideandistance,canbeexpressedasshown

inEq.2.1and2.2,respectively:

dM (x,y)=

n

i=1

|xi−yi|
p

1/p

(2.1)

dE(x,y)= i=1n(xi−yi)
2 (2.2)

Additionally,the Manhattandistancecanbeusedto measurethedistancebetween

twopoints. The Manhattandistanceiscalculatedasthesumoftheabsolutediferences

betweenthecoordinatesoftwopoints.Theequationfor Manhattandistancecanbewritten

asfollows:

dManhattan(x,y)=

n

i=1

|xi−yi| (2.3)

2.2.2 RandomForest

RandomForest[28]isapopularmachine-learningalgorithmthatusesanensembleofdeci-

siontreesto makepredictions.Itiswidelyusedforclassiicationandregressionproblems

andhasshowngreatsuccessinavarietyofdomainsincludinginance,healthcare,andimage

recognition.

Thealgorithm worksbyconstructinga multitudeofdecisiontrees,eachof whichis

trainedonarandomsubsetofthetrainingdata. Theinalpredictionisthen madeby

combiningthepredictionsofalltheindividualtrees. Theresultisarobustandaccurate

modelthatislesspronetooverittingthanasingledecisiontree.

EachdecisiontreeintheRandomForestisconstructedusingasubsetofthefeaturesin

thetrainingdata. Thisisdonetopreventanyonefeaturefromdominatingthe modeland

toensurethatthetreesarediverseandindependent. Thefeaturesarerandomlysampled
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ateachnodeinthetree,andthebestsplitisselectedbasedonacriterionthat maximizes

theinformationgain.

Thetwo mostcommonlyusedsplittingcriteriaaretheGiniimpurityandtheentropy.

Bothofthesecriteria measurethedegreeofimpurityordisorderinasetofsamplesand

aimtosplitthedatainawaythat maximizesthehomogeneityoftheresultingsubsets.

TheGiniimpurityisdeinedasfollows:

Gini=

C

i=1

pi(1−pi) (2.4)

whereCisthenumberofclasses,andpiistheproportionofsamplesinclassi.

TheGiniimpurityrangesfrom0to0.5,where0indicatesacompletelypurenode(i.e.,

allsamplesbelongtothesameclass),and0.5indicatesacompletelyimpurenode(i.e.,

samplesareevenlydistributedacrossallclasses). Thegoalofthesplittingcriterionis

to minimizethe Giniimpurityandsplitthedatainawaythat maximizesthediference

betweentheimpurityoftheparentnodeandthesumoftheimpuritiesofthechildnodes.

Theentropycriterion,ontheotherhand,isdeinedasfollows:

Entropy=−

C

i=1

pilog2pi (2.5)

whereCisthenumberofclasses,andpiistheproportionofsamplesinclassi.

Theentropyrangesfrom0to1,where0indicatesacompletelypurenode,and1indicates

acompletelyimpurenode. Thegoalofthesplittingcriterionisto minimizetheentropy

andsplitthedatainawaythatmaximizesthediferencebetweentheentropyoftheparent

nodeandthesumoftheentropiesofthechildnodes.

Ingeneral,both Giniimpurityandentropyareefectivesplittingcriteriafordecision

trees,andthechoicebetweenthemisoftena matterofpersonalpreferenceorempirical

performance. RandomForestusesbothcriteriatoconstructadiversesetofdecisiontrees

andcombinestheirpredictionsusingaweightedaveragetoproducetheinaloutput.

Inconclusion, RandomForestisapowerfulandlexible machine-learningalgorithm

thatusesanensembleofdecisiontreesthataretrainedonrandomsubsetsofthedataand

combinestheirpredictionstoproducearobustandaccuratemodel. TheGiniimpurityand

entropyaretwocommonlyusedsplittingcriteriathataimtomaximizethehomogeneityof

theresultingsubsetsandareessentialcomponentsoftheRandomForestalgorithm.

2.3 DeepLearning

Inthissection,wepresentsomeofthedeeplearning modelsthathaveshownthesuperior

abilitytoextractpatternsfromrawdata[29,30]. Theselayersareoftenintegratedwith
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eachotherandwithactivationfunctionsasbuildingblocksofmorecomplexDeepLearning

models.

Thesectionendswiththetopicof Knowledge Distillation(KD)whichisnotalayer,

butatrainingtechniquethatbeneitsfromapreviouslytrained model(calledtheteacher)

totrainato-be-trained model(calledthestudent).

2.3.1 MultiLayerPerceptron

The MultiLayerPerceptron(MLP)isatypeofdeeplearningalgorithmthathasgained

signiicantattentioninrecentyearsduetoitsabilitytolearncomplexnon-linearrelation-

shipsbetweentheinputandoutputdataanditscapabilitytogeneralizewelltonewdata.

MLPshavebeenappliedtoHARtoefectivelymodelthedynamicsofhumanactivities[31],

whichareoftencharacterizedbysubtlevariationsandtransitions.

Thearchitectureofan MLPtypicallyconsistsof multiplelayersofinterconnectedneu-

rons, witheachlayertransformingtheinputdataintoahigher-levelrepresentationthat

capturesincreasinglycomplexfeaturesofthedata. Theoutputlayerofthe MLPproduces

thepredictedactivitylabel,basedonthelearnedrelationshipsbetweentheinputdataand

thecorrespondingactivity.

Thetrainingofan MLPinvolvesadjustingthe weightsandbiasesoftheneuronsto

minimizeachosenlossfunction,suchascross-entropyor meansquarederror. Thisis

typicallyachievedusinganoptimizationalgorithm,suchasstochasticgradientdescent.

While MLPshavedemonstratedimpressiveperformancein HARapplications,they

alsohavesomelimitations. One majorchallengeisthatitisonlysuitableforstructured

data. Anotherchallengeisthecomputationalcomplexityoftrainingandtesting MLPs,

particularlyforlargedatasets.

2.3.2 Convolutional Neural Network

Convolutional Neural Networks(CNNs)areacriticaltypeofneuralnetworkthatexcels

inimageprocessingandcomputervisiontasks[29]. Theyareparticularlyefectivein

detectingfeaturesandpatternswithinimages,suchasedges,shapes,andtextures. CNNs

haveemergedasoneofthe mostpowerfuldeeplearningarchitecturesduetotheirability

tolearnrepresentationsautomaticallyfromdata.

Inspiredbythestructureandfunctionofthevisualcortexinthebrain,CNNsconsist

ofmultiplelayers,eachwithaspeciicpurposeinprocessingtheimagedata. Theirstlayer

istypicallyaconvolutionallayerthatappliesasetofilterstotheinputimagetoextract

featuremaps. Theseiltersarelearnedbythenetworkduringtraining,andtheirvaluesare

updatedthroughbackpropagation.
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Thesecondlayerisusuallyapoolinglayer,whichdownsamplesthefeature mapsob-

tainedfromthepreviouslayertoreducetheirdimensionality. Thishelpstopreventoverit-

tingandreducethenumberofparametersinthenetwork. Max-poolingandaveragepooling

arethetwo mostcommonlyusedpoolingoperationsinCNNs.

Subsequentlayers mayincludeadditionalconvolutionalandpoolinglayers,followedby

oneormorefullyconnectedlayers. Thefullyconnectedlayersareresponsibleforclassiica-

tionorregressiontasks,dependingonthenatureoftheproblembeingsolved. Theytake

theoutputfromtheprecedinglayersandtransformitintoainaloutputthatrepresents

thepredictedclassorvalue.

CNNsarecapableofhandlingtranslationinvarianceandnoise, makingthemrobust

toreal-worldconditions. Theyare widelyusedinvariouscomputervisionapplications,

includingimageclassiication,objectdetection,segmentation,andrecognition. Oneof

theirsigniicantadvantagesistheirabilitytolearnfeaturesautomatically,withouttheneed

for manualfeatureengineering.

2.3.3 Recurrent Neural Networks

RecurrentNeuralNetworks(RNNs)[30,32]areatypeofneuralnetworkcommonlyused

innaturallanguageprocessing,speechrecognition,andothersequence-basedtasks. Unlike

traditionalfeedforwardneuralnetworks,RNNscantakeintoaccountthetemporaldepen-

denciesbetweeninputs. Thisallowsthemto modelsequencesofarbitrarylength, making

themapowerfultoolforhandlingtime-seriesdata.

Ateachtimestep,anRNNtakesaninputxtandtheoutputht−1fromtheprevious

timestepasinput,andproducesanewoutputytandhiddenstateht. Thehiddenstate

servesasamemoryunitthatstoresinformationaboutthepreviousinputsinthesequence.

Theequationsgoverningthecomputationoftheoutputandhiddenstateareasfollows:

ht=f(Wh·ht−1+Wx·xt+bh) (2.6)

yt=g(Wy·ht+by) (2.7)

wherefandgareactivationfunctions,Wh,Wx,Wy,bh,andbyarelearnableweights

andbiases,and·denotes matrix multiplication.

RNNshaveshowngreatsuccessinmanysequencemodelingtasks. However,theysufer

fromthevanishinggradientproblem,wherethegradientsbecometoosmalltoefectively

updatetheweightsduringbackpropagation. Thisproblemarisesduetotherepeated mul-

tiplicationofthesameweight matrixinthehiddenstatecomputation,whichcausesthe

gradienttoshrinkexponentiallyovertime.

RecentresearchhasexploredtheuseofRNNsforHumanActivityRecognition(HAR)
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fromsensordata,withpromisingresults.Forexample,[32]proposedanRNN-basedmodel

for HARusingsmartphonesensordata,achievinghighaccuracyinidentifyingactivities

suchaswalking,running,andcycling. OtherstudieshaveexploredtheuseofRNNsfor

HARusingwearablesensorssuchassmartwatchesanditnesstrackers[33].

2.3.4 LongShort-Term Memory

LongShort-Term Memory(LSTM)[23]isatypeofRNNarchitecturedesignedtoaddress

thevanishinggradientproblem. LSTMsuseasetofspecialized memorycellsthatallow

thenetworktoselectivelyrememberorforgetinformationovertime.Eachmemorycellhas

threegates:theinputgate,theforgetgate,andtheoutputgate.

Theinputgatecontrolsthelowofinformationintothememorycell,andtheforgetgate

controlstheamountofinformationretainedinthecell.Theoutputgatecontrolsthelowof

informationfromthememorycelltotheoutput. Theequationsgoverningthecomputation

ofthegatesand memorycellareasfollows:

it=σ(Wi·[ht−1,xt]+bi) (2.8)

ft=σ(Wf·[ht−1,xt]+bf) (2.9)

ot=σ(Wo·[ht−1,xt]+bo) (2.10)

ct=ft·ct−1+it·tanh(Wc·[ht−1,xt]+bc) (2.11)

ht=ot·tanh(ct) (2.12)

whereσisthesigmoidactivationfunction,tanhisthehyperbolictangentfunction,and

[ht−1,xt]representstheconcatenationoftheprevioushiddenstateht−1andthecurrent

inputxt.

LSTMshavebeenshowntobehighlyefectivein modelinglong-termdependenciesin

sequences,andhaveachievedstate-of-the-artperformanceinavarietyoftaskssuchas

speechrecognitionand machinetranslation. Theyhavealsobeen widelyusedin HAR,

with manystudiesreportingimprovedperformancecomparedtotraditional RNNs. For

example,[34]proposedanLSTM-based modelfor HARusingaccelerometerdatafrom

smartphones,achievinghighaccuracyinidentifyingactivitiessuchaswalking,sitting,and

standing. OtherstudieshaveexploredtheuseofLSTMsforHARusingwearablesensors

suchassmartwatchesanditnesstrackers[23,34].

Overall, RNNsandLSTMsarepowerfultoolsfor modelingsequentialdataandhave

showngreatpromiseinthecontextofHAR.Bytakingadvantageofthetemporaldepen-

denciesinsensordata,thesemodelscanaccuratelyidentifyhumanactivities,makingthem

valuableinawiderangeofapplicationssuchashealthcare,sportsperformancetracking,
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andhomeautomation.

2.3.5 Knowlede Distillation

Knowledge Distillation(KD)[5,35]isatechniqueusedtotraina modelusingatrained

modelutilizingsmoothedpredictionsfromthetrainedmodel(calledtheteachermodel).In

KD,thestudentmodelistrainedtomatchtheoutputoftheteachermodelbyminimizinga

lossfunctionthatcomparesthesoftlabelsproducedbytheteacher modeltothepredicted

probabilitiesofthestudent model.

Thesoftlabelsareobtainedby modifyingthetemperatureparameterTofthesoftmax

functionappliedtothelogits(pre-softmaxoutputs)oftheteachermodel.Thetemperature

scalingallowstheteachermodeltoproduceasmootherandmoreinformativeoutput,which

canhelpthestudentmodellearnbetter. Alternatively,thesoftlabelscanalsobeobtained

byapplyingadenselayerontheoutputoftheteacher model.

InthecontextofFederatedLearning(FL), KDcanbeused[14,36]totrain models

ondistributeddevices,eachwithitsprivatelocaldata. Theknowledgedistillationprocess

isdividedintotwostages:intheirststage,clientscalculatethesoftlabelsonashared

datasetusinga modiiedversionoftheirlocal model;inthesecondstage,thesoftlabels

areaggregatedattheserverandusedtotrainthelocal modelsofallclients.

Thelossfunctionsusedtotrainthestudent modelin KDcanvary,buttwocommon

onesarethe Kullback-Leibler(KL)divergenceandthe MeanSquaredError(MSE)loss.

TheKLdivergencelosscanbedeinedas:

KL(p|q)=
i

pilog
pi

qi
(2.13)

wherepandqareprobability massfunctions,andpiandqiaretheprobabilitiesofthe

ithoutcomeunderpandq,respectively.

The MSElosscanbedeinedas:

MSE =
1

n

n

i=1

(f(xi)−yi)
2 (2.14)

KnowledgeDistillationisapowerfultechniquethatcanhelpimprovetheperformance

of modelsbytransferringknowledgefromawell-trained modeltoanother model. Thesoft

labelsproducedbytheteacher modelplayacrucialroleintheknowledgetransferprocess,

andthelossfunctionusedtotrainthestudent modeldependsonthespeciicapplication.
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2.4 FederatedLearning

Inthissection,wepresentfederatedlearning,adistributedtrainingparadigmthatkeeps

privatedataontheusers’side,andsharedtrainingupdatestotrainaglobal modelon

distributeddatainaprivatemanner. WeformallydeineFL,andthenextendthedeinition

to Knowledge Distillation-basedFLwherethesharedupdatesarenot modelweightsbut

softlabels.Finally,weexplorerecentFLalgorithmsinHARthataddressthechallengesof

systemheterogeneity.

Federatedlearning[7,37]hasemergedasapromisingapproachfortraining machine

learning modelsondistributeddatawithouttheneedfordatacentralization. Byallowing

eachparticipatingdeviceorentitytotrainitsownlocal modelusingitsowndata,feder-

atedlearningcan mitigateprivacyconcernsandenabledata-drivenapplicationsinvarious

domainssuchashealthcare,inance,andtheInternetofThings(IoT).Infederatedlearn-

ing,[38,39]eachparticipatingdeviceorentityhasalocaldatasetDi,whereiistheindex

ofthedeviceorentity. Thegoalistotrainaglobal modelfthatcan makepredictionsfor

anyinputdatapointxusingthefollowingequation:

ŷ=f(x) (2.15)

Totraintheglobal model,eachparticipatingdeviceorentitytrainsalocal modelfi

usingitsownlocaldatasetDi. Thelocal modelisupdatedusingthefollowingequation:

fi=argmin
fi

L(fi,Di) (2.16)

whereL(fi,Di)isalossfunctionthatmeasurestheerrorofthelocalmodelonthelocal

dataset.

Thelocal modelsarethensenttothecentralserver,whichaggregatestheupdatesto

producetheglobal modelusingthefollowingequation:

f=
1

n

n

i=1

fi (2.17)

wherenisthenumberofparticipatingdevicesorentities.

Theglobal modelisthensentbacktotheparticipatingdevicesorentities,whichuseit

toupdatetheirlocal models. Thisprocessisrepeateduntiltheglobal modelconvergesto

asatisfactorylevelofaccuracy.

2.4.1 Knowledge Distillation-basedFederatedLearning

Knowledge Distillation(KD)[5]isatechniqueusedtotraina model(calledthestudent

model)bytrainingthemusingtheoutputofatrained model(calledtheteacher model).
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Theteachermodeloutput(calledthesoftlabels)isasmoothedprobabilitydistribution(by

modifyingthesoftmaxfunction’stemperatureparameter),ortheoutputofadenselayer.

InthecontextofFederatedLearning(FL),KDcanbeusedtotraindistributeddeviceseach

withitsprivatelocaldata[14,38]. Thisisachievedbydividingtheknowledgedistillation

processintotwostages. Moreover,KD-basedFL methodsassumethat,inadditiontothe

localdatasetpossessedbyeachclient,allclientsshareanotherunlabeleddatasetwhichis

usedtotransferknowledgegainedbylocaltrainingamongclients.Intheirststageof

KD-basedFL,clientscalculatesoftlabelsontheshareddataset,andsoftlabelsaresent

totheserver.Inthesecondstage,theaggregatedsoftlabelsbroadcastedbacktoclients

totrainthemusing KDlossfunctionslike KullbackLeibler(KL)lossfunctionLKL or

MeanSquaredError(MSE)loss LMSE [35]. AKnowledgeDistillationFederatedLearning

(KD-FL)algorithmcanbedescribedasfollows:

Eachparticipatingdevicehasadeeplearningmodelfi.Thelastlayerofthemodelfiis

thesoftmaxlayerwhichconvertstheinputintoaprobabilitydistribution. Tocalculatethe

softlabelsSr
i,weremovethesoftmaxlayerfromfitogetgi,whichhasa moresmoothed

outputthanthatproducedbyfi,whichhelpsdistillknowledgemoreeiciently.Eachclient

calculatessoftlabelsZr
ionasharedpublicdatasetDpusingthe modelgi:

Zr
i=gi(Dp) (2.18)

Forweightingclients’contributions,wetesteduniformandperformance-basedweight-

ing.Inperformance-basedweighting,clientscalculatetheperformancepr
ionthetestdataset

Dt,usingfi.

ThelocalsoftlabelsZr
iandperformancepr

iaresenttothecentralserversothatclients’

contributions(softlabels)canbeweightedproportionallytoeachclient’sperformance.

Attheserver,aggregatethelocalsoftlabelsZr
itoproduceglobalsoftlabelsSrusing

thefollowingequation:

Zr=

Nc

i=1

pr
iZ

r
i

Nc
k=0pr

k

(2.19)

Todistilltheknowledgeaggregatedintheglobalsoftlabels, MSElossLMSE totrain

thelocal models.

gi=argmin
gi

LMSE(Zr,gi(Dp)) (2.20)

Finally,eachclientperformslocaltrainingonthelocaldatasetDiusingthelearning

model fiandthelossfunctionCategoricalCrossEntropy(CCE)lossLCCE.onhislocal

datasetDi.

fi=argmin
fi

LCCE(Yi,fi(Di)) (2.21)
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2.4.2 FederatedLearningin Human Activity Recognition

Fewfederatedlearning methodswereproposedfortraininglocalHumanActivityRecog-

nition(HAR) modelsonusers’edgedevicesinsteadofsharingrawdatatotrainacentral

model[14,38,40]. Oneexampleofthesealgorithmsisthe methodproposedbyXiaoetal.

in[40]. This methodusesaperceptiveextractionnetwork(PEN)ateachclient,composed

ofafeaturednetworkbasedonCNNblocksforfeatureextractionandarelationnetwork

basedonLSTMandattentionto mineglobalpatternsindata. Anotherexampleisthe

ClusterFL[38]system,whichisasimilarity-awareFLsystemforHAR.Thissystemuses

analternatingoptimizationapproachtooptimize model weightsandaclusterindicator

matrixthatquantiiestherelationshipbetweennodes.ThelossfunctionusedbyClusterFL

includesthesumofempiricallossesacrossnodes,theL2-norm,andtheK-meansclustering.
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Chapter3

FederatedLearningvia Augmented

Knowledge Distillation

Intheinitialtwochapters,weintroducedtheconceptoffederatedlearningandexplicated

itsutility. Furthermore,wedeliberatedonthechallengesthatfederatedlearningencoun-

ters,whichincludeperformanceissuesinheterogeneousenvironments,communicationover-

head,andprivacyconcerns.Inthischapter,wefocusontheheterogeneitychallengefrom

a modelarchitectureperspective. Ourkeyinquiryis whetherclientscanindependently

devisetheirlocal models.Letusconsidertwoclients: ClientA,whichhaspowerfulhard-

wareincludingaGraphicalProcessingUnit(GPU)thatenablesfastermodelexecutionand

largerbatterycapacityand memorystorage,and ClientB, whichhaslimitedresources.

Whenusingaserver-controlled modelarchitectureforfederatedlearningbetweenthetwo

clients,employingacommon minimum modelintermsofsizeandexecutiontimeisneces-

sarytoensurecompatibilitywithbothclients. Thisapproach,however,doesnotleverage

theoptimizedhardware/softwarecapabilitiesavailableonClientA,resultinginineicient

andslowtraining. Ontheotherhand,knowledgedistillationenableseachclienttode-

signtheirownarchitecture. Thus,inthischapter, weintroduceFederatedLearningvia

AugmentedKnowledgeDistillation(FedAKD),analgorithmwerecentlyproposed[14]that

utilizesKnowledgeDistillation(KD)inthecontextofFederatedLearning.Inadditionto

facilitatingtheuseofheterogeneouslocal models,KD-basedFLentailssigniicantlylower

communicationoverheadcomparedtoweight-sharingmethods. Wewillfurtherdiscussthe

communicationadvantagesofFedAKDinthesubsequentchapter,Chapter4.

TheFederated Augmented Knowledge Distillation(FedAKD)algorithm,whichisthe

subjectofexaminationinthischapter,wasinitiallyintroducedinascholarlyarticlepub-

lishedby MDPISensors[14].Theprimaryauthorshipofthatpaperiscreditedtotheauthor

ofthiscurrentchapter. Certainsectionsofthischapterincorporatecontentoriginallydis-

seminatedintheaforementionedpublication.
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3.1 Introduction

Smartwatcheswereirstintroducedintheyear2000attheIEEEInternationalSolid-State

CircuitsConference(ISSCC)andhavesinceseenrapidandwidespreadadoption[1]. Human

ActivityRecognition(HAR)[2,16,41]isanemergingtechnologythatutilizesthesensors

of mobileandwearabledevicestodetect,track,andanalyzeactivitypatterns. HARcan

automatedatacollectionusing wearablesandInternetof Things(IoT)devicesandcan

facilitateremotehealth monitoringinruralcommunities. Thoughlocalized,distributed

computingonsuchresource-constraineddevicesintheHARsystemsischallenging,ithas

thepotentialtorevolutionize medicalanalytics.

3.1.1 DeepLearning-Based HARSystems

Deeplearning modelshavebeensuccessfulin manydomainssuchascomputervision[42],

smarthealth[22,43,44],andnaturallanguageprocessing(NLP)[45]. Therefore, Deep

Learning(DL)hasbeenusedinHARsystemsasafeatureextraction methodtoimprove

theclassiicationaccuracyofactivitiesusingfewersensors[46–49]. Proposed DL-based

methodsincludeusingResNetandBiLSTMtoextractspatialfeaturesofmultidimensional

signalsandsensorfusionwithConvTransformertoachievehigh-performanceactivityclassi-

ication[25,50].Inadditiontoperformancegains,DL-based methodsrequirelittledomain

knowledgeastheyareabletolearndirectlyfromrawsignalsandfuse multi-sensor modal-

ities. Ontheotherhand,traditional MachineLearning(ML)methodsoftenrequireexpert

knowledgeandfeatureengineering,bothofwhichareexpensiveanduniqueforagivenset

ofsensors.Furthermore,DLmethods’expressivepowerasuniversalapproximatorsissupe-

riortothatoftraditional MLmethods[29,30]. However,deployingHARDL-basedmodels

onedgedevicesstillfaceschallengessuchas memoryfootprintandpowerconsumption.

Additionally,datascarcityisanother mainobstacleforDeeplearningastheavailabilityof

largedatasetsisusuallyaprerequisitefortraininghigh-qualitydeeplearning models.

3.1.2 Sensors UsedinSensor-Based HARSystems

SensorsarecrucialinHARsystems. ThediversityandqualityofthesensorsofaHARsys-

temlargelydeterminetheaccuracyofthatsystem.Twowidelyusedsensorsinsmartwatches

anditnessbandsaretheInertial MeasurementUnit(IMU)andthePhotoplethysmography

(PPG)sensors.IMUisanintegratedpackagethatusuallyconsistsofanaccelerometer,gy-

roscope,and magnetometer. Thesesensors measurethelinearacceleration,rotationrate,

andearth’s magneticields,respectively. AnIMUthathasallthreesensorsisreferredto

asanine-axisIMU.Sometimes,anIMUdoesnothavea magnetometer,inwhichcaseit

iscalledasix-axisIMU.ThefrequencyofIMU(samplingrate)is manuallytuneddepend-
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ingontheapplicationandthereforerangesfrom10toseveralhundredHz. Chungetal.

studiedtheimpactofsensorpositioningonHARperformanceandcompareddiferentIMU

samplingrates;theyfoundthatalow-frequency(10 Hz)IMUsignalcanbeefectivefor

recognizingactivitiessuchaseatinganddriving. Usingahighersamplingrateyieldsdata

withhigherresolutionandprecision,whichleadsto moreaccurateanalysisatthecostof

higherresourceconsumption[51].

3.1.3 Chapter Organization

Thischapterisstructuredasfollows: TheBackgroundsectionprovidesanoverviewofthe

literaturereviewconductedonHumanActivityRecognition(HAR)andexploreshowfed-

eratedlearningcanbeusedtotrain HARsystemsinadistributedandprivate manner

withoutexposingusers’rawdata. TheEmpiricalRisk MinimizationandVicinalRisk Min-

imizationsectionsintroducetheconceptofaugmentationtoenhancedatasetdensity,which

ultimatelyimprovestheperformanceofmodelstrainedonaugmenteddata. Wepresentthe

Mixupaugmentationtechnique,proposedby[15],andintroduceourproposedfederated

learningalgorithm,FederatedLearningviaAugmentedKnowledgeDistillation(FedAKD).

ThePerformanceEvaluationsectiondetailstheFLexperimentsconducted,includingthe

HARdatasetsusedforevaluation,thebaselinemethods,andtheheterogeneousmodelarchi-

tecturesemployed. TheResultsandDiscussionsectionpresentsthetestaccuracyobtained

byeachlearningmethodontheHARdatasets,andweprovideinterpretationsbasedonthe

theoreticaldiscussionpresentedearlier.TheConclusionssectionsummarizesthemethodol-

ogyandindingsofthisstudy.Finally,theLimitationsandFuture Worksectionidentiies

potentiallimitationsofourworkandsuggestspossibledirectionsforfutureresearch.

3.2 Background

3.2.1 Human Activity Recognition

ResearchhasextensivelyexploredtraditionalHumanActivityRecognition(HAR)systems.

Anguitaetal.[52]proposedalightweight HARsystemthatutilizesaSupport Vector

Machine(SVM) withixed-pointarithmetictoreducecomputationalcosts. Sunetal.

[53]presentedanotherSVM-based HARsystemthatusessmartphone-basedsensorson

smartphones. Theauthorstestedittinga modelonvariouspositionsofsmartphones.

Kaghyianetal.[27]developedasmartphoneapplicationthatdetectsactivitiesfromphone

movementbyusing K-NearestNeighbor(KNN)andthesmartphone-basedaccelerometer

sensor. MachineLearning(ML)-based HAR methodslearnshallowfeaturesfromdata

leadingtolowHARperformance.
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3.2.2 SensorFusionin Human Activity Recognition

HARsystemsusesensorfusiontointegraterawsensor measurementsinto moreaccurate

measurements[54].Sensorfusionisimportantin manyscenariostoaddressproblemssuch

aslimitedspatialcoverageandimprecision[55]. Forinstance,Inertial MeasurementUnit

(IMU)integratesandfusesthereadingsoftheaccelerometerandthe magnetometerto

obtaintheaccurateorientationofanIMU[56]. Atthedataprocessinglevel,sensorfusion

canbedividedintothreetypes: data-levelfusion,feature-levelfusion,anddecision-level

fusion.Indata-levelfusion,datafrom multiplesensorsareintegrated. Forexample,the

self-collectedHARBdatasetusedinthisworkintegratesheartratepulsesfromthePPG

sensorwithgyroscopesensorreadingsinoneinputvectortotheHARsystem.Infeature-

levelfusion,newfeaturesarecalculatedfromtheoriginalfeaturestoprovideadiferent

perspectiveonthestatebeing measured. Forexample,toprevent misalignmentissues

[57],the magnitudeoftheaccelerometerisusuallycalculated. Utilizingtheacceleration

forces measuredinthethreeaxes:Ax,Ay,andAz,theorientationinvariantacceleration

magnitude Am iscalculatedasfollows:

Am = A2
x+A2

y+A2
z (3.1)

Decision-levelfusioncombinesthedecisionofmultipleclassiiersintoacommondecision.

Recentwork[18]utilizedanensembleofdeeplearningmodels,wherethepredictionsofmany

machinelearning modelsarecombinedintoa moreaccuratepredictionforelderlyhealth

monitoringbasedonsmartphonesensors.

DeepLearning(DL)hasseensigniicantgrowthinHARduetoitssuperiorexpressive

power[30]. Mekruksavanichetal.[58]usedanaccelerometerandPhotoplethysmographic

sensorsforrecognitionofphysicalactivityinaConvolutionalNeuralNetwork(CNN)-based

model. Zengetal.[33]usedtemporalandsensorattentioncombined withLongShort-

Term MemoryUnits(LSTMs). Temporalattentionfocusesonimportantpartsofthetime

seriesdatawhilesensorattentionfocusesonimportantsensor modalities. Doshietal.[59]

proposedacomputervisionapproachfora DiverActivityRecognition(DAR)systemon

edgedevicesusingacameraixedinfrontofthedriver. ReinforcementLearning(RL)

approacheswerealsousedinHAR.Bhatetal.[3]proposedanonlinetrainingRL-based

policygradientHARsystemutilizingtextile-basedstretchandaccelerometersensors.

3.2.3 FederatedLearningin Human Activity Recognition

Federatedlearning(FL)isamachinelearningapproachwhereaglobalmodelistrainedby

collaboratingwithclients. Theclients’local modelsareupdatedafterafewiterationsof

localtraining. Sozinovetal.[60]investigatedtheefectofcorruptedlabelsinlocaldata

onfederatedlearningperformanceforsyntheticandreal-worlddatasets. Theyproposedan
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FLalgorithmthatcandetectandrejecterroneousclients. Theyalsoexploredthetrade-of

betweencommunicationcostsand modelcomplexity.In[61],theauthorsproposedanFL

algorithmthatdynamicallyaggregates modelweightsbasedonthestatisticaldistribution

ofeachclientby mergingsimilarclients’ modelsinalayer-wise manner.

Numerousfederatedlearningalgorithmshavebeenproposedtotraindistributedhuman

activityrecognition(HAR)systemswithoutsendingrawdatatoaserver. Xiaoetal.[40]

developedanFLmethodwhereeachclienthasaperceptiveextractionnetwork(PEN).The

PENconsistsofafeaturenetworkbasedonCNNblocksforfeatureextractionandarelation

networkbasedonLSTMandattentiontomineglobalpatternsindata. ClusterFL[38]isa

similarity-awareFLsystemforHARthatleveragesintrinsicsimilaritiesamongusers’data.

ClusterFLusesanalternatingoptimizationapproachtooptimize modelweightswi,anda

clusterindicatormatrixFthatquantiiestherelationshipbetweennodes.Thelossfunction

usedbyClusterFLisgivenby:

min
W ,F

M

i=1

1

Ni

Ni

r=1

lwT
ixr

i,yri +τtrW W T −γtrFTW W TF (3.2)

whereM,Ni,andwirepresentthenumberofnodes,thelocaldatasetsizeofthei-thnode,

andthelocalweightsofthei-thnode,respectively. Theirsttermisthesumofempirical

lossesacrossnodes. ThesecondandthirdtermsconsistoftheL2-normandtheK-means

clustering. Inthisformulation,F ∈ RM×K representsanorthogonalclusterindicator

matrix.Ifnode kbelongstotheq-thcluster,Fk,q= 1√
Nq

andFk,q=0otherwise,where

Nqisthenumberofnodesinclusterq.τandγarehyperparameters,τ≥0andγ>0.

MostFL methodsusegradientaveraging,whichassumesparticipatingclientshavethe

samemodelarchitecture. However,inreal-worldscenarios,clientsmayhavediferentarchi-

tecturesduetoprivacyconcernsorlimitedcomputationalandstorageresources. Knowledge

Distillation(KD)[5]isatechniquefortransferringknowledgefromatrainedmodeltoato-

be-trained model. KD-basedFL[62]ofersa model-agnosticalternativeforcollaboratively

trainingheterogeneousmodelarchitectures.Inthisapproach,eachclientsendsitsscoreson

ashareddataset,andtheservercalculatestheconsensusbyaveragingthereceivedscores

andbroadcaststheconsensusscorestoclients. Clientstraintheir modelsontheshared

datasetusingtheconsensusscoresaslabels.

3.3 Empirical Risk Minimization

Insupervisedlearning,thegoalistoindafunctionfthatbelongstoasetF,andde-

scribestherelationshipbetweenafeaturevectorX andatargetvectorY,basedonajoint

probabilitydistributionP(X,Y). Thisfunctionfisselectedby minimizingalossfunction

Lthatcalculatesthediscrepancybetweenpredictedoutputsf(x)andactualtargetsyfor
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anygivenexamples(x,y)sampledfromP. Theaverageofthelossfunctionovertheentire

datadistributionP,isreferredtoastheexpectedriskandisrepresented mathematically

bythisequation:

R(f)= L(f(x),y)dP(x,y) (3.3)

3.3.1 LimitationsofEmpirical Risk Minimization

Unfortunately,thedistribution P isunknownin mostpracticalsituations. Instead, we

usuallyhaveaccesstoasetoftrainingdataD ={(xi,yi)}
n
i=1,where(xi,yi)∼Pforalli.

ToapproximatethetruedistributionP,weusetheempiricaldistribution:

Pδ(x,y)=
1

n

n

i=1

δ(x=xi,y=yi) (3.4)

whereδ(x=xi,y=yi)isaDirac masscenteredat(xi,yi). Usingtheempiricaldistri-

butionPδ,wecanapproximatetheexpectedriskbytheempiricalrisk:

Rδ(f)=
1

n

n

i=1

L(f(xi),yi) (3.5)

LearningthefunctionfbyminimizingtheempiricalriskRδ(f)isknownastheEmpirical

Risk Minimization(ERM)principle. However,thismethodhasitslimitation.Forexample,

itcanleadtomemorizationofthetrainingdataandpoorperformanceonunseenexamples.

3.4 Vicinal Risk Minimization

Vicinal Risk Minimization(VRM)isanalternativetoERMthataimstoovercomethe

limitationsofmemorizationofthetrainingdataandpoorperformanceonunseenexamples.

InVRM,thetruedistributionPisapproximatedbythevicinaldistributionPnu(x,y):

Pν(x,y)=
1

n

n

i=1

ν(x,y|xi,yi) (3.6)

whereν(x,y|xi,yi)isavicinitydistributionthatmeasurestheprobabilityofindingthe

virtualfeature-targetpair(x,y)inthevicinityofthetrainingfeature-targetpair(xi,yi).

3.4.1 Gaussian Vicinities

OneexampleofavicinitydistributionusedinVRMistheGaussianvicinitiesν(x,y|xi,yi)=

N(x−xi,σ2)δ(y=yi),whereN(x−xi,σ2)istheprobabilitydensityfunctionofaGaussian
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distributionwith meanxiandvarianceσ2,andδ(y=yi)istheDirac masscenteredatyi.

ThisisequivalenttoaugmentingthetrainingdatawithadditiveGaussiannoise.

Forexample,consideradatasetof100points(xi,yi)wherexirepresentstheageofa

personandyirepresentstheirsalary.ThetruedistributionP(X,Y)isunknown,butwecan

approximateitusingtheempiricaldistributionPδ(X,Y). Usingthisdistribution,wecan

calculatetheexpectedriskR(f)and minimizeittoindthefunctionfthatbestdescribes

therelationshipbetweenageandsalary. However,this method,knownasEmpiricalRisk

Minimization(ERM),canleadtooverittingandpoorperformanceonunseenexamples.

Ontheotherhand,using VRM,wecanconstructavicinaldistribution Pν(X,Y)by

augmentingthetrainingdatawithadditiveGaussiannoise.Insteadofonlyconsideringthe

100points(xi,yi),wesamplefromthevicinaldistributiontoconstructanewdatasetof

m points(x′
i,y′i),whereeachpointisaslightlyperturbedversionofapointintheoriginal

dataset. Wethen minimizetheempiricalvicinalriskRν(f)usingthisnewdataset. By

usingasmoothvicinaldistribution, VRMtriestocapturetheunderlyingdensityofthe

data,providingabetterapproximationofthetruerisk.

3.4.2 Vicinal Risk

Tolearnusing VRM, wesamplethevicinaldistributiontoconstructadataset Dnu :=

(x′
i,y′i)

m
i=1,and minimizetheempiricalvicinalrisk:

Rν(f)=
1

m

m

i=1

L(f(x′
i),y′i) (3.7)

3.5 Mixup Augmentation

Mixupaugmentationisatechniquethatcreatesavicinaldistributionbyinterpolatingbe-

tweentwofeaturevectors(xi,xj)randomlydrawnfromthetrainingdata.Theinterpolation

iscontrolledbyahyperparameterαandisdeinedas:

µ(x|xi)=
1

n

n

j=1

Eλ[δ(x=λ·xi+(1−λ)·xj)] (3.8)

whereλ∼Beta(α,α),forα∈(0,∞).

Theequationstatesthatthe mixupvicinaldistributioniscalculatedastheaverageof

theexpectationoftheDiracdeltafunctionoverallpossiblejpairsoffeaturevectorsinthe

trainingdata,wherenisthenumberofsamplesinthetrainingdata.

TheDiracdeltafunction,denotedbyδ,isdeinedas:

δ(x=λ·xi+(1−λ)·xj) (3.9)
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Thisfunctionreturns1ifthexvalueisequaltotheinterpolatedvalueofthefeaturevectors

(xi,xj),and0otherwise.

Theexpectation,denotedbyE,iscalculatedovertheinterpolationcoeicientλ,where

λ∼Beta(α,α),forα∈(0,∞).Essentially,thisequationdeineshowthemixingofthetwo

featurevectorsisdoneandthe mixingiscontrolledbytheα,Thesmallertheαthe more

similartheinterpolatedpointsaretotheoriginalpoints.

3.5.1 Using Mixup Augmentationfor Knowledge Distillation

Toimplement mixupaugmentationforknowledgedistillation,onepossible methodisto

irstgenerateapermutationofthetrainingsetanduse mixupaugmentationto mergethe

originalandpermuteddatasets. Thiscanbedonebycreatinganewsetofsyntheticinput

features(̃x,̃y)usingthe mixupinterpolation,whereλisasamplefromaBetadistribution

withhyperparameterα.

Thenewlossfunctionisdeinedas:

Ldistill=(1−γ)·LCCE(f(x),y)+γ·L(f(̃x),T(̃x)) (3.10)

, wheref(̃x)isthestudent model’spredictionsforthesyntheticinputfeatures,ỹisthe

correspondinghardlabels,andT(̃x)istheoutputprobabilitydistributionoftheteacher

modelforthesyntheticinputfeatures,obtainedfromadenselayerorsoftmaxwithatuned

temperature(softlabels),LCCE isthecross-entropyloss,andListhedistancelossfunction

likeKLor MSE.Theparameterγisahyperparameterthatcontrolsthetrade-ofbetween

thetwolossterms.

Tocreatesyntheticinputfeatures(̃x,̃y)usingmixupinterpolation,weusethepermuted

datasetandtheoriginaldataset:

x̃=λ·xi+(1−λ)·x′
i, ỹ=λ·T(xi)+(1−λ)·T(x′

i) (3.11)

whereλ∼Beta(α,α)withαbeingthemixuphyperparameterand(xi,x′i)areapairof

examplesselectedfromtheoriginalandpermuteddatasetsrespectivelyand(T(xi),T(x′
i))

arethecorrespondingsoftlabelsfromtheteacher model.
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3.6 Proposed Federated Learning via Augmented Knowledge

Distillation (FedAKD)
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Figure 3.1: Standard Model-based Federated Learning.
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Figure 3.2: Knowledge Distillation-based Federated Learning.

Standard federated learning aims to improve the performance of a global model by combin-

ing distributed models trained on decentralized data across different clients. However, in

heterogeneous federated learning, each client has an independently designed model, making

it impossible to combine weights of different architectures to create a global model. The

goal of heterogeneous federated learning is to enhance the performance of each client be-

yond their local efforts. Knowledge distillation-based federated learning was presented as

a model-agnostic distributed training approach to achieve this goal. However, the utility

of such methods may be compromised when the shared data used for knowledge transfer is

not representative or sufficient for the other local datasets to be learned. To address this

issue, we propose an augmented knowledge distillation federated learning algorithm that

provides competitive performance to model-based federated learning with significantly less

communication overhead. This is achieved by using vicinal methods to generate synthetic

public samples that increase the density of data, thus creating a richer feature-to-soft label

space that efficiently distills knowledge from limited data. The overview of Model-based

and Knowledge Distillation-based Federated learning is presented in figures 3.1 and 3.2,
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respectively.

Algorithm1 FedAKDAlgorithm

1:Input: Publicdataset: Dp, Testdataset:Dt,Localdatasetofclienti:Di,Inde-

pendentlydesignedlocal modelofclienti:fi, Numberofcommunicationrounds:R,

Numberofepochsforlocaltraining: El,NumberofepochsforKDtraining:EKD,Loss

functionforlocaltraining:Ll,Lossfunctionfor KDtraining:LKD,Totalnumberof

participatingclients:Nc,Fractionofclientsparticipatingatanygivenround:K

2:Output: Collaborativelytrainedlocal modelfi

3:Initializefi

4:forroundr=1toRdo

5: Nk=K·Nc

6: SelectNkclientsrandomly

7: ρr,αr← serverrandomlygenerated

8: Broadcastρr,αr

9: forclienti=1toNkdo

10: Dr
d← permute(Dp,ρr)

11: Dr
Aug ← mixup(Dp,Drd,αr)

12: Sr
i← calculatesoftlabelsonDr

Aug

13: Pr
i← calculateaccuracyonDt

14: SendSr
i,Pr

i toServer

15: endfor

16: Sr← aggregateSr
iweightedbyPr

i

17: BroadcastSr

18: forclienti=1toNkdo

19: forepoche=1toEKD do

20: ComputegradientsgKD =∇LKD(fi,DrAug,Sr)

21: Updatefi:fi← fi−η·gKD

22: endfor

23: forepoche=1toEldo

24: computethegradientsgCCE =∇LCCE(fi,Di,Yi)

25: Updatefi:fi← fi−η·gCCE

26: endfor

27: endfor

28:endfor

TheFedAKDalgorithm1includesthefollowingsteps:

1. Theserversendsρrandαrtoclients,whereρrisusedtogenerateapermutedversion
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ofthepublicdatasetDpcalledDr
d,andαrisusedfor mixupaugmentation.

2. ClientsuseρrandαrtocalculatetheaugmenteddatasetDr
Aug fromthepermuted

publicdatasetDp.

3. ClientscalculatesoftlabelsSr
iandperformancePr

i onthetestdatasetDt.

4. ClientssendSr
iandPr

i totheserver.

5. TheserveraggregatesthesoftlabelsSr
ifromallclientsintoconsensussoftlabelsSr,

weightedbyPr
i.

6. TheserversendstheconsensussoftlabelsSrtoallclients.

7. ClientsuseSraslabelsfortheaugmenteddatasetDr
Aug duringknowledgedistillation

trainingforlocalepochsEKD.

8. ClientstrainontheirlocaldatasetsDiusingCategoricalCrossEntropy(CCE)loss

forlocalepochsEL.

ρrandαrarehyperparametersthatcontrolthepermutationand mixupdegreerespec-

tively.Dp isthepublicdatasetandDr
d isthepermutedversionofitatglobalroundr

using

Dr
d=permute(Dp,r) (3.12)

Mixupaugmentationisappliedto DpandDr
dasfollowstocreateDr

Aug.

(xi,yi)∼Dp, (x′
i,y′i)∼Dr

d (3.13)

λr∼Beta(αr,αr), x̃=λr·xi+(1−λr)·x′
i, (3.14)

Notethatwedonotneedtogenerateỹbecauseinourcasethelabelsthatclientsuse

totrainonx̃aretheglobalsoftlabels,notỹ.

3.7 PerformanceEvaluation

3.7.1 HARB Dataset

Weevaluatetheproposedsystem, FedAKD,usingthe HARBdataset, whichisaself-

collectedsensor-basedtime-seriesHARdataset.ItusesGyroscopeandPhotoplethysmog-

raphy(PPG)sensorstoclassifythreeactivities: walking,studying,andsleeping. The

datasetwascollectedusingthe Miband4itnessband,acommercialwearabledevice. We

extracted Gyroscopereadingsandheartratepulsescalculatedbythebandbasedonthe
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PPGsensor. Tocollectthedata,volunteersworethebandandpoweredontheRaspberry

Pi(RPI)computingboardviaBluetoothLowEnergy(BLE),whichwasconnectedtothe

Miband4itnessband.Theythenperformedthetargetactivityforaperiodoftime,which

werefertoasadatacollectionsession. Thesessionlengthwasdeterminedbythevolunteer

andrangedbetween20–400 minutes.

AsshowninFigure3.4,thedatacollectionequipmentconsistedofabattery-powered

RaspberryPi3Banda Miband4. Duringdatacollection,volunteersputthe RPIin

theirpocketsand worethebandtoperformthetargetactivityeasily. Oncethe RPI

booted,aPythonscriptwastriggeredtoextractIMUandheartrate measurementsusing

thepredeined MACaddressandauthenticationkeyofthe Miband4.IMUhasafrequency

(i.e.,samplingrate)ofabout10–15Hz,whiletheheartratehasalowerfrequencyof2–3

Hz,asPPGrawdataareprocessedbythewearabledevicebeforethecalculatedheartrate

isproduced. Eachdatacollectionsessiongeneratedanewileinadesignateddatafolder

forthatvolunteer,andthedatawereappendedtoitlinebyline. Sincethefrequencyis

inconsistentbetweenthetwodatatypes,eachline maycontaineitherIMU measurements

orheartratevalues,inadditiontothetimestamp.

Toaddressthefrequencyinconsistencybetweenthetwodatastreams,heartrateread-

ingswereinterpolatedtoincreasetheirfrequencyto matchthatofthe Gyroscopesensor.

Anotherchallengeweencounteredwasnoisyheartrate measurements, wheretheitness

bandsometimesreturnednegativeheartratereadings. AsbothGyroscopeandheartrate

measurementsareintegers,whilethetimestampisaloatvalue,theparserignorednegative

heartratevaluesasnoise.
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Figure 3.3: (Left) A template deep learning model used to derive heterogeneous models with
various learning capacities for learning the HARB dataset in both centralized and federated
learning settings; (Right) A template deep learning model is used to derive variant models
to train on the HARS dataset in centralized and federated settings.
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Figure 3.4: (Top) From left to right: Raw signal from the self-collected HARB dataset.
An augmented version of the raw signal using a Sav–Gol filter using a window length of
11 and a polynomial order of 5. An augmented version of the raw signal using a Sav–Gol
filter with a window length of 110 and a polynomial order of 7. The goal of augmentation is
to balance the dataset. (Bottom) Right: Human Activity Recognition with fitness Band
(HARB) dataset sample file format; (Bottom) Left Data collection equipment.

3.7.2 HARS Dataset

The HARS dataset is a Human Activity Recognition (HAR) dataset that maps smartphone-

embedded inertial sensors to six activities: Walk, Walk up-stairs, Walk down-stairs, Stand,

Sit, and Lay. This dataset is tabular and consists of a 561-feature vector calculated using

time and frequency domain variables from fixed-width sliding windows of 128 readings with

an offset of 64 readings, after applying noise filters to the raw signal [63]. The dataset is

publicly available [63]. Table 3.2 summarizes the details of the HARS dataset. The dataset

employs 50 Hz sensors, and it is distinct from the HARB dataset in terms of data modality

and sensors used [63]. The HARB dataset is a time-series dataset, which relies on a de-

vice that uses low-frequency sensors (2–15 Hz), the Gyroscope, and Photoplethysmography

(PPG) sensors [64]. Table 3.1 and Table 3.2 present a comparison between the two datasets.

Table 3.1: HARB and HARS datasets sizes

Dataset HARS HARB

Train set size 6616 samples 3000 samples

Test set size 2947 samples 2000 samples

Local dataset size (per client): i.i.d 20×6 = 120 samples 20×3 = 60 samples

Local dataset size (per client): non-i.i.d 20×classes (≤6) 20×classes (≤3)
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Table3.2:HARBandHARSdatasetscharacteristics.

Dataset HARS HARB

Availability Publicdataset Self-collected.

Source Waist-mounted Wrist-mounted

Sensors Inertialsensors PhotoplethysmographyandGyroscope

Sensorsfrequency 50Hz Hearrate:2Hz,Gyroscope:15Hz

Data modality Tabular Time-series

NumberofActivities 3 6

3.7.3 DatasetPreprocessing

Figure4.3presentsanoverviewofthefederatedlearning(FL)experimentconductedon

theHARBdataset. Theexperimentinvolvedsamplingtherawtime-seriesdataofeach

volunteer,labelingthedata,andsplittingitsubject-wiseintotrainandtestsets.Toprevent

aninformationleakthatcauseshightestaccuracybutpoorperformanceonnewsubjects,

allsubjectswereincludedineitherthetrainortestsets,butnotboth. Thisissuewas

highlightedin[65].Table3.1displaysthesizesofthetrainandtestsetsforbothdatasets.

TobalancetheHARBdataset,weusedtheSavitzky-Golayilter[66]todoublethesizeof

thewalkdatabeforecentralizedtraining. Wetrained10modelsfor20epochswithabatch

sizeof32forcentralizedtrainingoftheHARBFLexperiment.Similarly,thedeepmodels

fortheHARSFLexperimentweretrainedwiththesamenumberofepochsandbatchsize

inacentralizedmanner.Sincebothdatasetsarebalanced,accuracywasusedtoevaluate

theperformanceofthemodelsduringbothcentralizedandFLtraining.Forunbalanced

datasets,metricssuchasmacro-F1scoreandbalancedaccuracyshouldbeusedtorelect

themodel’sperformanceonminorityclasses[67].Figure3.6providesacloserlookatthe

proposedheterogeneousFLalgorithm.

Theaccuracyofeach modelduringcentralizedtrainingontheHARBandHARS

datasets,alongwiththemodels’hyperparameters,isreportedintables3.3and3.4,re-

spectively.Aftercentralizedtraining,theFLexperimentbegan,witheachofthe10clients

usingonly20samplesperclassastheirlocaldataset.However,theentiretestsetshownin

table3.1wasusedasthetestsettocalculatethemodel’stestaccuracyduringtheFLexper-

iment.Figure3.7showsthenon-i.i.ddistributionoftheHARBandHARSdatasets,with

someclassesbeingdroppedfromthelocaldatasetsduetotheirnon-i.i.dnature.Forexam-

ple,thelocaldatasetofthesecondclient/party(P1)containedonlyfourclasses,resulting

inatotalof80samplesintheirlocaldataset,assuming20samplesperclass.
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Figure 3.5: An overview of data preprocessing and splitting of the self-collected HARB
dataset, and how each component is being utilized in the proposed heterogeneous Federated
Learning system. The dotted box in the bottom explains the augmentation mechanism used
in this work which is based on mixup augmentation and permutation. Signal colors and the
associated number represent the index of each sample.

Figure 3.6: An overview of the proposed heterogeneous federated learning with knowledge
distillation architecture. Each client owns a local dataset, an independently designed model,
and a shared dataset. By utilizing knowledge distillation, clients use the shared dataset to
transfer the knowledge they learned from local datasets by communicating their soft labels
on the shared dataset with all clients. We propose an additional step where the shared
datasetDpis augmented to beD

r
Augin order to enhance performance.
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Figure3.7: Fromlefttoright,theiguresshowthenon-i.i.ddistributioninthefederated
learningexperimentsofHARBandHARSdatasets,respectively. Pointsshowwhethera
party/clientpossessesaparticularclassinhislocaldatasetDiornot.Forexample,inthe
HARSdataset,thepartyP2hasthreeclassesoutofsix. Allclientsaretestedagainstall
classes(ThetestdatasetDtisthesameforallparties).Eachcolorinthescatterplotrefers
toaclient.

Todistilltheknowledgebetweenclients,weneedashareddatasetthathasadistribution

similartothelocaldatasets’distributionsthattheclientsaretryingtocollaboratively

learn.Inbothdatasets,100samplepointsfromthetrainsetwereemployedasapublic

datasetwheretheyaresharedbetweenclientsandusedtocalculatesoftlabelsforknowledge

distillation.Inareal-worldscenario,thepublicdatasetissharedandbroadcastedatthe

beginningoftheFLprocessingbytheserver(e.g.,itnessbandcompany)asa mediumfor

communication.

3.7.4 Model ArchitectureSelection

TherearevariousreasonstoapplyFederatedLearning(FL)onheterogeneousmodelarchi-

tectures.Forinstance,asmartwatchmanufacturermayreleaseanewdeviceannuallywith

moreresources,andthus,itcanrun moreexpensivedeepNeuralNetworks(NN).To make

useofthedatageneratedonusers’deviceswhileprotectingtheirprivacy,thismanufacturer

maywanttoapplyFLamongthesedevices. WetestedourFLsystem,FedAKD,onagroup

ofheterogeneousNNswithavaryingnumberofparametersfortwodatasets,HARBand

HARS[68]. Webuildtenheterogeneous modelsusingdiferentsequenceprocessingunits

suchasLongShortTerm Memory(LSTM)units[69]andone-dimensionalConvolutional

NeuralNetwork(1DCNN)layers[70]withdiferenttypesofactivationfunctionsincluding

Relu,Sigmoid,andTanh,andadropoutlayer[71]topreventoveritting. Adistinctfeature

ofFedAKDisthatitallowsclientstochoosetheoptimizer, whichisusuallycontrolled

bytheserveringradients/weights-basedFL methods. Wesettheoptimizerinthe model

variantstobebuilttobeoneofthefollowingthreeoptimizers:StochasticGradientDescent

(SGD)[72],Adam[73],andRMSprop[74].

The modelsparticipatinginthe HARBexperimentwereselectedbasedonacustom
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templatedeeplearningmodelforeachdataset. Onehundredvariantmodelsofthattemplate

weregenerated,andweusedhyperparametertuningtosampleten modelsthatcoverthe

rangeofperformanceandlearningcapacityofthe wholegroup. Acorrelationcanbe

observedbetweenthenumberofparametersandthe models’performance. Otherfactors

thatimpacttheperformanceofthemodelinadditiontothenumberofparametersandthe

modelarchitectureincludetheusedlearningrateandtheoptimizer. Table3.3showsthe

architecturedetailsoftheHARB models.

In modelselectionfortheHARSexperiment,webuilta modelwithrandomhyperpa-

rametersbasedonthetemplate modeland manuallytuneditshyperparametersuntilwe

obtainedgoodperformanceontheHARSdataset. Theothermodelswerederivedfromthe

initial modelbyrandomlychangingnumericalvaluessuchasthenumberofunitsindense

layersandthedroprate,andrandomlyselectingothercategoricalhyperparameterssuchas

theoptimizerandtheactivationfunctions. Table3.4showsthearchitecturedetailsofthe

HARS models.

Thegoalofthe modelselectionstepistoobtainten modelsthathavedistinctlearning

capacitiestoevaluateFedAKD’sabilitytocollaborativelyboosttheperformanceofthese

models.Insteadoftuning modelhyperparameterstoindagoodbalancebetweensizeand

performance,anotherapproachcalledfeatureselectiontrainsaparticular modelarchitec-

tureondiferentfeaturesets. Featureselectionisalsousedincentralizedtrainingof DL

models;however,thisisoutofthescopeofthisworkasweareinterestedinevaluating

FedAKDintheFLsetting[68].

3.8 Resultsand Discussion

Inthissection, weevaluatetheproposed Federated Averaging Knowledge Distillation

(FedAKD)algorithmontwoHumanActivityRecognition(HAR)datasets,namelyHARS

andHARB.Thetemplate modelsemployedfortheHARSandHARBdatasetsareshown

inFigure3.3,withtheHARStemplate modelontherightandtheHARBtemplate model

ontheleft. Tenvariant modelswithvarioussizesandhyperparametersarederivedfrom

thesetemplate modelstoevaluateFedAKDonbothdatasetsusingheterogeneous model

architectures.

First, modelsaretrainedinacentralized mannerontheirrespectivedatasetstoassess

theirlearningcapacity. Thetrainingdatausedincentralizedtrainingisdistributed,and

eachclientreceives20samplesperclassastheirlocaldataset.Itisimportanttonotethat

thenumberofclassesavailabletoeachclientisdiferentinthenon-i.i.dcase.Eachmodelis

trainedinacentralized manneronitsownlocaldatasetandtrainedonthecollectedlocal

datasets. Models’performanceunderthesetwotrainingsettingsformsthelowerandupper

boundforourFederatedLearning(FL)experiment.
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The goal of FL is to push the performance of each model beyond its local effort and

towards the performance that would be achieved if all local datasets were combined and

made available for training. These lower and upper bounds are shown as horizontal dashed

lines to the left and right, respectively, on the plots of the figure 3.8.

Figure 3.8: Ten heterogeneous models are trained in an FL setting using FedAKD and
FedMD [13]. From left to right, the plots show five models (out of ten) trained collabora-
tively using FedAKD and FedMD, respectively, under the non-i.i.d case. It can be observed
that models achieve better using our method. The five models shown here are the first
five models in table 3.4. The dashed line to the left and the right of each graph represents
models’ performance on their local private dataset and models’ performance on all the local
datasets combined, respectively. In all experiments, every client has 20 samples only per
activity (as shown in Figure 3.7) as hisDi, and|Dp|= 100. The lines are smoothed using
the Sav–Gol filter to show the trend more clearly.

The tables 3.3 and 3.4 show the model architectures, sizes, and centralized training per-

formance (accuracy) for the HARB and HARS datasets, respectively. The best-performing

model on the HARS dataset achieved 95.4% accuracy, while the least-performing model

achieved 34.5%. These two models had 17K and 242K parameters, respectively.

Table 3.5 summarizes the numerical results of our proposed FL system FedAKD and

FedMD [13] on both datasets. FedAKD achieves better average accuracy gains than FedMD,

particularly under the non-i.i.d case. On the HARS dataset, FedAKD obtained 25.4% and

27.5% under the i.i.d and non-i.i.d cases, respectively. On the other hand, FedMD achieved

24.5% and 7.2% under the i.i.d and non-i.i.d cases, respectively. For the HARB dataset,

FedAKD obtained 12.7% and 0.4% under the i.i.d and non-i.i.d cases, respectively, while

FedMD obtained 11.5% and−2.7% under the i.i.d and non-i.i.d cases, respectively. FedAKD

outperforms FedMD on the HARB dataset by achieving a positive average accuracy gain

under the non-i.i.d case.

The bar plot 3.9 shows a bar plot comparing test accuracy between two KD-based

FL algorithms: FedMD and FedAKD on the loss functions: Mean Squared Error (MSE)

and Kullback-Leibler (KL). It can be observed that using MSE as the loss function for

the Knowledge Distillation (KD) mechanism produced the highest average accuracy gains
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compared to using Kullback-Leibler divergence loss. While FedMD also uses MSE for KD,

our method FedAKD applies mixup augmentation to the shared dataset to increase the

variance of the shared soft labels resulting in higher accuracy than FedMD. Overall, MSE

loss was found to be a better choice than KL loss for KD, which is also reported by [35].

Figure 3.9: The performance of FedAKD vs FedMD using two loss functions: Kull-
back–Leibler (KL) divergence loss and Mean Squared Error (MSE)

Our experiments show that both FedAKD and FedMD outperform FedMD [13] under

non-i.i.d scenarios. Figure 3.8 shows the test accuracy performance of the first five het-

erogeneous models in table 3.4 using FedMD [13] (to the left), and our proposed method

FedKD (to the right). The bar plots in Figure 3.10 show the accuracy gains of each of the

ten models in the FL experiment on the HARS dataset. The performance of individual

models under FedAKD is better than their performance under FedMD, especially under the

non-i.i.d case (left).
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Table3.3: Architecturedetailsofthedeeplearning modelsparticipatinginthe HARB
datasetFLexperiment

ModelID NF KS NCL NLL AF OPT LR Size Accuracy(%)
Accuracygain(%) Accuracygain(%)
i.i.d Non-i.i.d
FedMD FedAKD FedMD FedAKD

Model0 20 5 3 2 Relu Adam 1e-4 28016 58.6 0 20 -6 -3

Model1 20 5 1 1 Sigmoid Adam 7e-5 7064 67.8 22 38 -8 -5

Model2 20 9 2 1 Relu Adam 4e-5 11004 60 -11 13 -12 -9

Model3 10 9 2 2 Relu RMSprop 1e-5 23556 60.9 -1 6 9 12

Model4 20 9 2 2 Sigmoid RMSprop 7e-5 5344 63.1 8 -7 2 6

Model5 5 9 3 3 Tanh Adam 1e-4 30601 58.9 42 27 2 5

Model6 20 9 3 1 Relu RMSprop 1e-5 8744 68 18 20 -20 -17

Model7 10 18 2 3 Sigmoid Adam 1e-5 3544 59.9 14 2 -14 -11

Model8 5 9 1 3 Sigmoid SGD 4e-5 12189 61.2 22 23 5 8

Model9 20 9 1 3 Sigmoid SGD 4e-5 1944 57.5 1 -15 15 18

Table3.4: Architecturedetailsofthedeeplearning modelsparticipatinginthe HARS
datasetFLexperiment

ModelID D1 AF1 DO D2 OPT LR Size Accuracy(%)
Accuracy gainper model(%)
i.i.d Non-i.i.d
FedMD FedAKD FedMD FedAKD

Model0 290 relu 0.1 340 Adam 1e-3 291k 85.1 -7 45 4 25

Model1 240 elu 0.25 300 Adam 1e-4 242k 34.5 -11 0 6 19

Model2 200 selu 0.15 270 Adam 1e-5 207k 72.4 47 7 6 -7

Model3 93 relu 0.2 200 RMSprop 1e-5 131k 87.1 55 61 0 42

Model4 99 tanh 0.1 170 RMSprop 1e-4 113k 94.4 9 13 1 41

Model5 90 elu 0.15 120 Adam 1e-3 78k 94.9 -5 -16 -16 22

Model6 20 relu 0.25 70 RMSprop 1e-3 40k 86.9 -2 -1 21 43

Model7 7 selu 0.1 30 Adam 1e-4 17k 95.4 52 18 13 28

Model8 5 tanh 0.15 10 SGD 1e-3 5.5k 39.1 50 64 14 56

Model9 5 tanh 0.25 8 SGD 1e-5 4.5k 87.4 54 63 23 8

Figure3.10: Comparisonofindividual models’accuracygainsachievedbyourproposed
method: FedAKDandFedMD[13]underi.i.d(middle)andnon-i.i.d(left)casesonthe
HARSdataset.Thebarplottothe(right)showstheaverageaccuracygains(acrossmodels)
underbothstatisticalconditions.FedAKDperformssigniicantlybetterthanFedMDinthe
non-i.i.dcase
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Table3.5: SummaryofthenumericalresultsoftheFLexperimentsonboththe HARB
and HARSdatasets. OurproposedFLalgorithmFedAKDoutperformsFedMDonboth
datasetsunderi.i.dandnon-i.i.dstatisticalscenarios.

AverageaccuracygainsofFederatedLearningexperiments(%)

Dataset HARS HARB

Datadistribution i.i.d Non-i.i.d i.i.d Non-i.i.d

Method
FedMD 24.5 7.2 11.5 -2.7
FedAKD 25.4 27.5 12.7 0.4

3.9 Conclusions

Inthischapter,weintroduceFedAKD,afederatedlearningalgorithmthatemploysknowl-

edgedistillationtocollaborativelytrainheterogeneousdeeplearning models. Weevaluate

FedAKDontwohumanactivityrecognitiondatasets: HARS,atabulardatasetextracted

fromsmartphone-embeddedinertialsensors,andHARB,aself-collectedtime-seriesdataset

extractedfromthegyroscopeandphotoplethysmographysensorsofaitnessband. The

FLexperimentsemployheterogeneousdeeplearning modelswithsizesrangingfrom1.9k

to30kparametersfortheHARBdataset,andfrom4kto291kparametersfortheHARS

dataset. FedAKDisalsoevaluatedunderextremestatisticalheterogeneity,inwhichsome

clientsaretestedonactivities/labelswhosecorrespondingsamplesarenotfoundintheir

localdatasets;therefore,theknowledgeneededtoclassifytheselabelshastobedistilled

fromtheotherclients.

ComparedtoFedAvg[39],ourproposedFLalgorithmhas muchlowercommunication

costs.IntheFLexperimentsontheHARSdataset,FedAKDisshowntobe200timesmore

communication-eicientthanFedAvg;FedAKDdevicescommunicateatotalof8.8KBvs.

1.8 MBonaverageifdevicesweretouseFedAvg.

Comparedtootherknowledgedistillation-basedFLalgorithms[13]thatenableFLof

heterogeneous models,ourproposedalgorithmFedAKDachieveshigheraccuracygainsfor

mostparticipating modelsandsigniicantlyhigheraverageaccuracygainacross models

onbothdatasetsunderi.i.dandnon-i.i.dconditions. Speciically,fortheHARSdataset,

FedAKDobtains25.4%and27.5%underthei.i.dandnon-i.i.dcases,respectively,while

FedMDachieves24.5%and7.2%underthesamestatisticalscenarios. Thus, FedAKD

achievesanadditional20%ofaverageaccuracygainscomparedwithFedMD.Thisperfor-

manceboostisattributedtothefactthatFedAKDusesaugmentationtogenerateanew

variantofthepublicdatasetineachcommunicationround,whichhelpsdistillknowledge

moreeiciently.
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3.10 LimitationsandFuture Work

InourFLexperiments,thepublicdatasetDpwastakenfromthetrainingsetoftherespec-

tivedataset. AbetterapproachwouldbetoselectDpfromadiferentdatasetthathasa

similardistributiontothelocaldataset.Forexample,in[13],theauthorsused MNISTas

apublicdatasettotrainheterogeneousmodelsonthelocaldatasetFEMINIST.Inanother

experiment,whentrainingmodelsonCIFAR100,theyusedCIFAR10asthepublicdataset.

Inourapproach,weassumedthatthepublicdataset(whichcontainsonly100samples)is

madeavailabletoclientsbytheserveratthebeginningofFedAKD.Inareal-worldscenario,

acompanywouldcollectsomedataandstorethemonitsdevicestobeusedasapublic

datasetduringFL.Thisway,thecompanycanprotectusers’data(bynotusingpartof

thesedataasapublicdataset),andatthesametime,thestoredpublicdatasetwillhave

adistributionthatissimilartothedistributionofthelocaldatathatwillbecollectedby

users(sincetheyarebothcollectedusingthesamesensors).

Infuturework,weplantointegrateprivacy-preservingtechniquessuchasDiferential

Privacy(DP)withourAugmentedKnowledgeDistillation(AKD)algorithm. Additionally,

wewillconduct moreanalysisonclass-levelperformanceunderthisknowledge-distillation

FLparadigm.Finally,wewillevaluateFedAKDonotherdata modalities
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Chapter4

Enhancing Communication

EiciencyinFederatedLearning:

Challengesand Approaches

Chapter4expandsupontheconceptsintroducedinthepreviouschapteronFederated

LearningthroughAugmentedKnowledgeDistillation(FedAKD)byfocusingoncommuni-

cationeiciencyinFL.ThischallengeisparticularlyrelevantinIoTapplications, where

low-bandwidthnetworkscanleadtosigniicantcommunicationoverheadandslow,inei-

cienttraining. Weexaminepriorworkaddressingthisissueandexplorehow Knowledge

Distillation-basedFLalgorithmscanoferacommunication-eicientsolution. Thechap-

terstartswithanoverviewofFLanditsapplications,followedbyanexplanationofthe

communicationoverheadinFL. Wethendiscussthecommunicationeiciencyaspectsof

KnowledgeDistillation-basedFLalgorithms,includingFedAKD,andintroducea moreef-

icientcompressedversionofFedAKD.Toevaluatethesealgorithms,weconductfederated

learningsimulationsusingHARdatasets,demonstratingthatKnowledgeDistillation-based

FLalgorithmsaremoresuitableforIoTapplicationsduetotheircommunicationeiciency.

4.1 Introduction

Infederatednetworks,consistingofpotentiallymassivenumbersofdevices,communication

isoftenordersof magnitudeslowerthanlocalcomputation. Therefore, minimizingcom-

municationoverheadiscrucialforscalingupFLalgorithms. Communication-eicientFL

methodsstrivetooptimizetwokeyaspectsofFLcommunication:

1. Totalnumberofcommunicationrounds

2.Sizeofclient/serverexchangedupdates
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Inthebackgroundsection,areviewoftheliteratureoncommunicationeiciencyin

federatedlearning,comparing model-basedfederatedlearningalgorithmswithKnowledge

Distillation(KD)FLalgorithmsintermsofcommunicationoverhead. Afterthat,weintro-

duceaneicientFLalgorithm,CompressedFederatedLearningwithAugmentedKnowledge

Distillation(CFedAKD),whichemployscompressiontechniquesonsoftlabels,similarto

FedAKD.Then,wediscussausecaseresemblingalow-bandwidthdrone-assistednetwork

scenario,utilizingLoRa modulesforexchangingfederatedlearningupdatesbetweenthe

server(drone)andclients(houses).Intheperformanceevaluationsection,adetailedde-

scriptionoftheFLexperimentsconducted,includingtheHARdatasetsusedforevaluation,

thebaseline methods,andtheheterogeneous modelarchitecturesemployed.

The Resultsand DiscussionsectionprovidesaPresentationandanalysisofthetest

accuracyandcommunicationcostforeachlearning methodontheHARdatasets,taking

intoaccountsoftlabelcompression.

Finally,intheconclusionsection,asummaryofthechapter’smethodologyandindings,

emphasizingthebeneitsof Knowledge Distillation-basedFLalgorithmsforIoTapplica-

tions.

4.2 Background

4.2.1 CommunicationEiciencyinFederatedLearning

Efectivecommunicationisafundamentalaspect whendesigning methodsforfederated

networks.Inthissection,weexaminevariouscontemporaryworksaddressingthischallenge,

whichcanbebroadlycategorizedintotwoprimaryareas:1)Adaptablelocalupdating,and

2)Compressiontechniques.
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Figure 4.1: System heterogeneity and communication challenges in federated learning.

Mini-batch optimization methods process multiple data points simultaneously [75, 76],

necessitating a fixed batch size to maintain a balance between computation and communi-

cation [77]. On the other hand, local-updating methods permit a varying number of local

updates on each machine, offering a more adaptable balance between computation and

communication, as depicted in Figure 4.1.

In the context of federated learning, where data is dispersed across numerous devices,

FedAvg is a prevalent method that enables local updates to be computed on each client de-

vice and subsequently averaged to produce a global update. However, FedAvg may diverge

when data is heterogeneous, meaning that data distribution across client devices differs sig-

nificantly. To tackle this issue, various methods have been proposed, such as FedProx [78],

which introduces a regularization term to the objective function to promote similarity be-

tween local models on each client device. In general, these optimization methods are vital

for achieving efficient and effective machine learning in distributed environments.

While local updating methods can reduce the total number of communication rounds,

model compression techniques like sparsification, subsampling, and quantization can con-

siderably decrease the size of messages exchanged during each round [8, 79].
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Table4.1: Communicationoverheadbetween model-basedand model-agnosticFL meth-
ods. HereZ,S,θreferstoFedMDsoftlabels,FedAKD,softlabels,and modelweights,
respectively.

Method Weighting Communicationoverhead

FedMD
UW |Zr

i|+|Zr|

PW |Zr
i|+|Pr

i|+|Zr|

FedAKD
UW |Sr

i|+|Sr|
PW |Sr

i|+|Pr
i|+|Sr|

FedAvg
UW |θr|+|θr|
PW |θr|+|Pr

i|+|θr|

4.2.2 Model-basedFederatedLearningand Knowledge Distillation-based

FederatedLearning

Federatedlearningisatechniquefortraining machinelearning modelsondecentralized

datasetswheredataisdistributedacrossanetworkofclients. GivenasetofclientsC =

C1,C2,...,CNc,whereNcrepresentsthenumberofclientsandCidenotestheithclient,

eachclientCipossessesalocaldatasetDi, whereD = Dii=1Nc,andalocal modelfi

parameterizedbyweightsθfi
. Theglobal modelfisinitializedwithasetofweightsθ0.

Infederatedlearningwith Knowledge Distillation,theclientseachhavetheirprivate

datasets,Di,andasharedpublicdataset,Dp,thatisusedtotransferknowledge. The

clientsalsohaveindependentlydesigned models,fi. Thegoaloffederatedlearningisto

trainthemodelsfiontheprivatedatasetsDiwithoutexplicitlysharingthedata,inorderto

achievetheperformancethatwouldbeobtainedifthemodelsweretrainedonthecombined

privatedatasetD=Di
Nc
i=1.

Incentralized Knowledge Distillation(KD),givenanunlabeleddatasetandatrained

teacher model,theaimistousethesoftlabelsgeneratedbytheteacher modeltotrain

astudent model. Toapply KDtotheFLcontext,weutilizeaproxydatasetDpshared

amongallclientstocalculatetheirsoftlabels. Then,theselocalsoftlabelsaretransmitted

totheserverforaggregationintoglobalsoftlabels,whicharesubsequentlysentbacktothe

clientstotrainonthelabeleddataset(Dp,Sr).Thisprocesshelpsimprovetheperformance

ofthefederatedlearning modelswhile maintainingcommunicationeiciency.

Table4.1comparesthecommunicationoverheadofvariousFederatedLearning(FL)

algorithms,emphasizingtheimportanceofcommunicationeiciencyinFL.Speciically,it

juxtaposestwo model-agnosticFLalgorithms,FedMDandFedAKD,knownasKnowledge

Distillation-basedFLalgorithms,withone model-basedFLalgorithm,FedAvg.

Thetablepresentsthecommunicationoverheadfortwo weightingschemes: uniform

weighting(UW)andperformance-basedweighting(PW).InthePWscheme,theperfor-
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Table4.2:Train/testsplittingandlocalsetspartitioningoftheHARdatasetsusedinthis
work.

Dataset HARS Depth Harbox IMU

Totaltrainsetsize 10,800 3,544 22,657 683
Totaltestsetsize 2,947 - - -
Localtrainsize(perclient): 200x6 =

1,200
418-696 80-737 133-146

Localtestsize(perclient): 2,947 895-902 55-317 58-63
Public/Sharedsetsize: 736 449 185 136

Table4.3:ThecharacteristicsofthefourHARdatasetsusedtoevaluatetheFLalgorithms
consideredinthiswork.

Dataset HARS Depth Harbox IMU

Numofactivities 6 5 5 3
Activities Walk, Walk

up-stairs, Walk
down-stairs,
Sit,Stand,and
Lay

Good,Ok,Vic-
tory,Stop,and
Fist

Walking, Hop-
ping, Phone
calls, Waving,
andTyping

Walking in
corridor, Walk-
ing upstairs,
and Walking
downstairs

Sensors Smartphone
Intertial Sen-
sors

Depthcamera 9-axisIMU IMU

Data modality Tabular Image Tabular Tabular
Datadimension (561) (30,30,1) (900) (900)
Numofclients 9 8 115 6

manceofeachclient(Pri)inroundrisutilizedtodeterminetheweightassignedtothat

client.

ForFedMDandFedAKD,thecommunicationoverheadismeasuredintermsofthesize

ofthesoftlabels(ZorS)thatneedtobetransferredbetweentheserverandclients.The

overheadissmallerincomparisontoFedAvg,whichmeasurescommunicationoverheadin

termsofthesizeofthemodelweights(θ)thatneedtobetransferred.Thishighlightshow

KnowledgeDistillation-basedFLalgorithmscancontributetomoreeicientcommunication

infederatedlearningscenarios.

InthecaseofFedMDandFedAKDwithPW,thecommunicationoverheadisthesumof

thesizesofthesoftlabelsforeachclient(Zri),thepersonalizedweightforeachclient(P
r
i),

andtheglobalsoftlabels(Zr). Byreducingthesizeofthedataexchangedduringeach

communicationround,thesealgorithmscansubstantiallyenhancecommunicationeiciency,

particularlyinlow-bandwidthnetworksorIoTapplications.
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4.2.3 FederatedLearning with Augmented Knowledge Distillation

Theauthorsin[14]proposedaKD-basedFLalgorithmthatemploys mixupaugmentation

[15]togenerateadatasetDr
Aug duringeachglobalroundr. Thisalgorithmdemonstrates

thepotentialof Knowledge Distillation-basedFLalgorithmstoimprovecommunication

eiciencybyleveragingsmallerdatatransfersbetweentheserverandclients.

Byapplying MixupaugmentationtoDp andDr
d,thesynthesizeddatasetDr

Aug con-

tributestoreducingcommunicationoverheadwhilemaintainingconsistencyacrossallclients.

Moreover,theutilizationof mixupaugmentation[15]andthepermutationofthepublic

datasetnotonlyhelpspreventoverittingbutalsoenhancesgeneralization,therebyimprov-

ingtheeiciencyandperformanceofFLalgorithmsindistributedsettings.

Insummary,KnowledgeDistillation-basedFLalgorithms,suchasFedMDandFedAKD,

canoferacommunication-eicientsolutionforfederatedlearning,especiallyinIoTappli-

cationsorotherscenarios withlow-bandwidthnetworks. By minimizingcommunication

overheadandoptimizingthebalancebetweencomputationandcommunication,thesealgo-

rithmscangreatlyimprovethescalabilityandperformanceofFLsystems.
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4.3 ProposedCompressedFederatedLearningwithAugmented

knowledgedistillation

Algorithm2 CompressedFedAKDAlgorithm

1:Input: Publicdataset: Dp, Testdataset:Dt,Localdatasetofclienti:Di,Inde-

pendentlydesignedlocal modelofclienti:fi, Numberofcommunicationrounds:R,

Numberofepochsforlocaltraining: El,NumberofepochsforKDtraining:EKD,Loss

functionforlocaltraining:Ll,Lossfunctionfor KDtraining:LKD,Totalnumberof

participatingclients:Nc,Fractionofclientsparticipatingatanygivenround:K

2:Output: Collaborativelytrainedlocal modelfi

3:Clientidesignsfiandinitializesθi

4:forroundr=1toRdo

5: Nk=K·Nc

6: SelectNkclientsrandomly

7: ρr,αr← serverrandomlygenerated

8: Broadcastρr,αr

9: forclienti=1toNkdo

10: Dr
d← permute(Dp,ρr)

11: Dr
Aug ← mixup(Dp,Drd,αr)

12: Sr
i← calculatessoftlabelsonDr

Aug

13: CSr
i← Quantize(Sr

i)

14: Pr
i← calculatesaccuracyonDt

15: ClientisendsCSr
iandPr

i totheServer

16: endfor

17: CSr← Nk
i=1

Pr
iCSr

i
Nk
k=0 Pr

k

18: BroadcastCSr

19: forclienti=1toNkdo

20: forepoche=1toEKD do

21: θ′
fi

← θfi
−η· 1

|Dr
Aug| (x,y)∈(Dr

Aug,CSr)∇LKD(θfi
,fi(x),y)

22: endfor

23: forepoche=1toEL do

24: θ′
fi

← θfi
−η·1

|Di| (x,y)∈Di
∇LCCE(θfi

,fi(x),y)

25: endfor

26: endfor

27:endfor
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Figure 4.2: An overview of the proposed Compressed Federated Learning via Augmented
Knowledge Distillation algorithm (CFedAKD) on a drone-aided LoRa network.

In this section, we present the Compressed Federated Learning with an Augmented knowl-

edge distillation algorithm (CFedAKD), which is built on top of FedAKD and uses a com-

pression scheme to reduce the size of soft labels. While FedAKD uses soft labelsSrias the

basis for communication between the clients and the server, CFedAKD applies quantiza-

tion toSri. This is done by normalizingS
r
iusing Min-Max normalization, multiplying by

255, and then casting type from floating point (46 bits) to unsigned integer (8 bytes). The

compressed local soft labels,CSri, are then sent to the server to be aggregated as:

CSr←

Nk

i=1

Pri·CS
r
i

Nk
k=0P

r
k

(4.1)

The server broadcastsCSrto all clients to train on it. Before that,CSris normalized and

cast back to float. After receiving the global soft labels, each client undergoes two training

processes. The first training process forEKD epochs uses the KD loss to digest the distilled

knowledgeCSr, we use MSE loss for KD. The second training process forElepochs is

the standard local training using the Categorical Cross Entropy (CCE) loss to fine-tune

the model on the local datasetDi. The complete algorithm for CFedAKD is depicted in

algorithm 2.

4.4 Use Case: Implementing CFedAKD on Low-Bandwidth

LoRa Networks

Drone-assisted LoRa networks have found numerous applications in the Internet of Things

(IoT), particularly in monitoring rural areas. Examples of such applications include lo-

calization [80] and forestry monitoring [81]. To overcome the challenges of limited internet

connectivity in rural health monitoring, we propose a Drone-assisted LoRa network (DORA)
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Figure 4.3: Left: The drone traverses an optimized path while performing KD-based FL over
two passes across the considered Target Area (TA). The drone communicates lightweight
messages via LoRa link only if it is inside the Coverage Area (CA). Right: Timeline of the
FL communication phases for a map of 1 drone and 2 nodes.

and evaluate the performance of CFedAKD for training distributed deep learning models on

edge devices. The proposed Drone-aided LoRa network is designed to enable smart health

applications utilizing wearable devices and lightweight FL.

We consider a target area (TA) represented by anM×M map, containingNkhouses/nodes,

each denoted byK ∈K =1,2,...,Nk, with housekhaving spatial coordinatespk=

(xk,yk). The map is divided intoM
2blocks, each with a side length ofsmeters, resulting

in a total side lengthS=M ·s. Each house has an access pointAPk, which consists

of a Raspberry Pi board and a LoRa Module. EachAPkconnects to one or more wear-

able devices via BLE to extract sensory data and train a local model using the proposed

communication-efficient FL algorithm.

A drone equipped with an access pointAPdtravels across the TA starting from point

A atpA =(xA,yA) and returning to the same point. The drone flight consists of two

phases: The upload Soft Labels (USL) phase and the Download Soft Labels (DSL) phase,

as shown in figure 4.3. In theUSLphase, the drone visits each nodepk,∀k∈Kto receive

FL updates in the form of Soft Labels (SL) via LoRa communication. Once the drone has

collected updates from the last node, theDSLphase begins in which the drone returns

along theUSLpath, stopping at each node to download the aggregated SL via LoRa

communication before returning to the starting point A. LetTUSLandTDSL denote two

equal time durations in which the drone completes the USL and DSL phases, respectively,
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whiletraversinglineardistancesofDUSLandDDSL.

T=TUSL+TDSL, D=DUSL+DDSL (4.2)

ThedronecompletesoneglobalFLroundperjourney,dividedbetweentwoidentical

pathsforuploadinganddownloadingFLmessagesbetweenAPk(theserver)andAPk∀k∈

K(theclients).ThetotaltimeTisdividedintoNtequaltimeslotsn∈{1,2,...,Nt},each

lastingtseconds,suchthatT=Nt·tandTUSL=TDSL=
N
2·t.Thedrone’sspeedVand

heightVDareixed,anditfollowsatrajectoryPd={pd,n}∈R
Nt×2,∀n∈{1,2,...,Nt},a

sequenceofcoordinatesthroughoutitspath.pdnrepresentsthedrone’scoordinatesattime

n. Theirstandlastpointshavethesamecoordinates:pA =pd,0=pd,Nt=(xA,yA).

Andthehorizontaldistancebetweenthedroneandnodekisgivenby:

d(k,pd,n)= (xd,n−xk)2+(yd,n−yk)2 (4.3)

WedeineacircularCoverageArea CAkwithradiusr=
s
2centeredatpk∀k∈K.The

droneaccesspointAPdcancommunicatewithanaccesspointAPdonlyifthedistanceis

belowthethresholddistancer:

dr(k,pd,n)=






Rb,ifd(k,pd,n)≤r

0, otherwise
(4.4)

Table4.4:TheusedLora,distance,andReliableDataTransfer(RDT)parametersinour
experiments.

Parameter Value

SpreadFactor 12
Bandwidth 125KHz
Carrierfrequency 915MHz
Codingrate 4/5
ProgrammedPreamble 7
Loraengine SX1276
CAradius 50meters
VD 8meters
Delay 3seconds
Windowsize 3packets
Timeout 3seconds

Here,dr(k,pd,n)representsthedatarateforclientkattimen,andRbisthenominal

datarate. BecauseofthelowbandwidthofLoRaanditshighdroprate,wedeinea

coveragearea(CA)withradiusrinwhichthesignalqualityisabovethesensitivityofthe

receiverantennaandthereforeisacceptableforsendingFLmessages.Thisensuresthatthe
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droneaccesspointAPdcommunicateswithanaccesspointAPkonlywhenthedistanceis

belowthethresholddistancerasshowninequation4.4. WesettheradiusofCAr=50

metersbasedonourdrone-loRAdistancetestshownusingtheparametersspeciiedintable

4.4.

Duetothelimitedresourcesofthedrone,itisessentialto minimizethetotaltriptime

T. Toaddressthisoptimizationproblem, wetacklethe minimizationofthetotallinear

distanceD coveredbythedroneandthe messagesizeMS astwodistinctproblems.

Fortheirstproblem, weformulatethegoalof minimizingthedistanceD covered

bythedroneasapathoptimizationprobleminwhichthedroneaimstotraverseagraph

G=(V,E),whereV={v1,v2,...,vNv}isthesetofNv=K+1vertices(homeaccesspoints

APi,∀i∈IandthestartingpointAwhichhaslocation{xA,yA});E={eij},∀i,j∈V,i≠j

isthesetofedges;andwijistheweight(distance)ofedgeeijbetweenvertexviandvertex

vj.

IntheUSLphase,thedronestartsfrompoint AandfollowsatrajectoryPd which

passesthroughandstopstosendandreceiveupdatesat,allhouselocations.IntheDSL

phase,thedronestartsfromthelasthousevisitedintheUSL,thedroneaccesspointAPd

aggregatesthereceivedlocalsoftlabelsSLk,∀k∈K andtravelsbackitsUSLpath,this

timedownloadingtheaggregatedsoftlabelsSL,toAPk,∀k∈K untilitreachesthestarting

point.

Werealizethiswholetripwhichlaststime ToverdistanceDandincludesbothphases,is

similartotheTravelingSalesmanProblem(TSP)withmodiicationandcanbeapproached

intwosteps:First,formalizingthedronepathoptimizationasaTSPproblemandinding

a HamiltoniancycleH. Second, weapplypost-processingsteps,describedlaterinthis

sub-section,toderiveGdfromH whereGdisthepath(orderofvertices)thedroneshould

followtoperformthetwoFLphasesUSLandDSL with minimumD.

TheHamiltoniancycleH isapermutationofverticesformingaclosedloopthatvisits

eachpathonce. Toensurethatthispermutation minimizesthedistanceD coveredbythe

drone,TSP minimizesthesumofdistances maskedby modelingtheedgesincludedinH

usingabinarydecisionvariablexij,correspondingtoeachedgeeij∈E,where

xij=






1, ifeijisincludedinH

0, otherwise
(4.5)

TheTravelingSalesmanProblem(TSP)isformallydeinedas

min
H

e(ij)∈H

wij=min
xij

Nv

i=1

Nv

j=1,j̸=i

wijxij (4.6)

undertheconstraints:
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1. Eachnodeisvisitedexactlyonce:

Nv

j=1,j̸=i

xij=1, ∀i∈V (4.7)

2. Nomini-cycles(sub-tours)areallowed,meaninganycycleinthesolutionmustinclude

allnodes:

i,j∈S

xij≤|S|−1, ∀S⊂V,2≤|S|≤Nv−1 (4.8)

Noticethattheirstconstraintstateseachnodeisvisitedonce,howeverinourcase,

eachnodeisvisitedtwice(onetimeintheUSLphaseandanotherintheDSLphase). To

addressthis, We manuallyremovethelastedgeconnectingthestartingvertextothelast

vertex(vNv)inthesolvedH,wethenappendtheverticesfromthesecond-to-lastvertex

(vNV−1)tothestartingvertexfollowingthesamepathinreverseorder. Thiswillproduce

thedronepathGdwhichcanbeusedtoproducethedronetrajectoryPd.

Withregardstothesecondgoalofminimizing MS,weutilizeaKD-basedFLalgorithm

thatleveragessoftlabelslikeFedAKDorCFedAKDforsendingupdateswithsigniicantly

smallersizescomparedtomodelweightsusedinstandardFL.Figure4.2demonstratesthe

implementationofCFedAKDovertheproposedDrone-LoRasystem(DORA).

InthecaseofCFedAKD,thelocalupdates,denotedasCSr,arecompressedsoftlabels.

ThetimerequiredtoexchangeupdateswitheachhomeaccesspointunderCFedAKDis

measuredas4.8 minutesforsendingthecompressedsoftlabels,asperTable4.5, which

meansatotalof2x4.8 =9.2 minutesforsendingandreceivingupdates. To minimize

waitingtime,theappropriatedrone modelshouldbechosenbasedonthetimeneededto

exchangeupdateswithallhomes. OurproposedCFedAKDapproachdemandslesswaiting

timecomparedtoFedMD/FedAKDandFedAvg,whichrequire41.2 minutesandover30

hours,respectively,duetotherelativelylargesizeofthe modelileandthelowbandwidth

ofLoRa.

Thetraicmodelsforboththemodel-basedandcommunication-eicientKD-basedFL

arepresentedinthefollowingsections.

4.4.1 Model-basedFederatedLearningtraic model

Eachglobalroundin model-basedFL[82]consistsofthreeorderedphases: Thedownload

phase(DL),theLearningphase(L),andtheUploadphase(UL).

IntheDLphase,eachnodedownloadstheweightsoftheserver-controlledglobalmodel

fdenotedasθr,whereristhecurrentglobalround.IntheLphase,eachclientupdates

hislocalcopyofweightsusing



54

θr
k← θr−η

1

|Di|
(x,y)∈Di

∇L(θt−1,f(θr,x),y) (4.9)

whereηisthelearningrateandListhelossfunction.Inthecaseofaclassiicationproblem,

aCategoricalCrossEntropyfunctionisusuallyusedL=LCCE.

Finally,intheULphase,clientsuploadthelocallytrainedweightstobeaggregatedat

theserveras

θr+1 ←
1

Nk

Nk

i=1

θr
k (4.10)

Thisprocessisrepeateduntilconvergenceoruntilapredeterminednumberofrounds

havebeencompleted.

Uploadinganddownloadingmodelweightsrequireshighbandwidthcommunication.In

ourdrone-basedsystem,thedronelighttimeislimited,therefore,weuseadiferentFL

approachthatisbasedontheconceptofKD.

4.4.2 Knowledge Distillation-basedFederatedLearningtraic model

Incentralizedsettings,KnowledgeDistillation(KD)isatechniqueusedtotrainastudent

modelusingatrainedteacher model,i.e.givenanunlabeleddatasetandatrainedteacher

model,thegoalistousethesoftlabelsproducedbytheteacher modeltotrainastudent

model. ToapplyKDtotheFLcontext,weuseaproxydataset Dpsharedwithallclients

tocalculatetheirsoftlabelsonit. Thentheselocalsoftlabelsaresenttotheservertobe

aggregatedintoglobalsoftlabelsandsentbacktoclientstotrainonthe(Dp,SLr)labeled

dataset.

InFLwithKD,eachnodehasitsprivatedataset,Dk,andanotherpublicdataset,Dp,

thatissharedwithallothernodesandisusedtotransferknowledge. A majoradvantage

ofKD-basedFLover model-basedFL,whichwaspresentedintheprevioussection,isthat

theformergivesnodesthefreedomtodesigntheirownmodelarchitecturefk. Ontheother

hand, model-basedFL[39,82]assumesaserver-controlled modelarchitecture.

TheglobalcycleinKD-basedFLconsistsoffourorderedphases:LocalLearningphase

(LL),UploadSoftLabelsphase(USL),DownloadSoftLabels(DSL),andKnowledgeDis-

tillationLearningphase(KDL).

Boththe USLand DSLphasesaredescribedearlier.Inthesephases,softlabelsare

uploadedfromnodes/clientstotheserver(thedrone),thentheserveraggregatesanddown-

loadstheglobalsoftlabelstonodes,respectively.

IntheLLphase,CrossEntropyLoss(CCE)isusedtotrainthelocallydesigned model
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fkonthelocallylabeleddataset.

θr,′

k ← θr
k−η·

1

|Dk|
(x,y)∈Dk

∇LCCE(θfk
,fk(x),y) (4.11)

Afterthelocalclientshavetrainedtheirmodelsonthelocaldata,eachclientuploadshis

localsoftlabelsSLr
ktothedroneintheUSLphase.IntheDSLphase,thedronetraverses

backitsUSLpathanddownloadstheaggregatedsoftlabelsSLrtobeusedfortrainingin

theKDLphase.

SLr←

Nk

i=1

Pr
i·SLr

k
Nk
k=0Pr

k

(4.12)

IntheKDLphase,distancefunctionslikethe MeanSquaredError(MSE)orKullback-

Leiblerdivergenceloss(KD)areusedtotrainfionthepublicunlabeleddatasetleveraging

thedownloadedsoftlabels.

θr+1
k ← θr,′

k −η·
1

|Dp|
(x,y)∈(Dp,SLr)

∇LKD(θr,′

k ,f∗
k(x),y) (4.13)

whereθr,′

k ,θr,
′′

k ,andf∗
k(x)represent,the modelweightsafterlocaldatasettraining,the

modelweightsafterknowledgedistillationtraining,andasimilararchitectureto fk con-

structedbyremovingthelastlayer[62]orincreasetheSoftMaxtemperature[35]tosmooth

thedistributionoftheoutputvector,whichisthesoftlabelsSLk=f∗
k(Dp).

4.5 PerformanceEvaluation

4.5.1 Datasets

Inthischapter,four Human Activity Recognition(HAR)datasetsareusedtoevaluate

theproposedFLalgorithms. First,threedatasets(HARS, Depth,andIMU)areusedto

evaluatetheperformanceofthediferentconsideredFLmethods,andalargerfourthdataset

(HARBox)isusedtoevaluatetheperformanceofKD-basedFL methodswhilescalingthe

publicdatasetDponwhichthesoftlabelsarecalculatedandKDisperformed. Wealready

usedHARSinthepreviouschaptertoevaluateFedAKDalgorithm,inthischapter, more

datasetsareutilizedtotestthegeneralizabilityofFedAKDanditscompressedrelative

CFedAKD. Table4.3showsthecharacteristicsofthefourdatasets. Thedatasetscover

diferent modalities:tabular/structuredandimage-based. Threeofthesedatasets: Depth,

IMU,andHARBoxarecollectedby[38]withdecentralizedtraininginmind,thereforethese

datasetsarepre-partitionedintoclients,asshownintable4.2. Thenumberofclientsof

eachdatasetrangefrom6to115clients.
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1.IMU-baseddataset:

TheIMU-baseddatasetwascreatedusinganof-the-shelfInertial MeasurementUnit

(IMU) moduletorecordthreediferentwalkingactivities.Sevenparticipants,com-

prising4malesand3females,wererecruitedtoperformtheactivities,whichincluded

walkinginthecorridor, walkingupstairs,and walkingdownstairs,intwodiferent

buildings. TheIMUwassettoasamplingrateof50Hz,resultingineachframeof

datacontaining9-axisIMUdata.Tocapturetheactivity,atimewindowof2seconds

waschosen,resultingineachrecordingbeinga900-dimensionalvector. Thisdataset

presentsachallengeduetoitsheterogeneity,asitincludesdatafromvarioussubjects

andenvironments.

2. Depth-cameradataset:

The Depth-cameradataset wascreatedusingdepthcameras, whicharepreferred

foractivity monitoringandgesturecontrolbecauseoftheirabilitytopreserveuser

privacy.Thedatasetincludesrecordsofivetypesofgestures(good,ok,victory,stop,

andist)performedbytwosubjectsinthreediferentenvironments(outdoor,dark,

andindoor)usingadepthcamera. Tocreatethedataset,theregionofinterest(ROI)

foreachdepthgesturewasirstobtained,andthedepthvalueswerethennormalized

toarangeof0-1. Theresultingdepthimages wereresizedto36*36pixels. This

datasethasalargenumberofrecordsandeachrecordhasarelativelyhighnumber

ofdimensions, makingactivityrecognition morechallenging.

3.Smartphone-sensorsdataset:

TheSmartphone-sensorsdatasetisacollectionofrecordings madeby30individuals

performingdailyactivitieswhilewearingawaist-mountedsmartphonewithbuilt-in

inertialsensors.Thegoalofthedatasetistoclassifytherecordedactivitiesintooneof

sixcategories: WALKING, WALKINGUPSTAIRS, WALKINGDOWNSTAIRS,SIT-

TING,STANDING,andLAYING. Thedataset wascollectedfromagroupof30

volunteerswithagesrangingfrom19to48,usingaSamsungGalaxySIIsmartphone

equippedwithanaccelerometerandgyroscope. Datawerecollectedatarateof50

Hzandlabeledbywatchingtherecordedvideo. Thedatasetwasthendividedintoa

trainingsetandatestset,with70%and30%respectively. Datawaspreprocessedby

applyingnoiseiltersandthesensorsignalsweredividedintowindowsof2.56seconds

with50%overlap. Varioustimeandfrequencydomainvariableswerecalculatedfrom

eachwindowtocreateavectoroffeatures.

4. HARBoxdataset: AnAndroidAppnamed”HARBox”wasdevelopedandreleased

inthisdatasettocollecthumanactivityrecognition(HAR)datausingusers’own

smartphonesinacrowdsourcing manner. The Appcollects9-axisIMUdatafrom
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users’smartphoneswhiletheyperformiveactivitiesofdailylife(ADL),including

walking,hopping,phonecalls, waving,andtyping. Theuserslabeltheactivities

themselvesbyclickingthe”start”and”end”buttonsintheAppbeforeandaftereach

activity. Afterremovinginvalidandrepeateddata,validsubmissionswereobtained

from121users(ranginginagefrom17to55)with77diferentsmartphone models.

TheoriginalIMUdatawasresampledat50Hzandaslidingtimewindowof2seconds

wasusedtogeneratea900-dimensionalfeatureforeachdatasample. Thisdataset

islargerand moreheterogeneous, makingitusefulforevaluatingthescalabilityand

robustnessofdiferent methods.

4.5.2 BaselineFederatedLearningalgorithms

WecomparetheperformanceandcommunicationoverheadofseveralFederatedLearning

(FL)algorithms,including:

1. FedAvg: AtraditionalFLapproachwheretheserveraggregatesclientmodelweights

aftertheyhaveundergoneacertainnumberoflocaltrainingiterations.

2. FedMD:Amodel-agnosticFLalgorithmwhereclientssharetheirsoftlabelsZr
i,which

arecalculatedonasharedpublicdataset. This methodiswell-suitedforIoTappli-

cationswithlimitedcommunicationresourcesorapplicationswhereclientsneedto

havecontroloverthedesignoftheirlocal model.

3. FedAKD:AKD-basedFLalgorithmthatimprovesaccuracybyaugmentingtheshared

publicdatasetDpusing Mixupaugmentationineachglobalround. Clientscommu-

nicatetheirsoftlabelsSr
i,whicharecalculatedfromtheaugmentedversionofthe

sharedpublicdatasetDr
Aug. Theaugmentationvariablesarecontrolledbytheserver

toensureconsistencyacrossclients.
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4.5.3 HeterogeneousLocal ModelArchitectures

Figure4.4: Left: Timeseriesdatatemplatedeeplearningmodelarchitecture. Middle:
Imagedatatemplatedeeplearningmodelarchitecture.Right:Tabulardatatemplatedeep
learningmodelarchitecture. Becausethesearchitecturesareusedastemplatesfortheir
respectivedatasets/tasks,thedashedboxoneachmodelhighlightsthevariablelayersthat
aremodiiedtoconstructnewvariantsoftemplatemodels..

Theevaluationoftheproposedfederatedlearningalgorithmsisbasedonthetemplate

deeplearningmodelarchitecturesdepictedinFigure4.4.Thesearchitectures,speciically

designedfortimeseries,image,andtabulardata,areadaptedtocreatenewvariantsof

templatemodelsbymodifyingthevariablelayerswithinthedashedboxes.Byleveraging

thesetemplatearchitectures,wecanrigorouslyassesstheefectiveness,generalizability,

androbustnessoftheproposedfederatedlearningalgorithmsindiversereal-worldIoT

applications.

4.6 ResultsandDiscussion

Inthissection,wepresenttheresultsofapplyingfederatedlearningalgorithmsonHAR

datasets.TheconsideredbaselineFLalgorithmsareshowninsection4.5.2andthedatasets
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are shown in section 4.5.1. This section is split into two parts: Performance results and

Communication results.

4.6.1 Performance Results

In this part, we present the test accuracy obtained by different FL algorithms on HAR

datasets. The two figures 4.5 and 4.6 show the relative accuracy of two model-agnostic

FL methods FedAKD and FedMD, and one model-based FL method. The scatter plots

show the accuracy of these FL algorithms on four HAR datasets. The weighting schemes

considered are uniform weighting and performance-based weighting. In performance-based

weighting, each client calculates her test accuracy and sends it to the server to weigh each

client’s contribution according to her performance. We can observe that model-agnostic

achieves comparable performance to model-based FL methods. Additionally, FedAKD and

FedAvg outperform FedMD.

Figure 4.5: Test accuracy of the federated
learning methods on HARBOX and Depth
datasets. Points are styled according to the
weighting scheme used.

Figure 4.6: Test accuracy of the feder-
ated learning methods on HARS and IMU
datasets. Points are styled according to the
weighting scheme used.

In our explanation of how KD-based FL methods work, we discussed the importance

of the public dataset to distill clients’ knowledge obtained from training on the distributed

local datasets. Figure 4.7 compares the impact of scaling the public dataset on the test

accuracy. The performance increases as we increase the public dataset up until a certain

point where the performance is constant.

4.6.2 Communication Results

In this section, we present and discuss the communication cost of various baseline FL algo-

rithms. Figure 4.9 shows the sending time of model-agnostic (FedAKD/FedMD/CFedAKD)
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Figure 4.7: The test accuracy of the KD-
based federated learning methods on the
HARBOX dataset, while scaling up the pub-
lic dataset (HARBOX) from one to four and
eight times the average local dataset size.

Figure 4.8: The test accuracy of the KD-
based federated learning methods on the
HARBOX dataset, while utilizing the IMU
dataset as a public dataset.
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Table 4.5: Sending deep model files vs soft labels using LoRa + Reliable Data Transfer
(RDT) communication details. The proposed RDT method avoids losing packets as the
LoRa communication protocol is originally unreliable (lossy communication). The file size
of FedMD’s Soft Labels (Z) and CFedAKD’s Compressed Soft Labels (CS) is significantly
smaller than the size of model files therefore they are more suitable for federated learning
in bandwidth-limited environments.

Federated Learning algorithm FedAvg CFedAKD FedMD

Basisof Communication Model0 Model 1 Model 2 CS Z

Filesize (KiloBytes: KB) 256KB 638 KB 466 KB 3KB 12 KB
Numpackets 12,005 30,066 21,907 49 210
Packets preparation time (second:s) 0.4s 0.77 s 0.6 s <1ms <1 ms
Sendingtime (minute:m) 1178m 2947 m 2147 m 4.8m 20.6 m
Datarate (bits/second: b/s) 29b/s 29 b/s 29 b/s 83b/s 77 b/s
Packet rate (Packet/s) 0.17 0.17 0.17 0.17 0.17

vs model-based (FedAvg) FL methods. And figure 4.10 shows the file sizes of the same FL

methods, where the file size represents the size of the message exchanged between the server

and the clients each round.

Figure 4.9: Preparation and Sending time
of different federated learning methods.

Figure 4.10: Client/Server Update sizes of
different federated learning methods .

In this chapter, we proposed a Knowledge Distillation-based FL method that uses com-

pression to reduce the size of soft labels. The scatter plots shown in figures 4.11 and 4.12

show the impact of compression on the test accuracy of FL algorithms. Additionally, figure

4.13 shows the accuracy of model-agnostic FL methods on different HAR datasets and how

they compare to the accuracy obtained by FedAvg which is a model-based FL method.

Compression is only applied to model-agnostic algorithms that use soft labels as the basis

for communication converting FedAKD/FedMD to CFedAKD/CFedMD. The figure sug-

gests that compression does not reduce accuracy. The figure also confirms that KD-based

FL algorithms achieve comparable performance to model-based FL methods
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Figure 4.11: Test accuracy of the federated
learning methods on HARBOX and Depth
datasets. Points are styled according to
whether soft label compression is applied.

Figure 4.12: Test accuracy of the feder-
ated learning methods on HARS and IMU
datasets. Points are styled according to
whether soft label compression is applied.
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Figure 4.13: Test accuracy of the federated learning methods on Depth, HARS, and IMU
datasets. Bars are grouped based on whether soft label compression is applied. For FedAvg,
a N/A label is given since it does not use soft labels.

4.7 Conclusion

In this chapter, we propose to use compression on top of Knowledge Distillation to save

communication bandwidth in federated learning. Instead of calculating soft labels and send-

ing them as floats, we propose to first normalize and convert the soft labels to unsigned

int resulting in 8 times less size. The proposed algorithm: Compressed Federated Learn-

ing with Augmented Knowledge Distillation (CFedAKD) modifies the FedAKD algorithm

presented in the previous chapter. We evaluated the performance of CFedAKD on four

Human Activity Recognition (HAR) datasets with different modalities against model-based

and model-agnostic FL methods and found that the communication overhead of CFedAKD

is significantly less than other FL methods, especially model-based algorithms while main-

taining accuracy.
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Chapter5

PrivacyinFederatedLearning

5.1 Introduction

Inthisthesis, westudyFederatedLearning(FL)andthechallengesassociatedwiththe

developmentanddeploymentofFLalgorithmssuchascommunicationoverhead;statistical

andsystemheterogeneity;andprivacyconcerns. Wepresentknowledgedistillation-based

FLalgorithmssuchasFedMD/FedAKDasanalternativeparadigmtostandardfederated

learning(fedAvg). WhileinFedAvgclientssendlocallytrained modelweightsandreceive

aggregatedmodelweights,clientsinKD-basedFLsharelocalsoftlabelscalculatedbyinde-

pendentlydesignedmodelstrainedonprivatelocaldatasets.TheserverinFedMD/FedAKD

aggregateslocalsoftlabelsandbroadcaststheglobalsoftlabelstoclientstotraintheirlocal

modelsforafewepochscalledknowledgedistillationtrainingusingdistancelossfunctions

likeKullback-Leibler(KL)or MeanSquareError(MSE).Inthepreviouschapters,wepre-

sentedtwoversionsofKnowledgeDistillation-basedFederatedLearning:1)FedAKDand

2)CFedAKDwherebothalgorithmsemployasharedpublicdatasettocalculatesoftlabels

whicharethensenttotheserver,aggregated,andtheconsensussoftlabelsarebroad-

castedback.InFedAKD,weapplyanaugmentationtechniquecalled Mixupaugmentation

onthepublicdatasetwithserver-controlledparameterstogenerateanewversionofthe

publicdatasetateachglobalroundandthushelpdistillknowledge moreeiciently. We

discusstheperformanceandcommunicationcharacteristicsoftheproposedalgorithm.In

thepreviouschapter,wetakeanotherstepinourdiscussionofcommunication-eicientFL

algorithmsandproposeCFedAKD,whichemployscompressiontechniquestocasttheunit

ofsoftlabelsfromloat(8Byte)toUnsignedInt(1Byte).

Inthischapter,wediscussprivacyconcernsassociatedwithtrainingdeeplearningmod-

elsinthecentralandtheFLcontexts. Westartbylayingoutsomeoftherecentwork

thatpresentsprivacyattacksandcounter-defense mechanisms. Diferentialprivacyisa

privacyanalysisframeworkthatprotectsagainstnumerousattacksbyinjectingcalibrated
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noise. Wediscusstheproposed mechanismstoconstruct DPtrainingpipelinesfordeep

learning models. The Gaussian mechanismtoapplynoiseforDPisintroducedaswellas

relevantDPpropertiessuchasthecompositionpropertyandthepost-processingimmunity

property. TheDiferentiallyPrivateStochasticGradientDescent(DP-SGD)algorithm[83]

totraindeeplearning modelswithdiferentialprivacyusinganoise-adding mechanismis

presentedinigure5.3.

WethenfocusmoreonthediferencebetweenapplyingDPinthecontestofmodel-based

FLand KD-basedFLalgorithms. Theexperimentsperformedinthisthesistotrain DP

modelsunderdiferentFLalgorithmsandprivacyprotectionlevelsaredetailed,andthe

implementationdetailsaredescribed.Finally,wepresenttheresultsobtainedfromrunning

theexperimentswhichincludereportingandplottingtestaccuracyoftrainingdiferentFL

baselineswithdiferentnoisescalesresemblingprivacyprotectionlevels.

5.2 Background

Thereisaneedfor DeepLearningtoensuretheprivacyoftrainingdatabecausedeep

learningmodelslearnbymemorizingpatternsanddata[84]. DiferentialPrivacy(DP)[85]

hasbecomethedefactoframeworkforprivacyguaranteeandprivacyanalysisin Deep

LearningandFLtoprotectagainstdataleaksandprivacyattacks.Inparticular,diferential

privacyhasbeenshowntoefectivelyprotectagainst MembershipInferenceAttacks(MIA)

in whichanadversaryisinterestedtoknow whetheragivensample wasusedtotrain

aneuralnetwork[86]. Recentworkshavealsodemonstratedthatbyexploitingimplicit

memorization,sensitivedatacanberevealednotonlyfromthe modelparametersbut

alsofromthe modeloutput. Forexample,Fredriksonetal[87]retrievedtrainingsamples

(individualfaces)byexploitingtheoutputprobabilitiesofacomputer-visionclassiier.The

authorsin[88]evaluatetheeiciencyofDPtoprotectagainstmembershipinferenceattacks

aswellasbackdoorattacks,inwhichrogueclientsinjectabackdoortaskintheclient.It

wasfoundthatapplyingLocal DiferentialPrivacy(LDP)canprotectagainstbackdoor

attacks(e.g.,dataandlabelpoisoningattacks).

Becausethe MLtrainingprocessisaniterativeprocess,witheachiterationabatchof

samplesisfedintothemodel,gradientsarecalculated,andmodelweightsareupdated,the

riskof memorizingdataishigherforeachiteration.

DiferentialPrivacyintroducesconceptstoestimatetheprivacylossastrainingpro-

gressesandemploysnoiseadditionmechanismsthatlinknoisemagnitudetotheestimated

privacylosstoachieveagivenPrivacylevel.InFLsettings, DPpropertieslikecomposi-

tionarenecessarytoanalyzetheprivacyriskimposedbytrainingdistributedfunctionson

sensitivedistributedatasets. Accordingtotheassumedthreat model,DPcanberealized

indiferentways.Forexample,inlocaldiferentialprivacy(LDP),theserverisassumedto
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beuntrusted. WhileincentralDP(CDP,theserveristrustedandresponsibleforadding

noisetotheaggregatedclients’updates. WhileimplementingLDPandanalyzingtheglobal

guaranteemightbeharderthaninCDP,LDP-trainedmodelsachievebetterprivacy-utility

tradeofswhichisalwaysthebiggestconcerninapplyingDiferentialPrivacy.

5.3 DiferentialPrivacy

DiferentialPrivacy(DP)[85]isa mathematicalframeworkforquantifyingand managing

theprivacyrisksassociated withthereleaseorsharingofstatisticaldata. Itprovides

strongprivacyguaranteesbyensuringthattheadditionorremovalofasingledatapoint

inadatasetdoesnotsigniicantlyimpacttheoutputofastatisticalanalysis.

Formallydeined,arandomized mechanismM :X → RwithdomainX andrangeR

satisies(ϵ,δ)-diferentialprivacyforallsetsS⊆RandadjacentdatasetsD,D′⊆X if:

Pr[M(D)∈S]≤eϵPr[M(D′)∈S]+δ (5.1)

whereϵistheprivacybudgetcontrollingtheamountofprivacyleakageandδisasmall

positivevaluethatcontrolstheprobabilityofdeviationfromtheguarantee. Thesmaller

thevalueofϵandδ,thestrongertheprivacyguarantee.

Acommonlyused methodforapplyingdiferentialprivacyviainjectingnoiseisthe

Gaussian Mechanism(GM).The GMisdesignedtoapproximateafunction swhilepro-

tectingtheprivacyofthesamplesinD byaddingnoisethatiscalibratedtothefunction’s

sensitivity ∆sofsgivenby

∆s=max
D,D′

||s(D)−s(D′)|| (5.2)

Tosatisfy(ϵ,δ)-diferentialprivacy,properlycalibratedGaussiannoisen∼N(0,σ2)can

beaddedtoareal-valuedfunctionsbysettingthenoisestandarddeviationσ≥c∆s/ϵand

theconstantc≥ 2ln(1.25/δ)forϵ∈(0,1)[85].

5.3.1 DPProperties

Inthissection,wediscusstwokeyDPproperties:composabilityandpost-processingim-

munity. Thecompositionpropertiesallowprivacyguaranteestobe maintainedevenwhen

combining multiple mechanismsorqueries. Wediscusstwoimportantcompositionscenar-

ios:sequentialandparallelcompositions.

•SequentialComposition.Sequentialcompositionreferstothecasewherewehavek

mechanisms, M,eachproviding(ϵi,δi)-diferentialprivacy,andwewanttousethe

outputsfromtheirstmechanismasinputstothesecond,andsoon,withoutsacriicing

privacytoo much. If,fori∈ 1,2,...,k, weletMi(d)bean(ϵi,δi)-diferentially
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privatemechanismexecutedondatabased,thenthefunctioncompositionFofthese

mechanisms, F=(M1◦M2◦...◦Mk),is( k
i=1ϵi,

k
i=1δi)-diferentiallyprivate.

•ParallelComposition. Theserialcompositiondiscussedearlierassumesthattheout-

putsarecorrelated,resultinginamorepessimistictotalprivacybudgetvalueϵanda

higherprobabilityoffailureδ.Parallelcompositionconsidersthesituationwherewe

haveasingledatabasedpartitionedintokdisjointsubsetsdi.Ifwecompute mecha-

nismsM1,M2,...,Mkonthesedisjointsubsets(i.e.,Mi(di)),withprivacyguarantees

ϵ1,ϵ2,...,ϵkandδ1,δ2,...,δkrespectively,thenanyfunctioncompositionFofthese

mechanisms, F=(M1◦M2◦...◦Mk),is(maxk
i=1ϵi,maxk

i=1δi)-diferentiallyprivate.

•ImmunitytoPost-Processing. Thepost-processingpropertyof DPstatesthatthe

outputa(ϵi,δi)-DP mechanismisalso(ϵi,δi)-DPprivate.

Wedenote M :N|X|→ Rasarandomizedalgorithmthatsatisies(ϵ,δ)-diferentially

private. Additionally,f:R→ R0representsanotherfunction. Then,f◦M :N|X|→

R0alsosatisies(ϵ,δ)-DP.

Proof. Foradeterministicfunctionf:R→ R0.

Foranyneighboringdatabasesx,ywith ||x−y||1≤ 1,andeventS ⊆ R0. Let

T={r∈R:f(r)∈S}. Wethenhave:

Pr[f(M(x))∈S]=Pr[M(x)∈T]

≤exp(ϵ)Pr[M(y)∈T]+δ

=exp(ϵ)Pr[f(M(y))∈S]+δ

ThisresultdemonstratesthattheprobabilityPr[f(M(x))∈S]isboundedby

exp(ϵ)Pr[f(M(y))∈S]+δ (5.3)

,showingthatapplyingthedeterministicfunctionftotheoutputofthe(ϵ,δ)-

diferentiallyprivatealgorithmM maintainsthe(ϵ,δ)-diferentialprivacyguarantees.

Theresultfollowsforrandomized mappingasanyrandomized mappingcanbede-

composedintoaconvexcombinationofdeterministicfunctions.
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Figure 5.1: Local Differential Privacy.

5.4 Federated Learning Threat Model

In the context of FL, there are different threat models each of them having different potential

privacy risks associated with the learning process [12]. Two of the practical and widely

considered FL threat models are :

1.Honest-but-curious server: In this scenario, the central server follows the prescribed

FL protocol but may attempt to infer information about clients’ data from the received

model updates.

2.Malicious server: The central server deviates from the prescribed protocol and actively

attempts to compromise the privacy of the clients’ data.

Based on the threat model adopted, Differential Privacy can be applied by different

actors to guarantee privacy in the context FL process.

In case the server is assumed to be a trusted entity, Central Differential Privacy [88] could

be applied where the server is responsible for adding noise to the aggregated model updates,

ensuring that the global model’s output does not reveal information about individual clients’

data.

In the Malicious server threat model, privacy protection is applied at the client level.

Local Differential Privacy (LDP) is applied where each client adds noise to their local

updates before sharing them with the server, making it difficult for the server or other clients

to infer information about their local data. In LDP [89], each client controls the privacy-

utility trade-off according to its own privacy requirements, without relying on a centralized
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authority.Forexample,aclientthathasmoresensitivedatamaychoosetoaddmorenoise

toitsdatatoensurehigherprivacy,whileaclientwithlesssensitivedata maychooseto

addlessnoisetopreserve moreutility. Thisadaptability makesLDPparticularlyusefulin

scenarioswheredataownershavediferentprivacyneeds,suchasinFLorinhealthcare

applicationswherediferentpatients mayhavediferentlevelsofprivacysensitivity.

Algorithm3 LocalDiferentialPrivacyusingPD-SGDinFedAvg

1:functionMain

2: Input:Clientkownsalocaldataset:Dk,Initialglobalmodelweights:θ0,Number

ofcommunicationrounds: R, Numberofepochs:E, Totalnumberofparticipating

clients:Nk,Fractionofclientsparticipatingeachround:q, DPparametersϵandδ,

GradientClippingnormS

3: Output: Collaborativelytrainedglobal modelθR

4: Initialize modelθ0

5: W ← E·R ▷Numberofsteps

6: z← OpacusPrivacyEngine(S,W) ▷noisescale

7: σ← z·S
q

8: forroundr=1,2,...,Rdo

9: Kr← randomlyselectK participantswithprobabilityq

10: foreachparticipantk∈Krdo

11: θr
k← DP-SGD(S,σ) ▷Clientstraininparallel

12: endfor

13: θr← k∈Kr
nk
nθr

k ▷nkisthesizeofk’sdataset

14: endfor

15: returnθR

16:endfunction

17:functionDP-SGD(S,σ)

18: Initialize modelfwithweightsθ0

19: forepochifrom1toEdo

20: for(x,y)∈ineachbatchfromdatasetDk do

21: gi=∇θL(θi,(x,y))

22: endfor

23: gDP = 1
|Dk| i∈batchgimin 1, S

∥gi∥2
+N(0,σ2)

24: θi+1 =θi−η(gDP)

25: endfor

26: returnθE

27:endfunction
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Figure 5.1 represents an overview of the Local Differential Privacy algorithm shown in

algorithm 3. In this setting, noise is applied at the client’s side since we assume an honest-

but-curious server, i.e. we don’t trust the curator to add the noise. Each client calculates

per-example gradients and clips them using a clipping norm specified by the user. After

clipping, we use the Gaussian Mechanism to add noise with a standard deviationσcalibrated

by the chosen clipping normS.
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5.5 Knowledge Distillation Federated Learning Diferential

Privacy

InKD-basedFLalgorithms[13,14],insteadofweights,clientsshareknowledgeintheform

ofsoftlabels. Adversariesinthiscasebecomeinterestedinextractingprivatedatafrom

shared modelpredictions. Asthesharedsoftlabelsareusedforknowledgedistillation

trainingofclients,itishardto maintainanacceptableutility-privacybalancewithnoise

injection mechanismsthataddnoisetothesepredictions. AnalternativeistousetheDP

propertyofpostprocessingimmunitywhichwasdiscussedearlier. Theprivacyguarantee

whichisattainedbyLDPwherenoiseisinjectedintothegradientsbyeachclientduring

localtrainingisinheritedbyanyotheralgorithmappliedtotheoutputoftheseLDP-trained

models,asshowninigure5.2.

5.6 DiferentialPrivacyImplementation

WeimplementedLocal Diferential Privacy(LDP) whereeachclientapplies DPtoits

calculatedgradients. LDPhas manyadvantagesoverCentralDiferentialPrivacy(CDP)

likeadaptingtheamountofnoiseaddedateachclienttoachieveacustomizedprotection

levelperclientdependingonthesensitivityofhisdataandthedesiredutility-privacy

balance. Furthermore,LDPis morerealisticasitassumesanhonest-but-curiousserver

threat model,whereasCDPassumesatrustedcurator.

WeusetheOpacuslibrary[90]whichprovidesaDiferentialPrivacytrainingpipelinefor

Pytorchmodels. Weinvestigatehowchangingtheprivacyprotectionlevelafectstheperfor-

manceofFLalgorithms.TheconsideredFLalgorithmsareavailableinsection4.5.2.These

baselineFL methodsareevaluatedonthe Human Activity Recognition(HAR)datasets

whicharepresentedinthesection4.5.1. Opacusprovidesfunctionstocalculatetheamount

ofnoisethatneedstobeappliedoveraspeciicnumberofepochstoachieveacertain

privacyprotectionlevel(ϵ,δ)-diferentialprivacy. Wetrythreeϵvalues:inf(noDiferential

Privacy),20,5. Where5isthestrongestprotectionlevelandinf meansnormaltraining

withoutDP. Wesetδto1e-4.

5.7 Experimentsand Results

Inthissection,theaccuracyobtainedbytheFLalgorithmsFedAKD[14],FedMD[13],

andFedAvg[39]whentrainedunderdiferentprivacyprotectionlevels. Weconsiderthree

DiferentialPrivacy(DP)protectionlevels: No DP,(20,1e-5)-DP,and(5,1e-5)-DP. We

utilizedthesamefourHARdatasetsasinthepreviouschapter.
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Figure 5.4 shows three bar plots. From left to right, the accuracies obtained under

the three privacy protection levels: No DP, (20, 1e-5)-DP, and (5, 1e-5)-DP are shown,

respectively. For the Depth dataset in left most bar plot, we can see Knowledge Distillation-

based FL methods FedAKD/FedMD outperform FedAvg by over than 15 percentage points.

Applying differential privacy resulted in significant accuracy loss in all algorithms until they

reach about 20 % accuracy. For the other two datasets, HARS and IMU, balancing utility-

privacy is easier than in the Depth dataset, under both protection levels (= 20 and = 5).

The accuracy was less severe for HARS and IMU datasets than the accuracy drop observed

in the Depth dataset for all FL algorithms. One of the reasons for this is the large dimension

size and complexity of the Depth dataset relative to the two other datasets.

The figures 5.6 and 5.5 show the test accuracy obtained by model-agnostic (FedMD/FedAKD)

and model-based (FedAvg) FL algorithms on Three HAR datasets. The first figure 5.6 re-

ports the accuracy while applying LDP. On the other hand, 5.5 shows the accuracy without

applying DP. The first bar plot of the two figures from the left depicts the performance

on the image dataset: Depth. We can observe that the drop in accuracy of FedAvg was

significant compared to the two other model-agnostic FL methods. However, applying DP

resulted in an accuracy drop across datasets with varying severity due to the differences in

data complexity, model architecture, training parameters, etc.

Figure 5.4: Test accuracy of the FL methods on Depth, HARS, and IMU datasets with
different differential privacy protection levels.
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Figure 5.5: Test accuracy of the FL methods on Depth, HARS, and IMU datasets. Bars are
grouped based on whether the weighting scheme employed: uniform vs Performance-based
weighting while not applying DP.

Figure 5.6: Test accuracy of the FL methods on Depth, HARS, and IMU datasets. Bars are
grouped based on whether the weighting scheme employed: uniform vs Performance-based
weighting while applying DP.

5.8 Conclusion

In this chapter, we first provide a brief background on privacy challenges and solutions in

the federated setting. Then, we focused on Differential Privacy as a privacy analysis tool

by providing a formal definition for DP and discussing some of its important properties

that make DP appealing to work with in machine learning. After that, we studied Lo-

cal Differential Privacy (LDP) and discussed the threat model in which LDP is preferred
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overCentralDiferentialPrivacy(CDP).PrivacyinKnowledgeDistillation-basedfederated

learningisalsodiscussedinlightofDP.ToimplementDP,weemploytheOpacuspython

libraryandconsidertwoDPprotectionlevels.Thesimulationswererunconsideringmodel-

basedand model-agnosticFLalgorithmsonthedatasetslistedin4.5.1. Resultsshowthat

forthesameprotectionlevel,theaccuracyobtainedbyFLalgorithmsondatasets with

higherinputdimensionality/complexityis moreseverelyimpactedthanondatasetswith

lowercomplexity.
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Chapter6

Conclusion

Intheprevioustwochaptersofthisthesis,westudiedFederatedLearning(FL)asadis-

tributedlearningparadigmandfocusedonaddressingthreekeylimitationsofFL.These

challengesincludesystemheterogeneity,communicationoverhead,andprivacyconcerns.

TheirstchallengeisconcernedwiththeheterogeneousnatureoftheparticipantsofFL

whichstemsfromtheirdiferentcomputationalcapabilitiesandrequirements. Thesecond

challengestudiesthecommunicationcostincurredbydiferentFLapproachesduringup-

loadinglocalupdatesandbroadcastingglobalupdatestothem.Thethirdchallengefocuses

onprotectingusers’privacyfromattackssuchasthe MembershipInferenceAttack(MIA)

indeeplearningandFL.

WeintroduceanovelFLapproachbasedonthe Knowledge Distillation(KD)tech-

niqueand Mixupaugmentation. TheproposedFLalgorithm,calledFederatedLearning

viaAugmented KnowledgeDistillation(FedAKD),employsknowledgedistillationforthe

collaborativetrainingofheterogeneousdeeplearningmodels. Thealgorithmwasevaluated

onhumanactivityrecognitiondatasetsHARSandHARB,withresultsshowingsigniicant

communicationeiciencyandaccuracygainscomparedtootheralgorithmslikeFedAvgand

FedMD.ThisimprovedperformanceisduetoFedAKD’suseofaugmentationforgenerating

newvariantsofthepublicdatasetineachcommunicationround,facilitatingmoreefective

knowledgedistillation.

TosupportthedeploymentofFLalgorithmsonlow-bandwidthIoTnetworks. Adrone-

aidedLoRa(DORA)networkisproposedtoperformlightweightFLacrossanetworkof

scatteredhouses.EachhouseresemblesanFLclientwiththelocaldataset. Thecommuni-

cationisperformedusingaLoRalow-bandwidthlinkthatcan’tsupport model-basedFL

wheremodelweightsaresenteachroundfromclients(houses)totheserver(thedrone)and

viceversa. Weproposeatwo-foldsolution.First,wetrainaSelf-Organizing Map(SOM)to

optimizethedronepathtominimizedistanceandsaveenergy.Second,thetraicmodelfor

KD-basedFLalgorithms(e.g.,FedMD,FedAKD)andthetraicmodelofmodel-basedFL



76

methods(e.g.,FedAvg)arepresentedandweconductexperimentstoshowthesigniicant

communicationadvantageof KD-basedFlalgorithmsoverthe model-basedcounterparts.

TheperformanceachievedbyFedAKDwasalsocomparabletothatobtainedbyFedAvg.

KD-basedFLalgorithmleveragesasharedpublicdatasettodistillknowledgelearnedby

clientsonthelocalprivatedatasets.

Moreover,weproposedCompressedFederatedLearningviaAugmentedKnowledgeDis-

tillation(FedAKD)CFedAKD,acompressedversionofFedAKD,whichreducescommu-

nicationoverheadbynormalizingandconvertingsoftlabelsintounsignedintegers. Our

evaluationdemonstratedthatCFedAKD maintainsaccuracywhilesigniicantlydecreasing

communicationoverhead,especiallywhencomparedto model-basedalgorithms.

PrivacychallengesinFLwereaddressedusingDiferentialPrivacy(DP)whichistheDe

factostatisticalframeworkforprivacyanalysis. WeexploredtheimplementationofDPin

theFLsettingbyapplyingLocalDiferentialPrivacy. WealsopresentthekeyDPproperties

likesequentialcompositionandpost-processingimmunity.Thelatterpropertyalsoextends

theDPprotectionlevelachievedbyLDPtosoftlabelsinknowledgedistillation-basedFL.

Finally,weconductsimulationstoassesshowapplyingdiferentprotectionlevelsimpacts

theaccuracyobtainedondatasetsofvarious modalitiesusingKD-basedFLalgorithmsvs

model-basedFlalgorithms.

6.1 Future Work

Thereareseveraldirectionsforfuturework,including:

1. EnhancingtheselectionofthepublicdatasetDpbychoosingadatasetwithasimilar

distributiontothelocaldatasets,ratherthanusingthetrainingsetoftherespective

dataset. Thisapproachwouldbetterpreserveusers’privacyandensurethepublic

datasethasadistributionakintolocaldata.

2.Investigatingtheclass-levelperformanceachievedbytheKD-basedFLparadigmto

betterunderstandthecharacteristicsof KDandthepotentialimprovementsofits

eiciencyonaclasslevel.

Inthiswork,wefocusontheHumanActivityRecognition(HAR)domainandevaluate

FedAKDonlyonHARdatasets. WeaimtoevaluateFedAKDonotherdatasourcesand

modalitiestovalidateitsversatilityandefectivenessacrossawiderrangeofapplications.

Overall,thisworkcontributestothedevelopmentofFLalgorithmsthatachievehigh

accuracyandcommunicationeiciencywhileaddressingprivacyconcerns. Asmoredatais

generatedandsharedacrossdevices,theseadvancesbecomeincreasinglyvitalinrealizing

thefullpotentialofFL.
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AppendixA

ListofAbbreviations

FL FederatedLearning

HAR HumanActivityRecognition

i.i.d Independentandidenticallydistributed

KD KnowledgeDistillation

E Thenumberoflocalepochs

R Thenumberofglobalcommunicationrounds

βr AnintegerusedtoseedthepermutationofDpatroundr

αr constant∈[0,1]usedtocalculateDrAug
C asetofclients/devicesparticipatinginFL

Ci Theithclient

fi Independentlydesigneddeepmodeloftheithclient

f∗i fiminusthelastsoftmaxactivationlayer

Di Theithlocaldatasetoftheithclient

{X[j],Y[j]} Thejthsamplepairinalocaldataset

Dt testdataset(shared)

Dp thepublicdataset(shared)

{X
[j]
P} ThejthsampleinDp

Drd Dppermutedusingtheseedβ
r

DrAug augmentedpublicdataset.DpandD
r
dweightedbyα

r.

Pri istheaccuracyoffionDtatglobalroundr

Sri softlabelsofithclientonDrAugatglobalroundr

Sr softlabelsaggregatedbytheserveratglobalroundr
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Appendix B

Examiner’s Commentsand

Responses

Examiner Comment: Onekeyobjectiveofthe workseemstobegivingtheclients

bettercontrol. Theissue,inthiscase,isthatiftheclientsaregivenbettercontrolof

the mechanism,therearechancesofcollusionamongtherogueclients. Evenifasingle

one’sinputisignored,therecouldbeateam/groupofclientsandthoseclientscancollude

toinluencethedataortraining mechanismortheoveralloutcome. Howaretheclients

authenticatedproperlytoparticipateinthesystem? Thisshouldbeclariied. Again,are

nottheclientsoverloadedwithdataandcalculationtasks?Isitagoodtrade-offorthiscase

comparedtotheothertraditional methodsand models? Why? Somecogentrationaleis

needed. Memoryandcomputationalrequirements maybeanalyzedabit more,ifpossible.

Ifthatadds morework,atleastyoucanaddresstheissueswithsomegooddiscussion.

Student Response:

Thankyouforyourquestion.

First,IwouldliketoclarifythatKD-basedFLalgorithmsliketheoneproposedinthis

thesis(FedAKD)havetwo maincharacteristics: Theygiveclientscontroloverthedesign

oftheirlocal models,andclientssharesoftlabelspredictedonapublicdatasetinsteadof

sharing modelweights.

ItisworthmentioningthatDiferentialPrivacy(DP)addressesprivacyattacksandnot

attacksthataimtoharmtheperformanceofthe model. Therefore,evenifseveralclients

colluded(theadversaries),theywouldtrytoexploitthelocalupdatesreleasedbysome

client(thevictim), whichaccordingtotheLocal DiferentialPrivacy(LDP)algorithm,

willbeprotectedviacalibratednoiseinjection. Therefore,Independentlydesigningthe

localmodeldoesn’tgivecolludingrogueclientsanadvantagetoextractsensitivedatafrom

localupdates. Furthermore,sincelocalupdatesareintheformoflocallytrained model

weightsinthecaseofFedAvgandsoftlabelsinthecaseofFedMD/FedAKD, KD-based
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FLalgorithmsarelessvulnerabletoprivacyattacksthanstandardFlalgorithms. While

therearestudiesthatshowthatDPhasalimitedadvantagewhenitcomestoprotecting

againstattacksthattarget modelperformance[88], DPisknowntobeefectiveagainst

inferenceattacksandwillbelessefectiveagainstdatapoisoningattacks. Thereasonis

that DPensuresprivacybyinjectingnoisewhichgenerallyharmsutilitybutisusefulin

hidingtheindividualcontributionofeachtrainingsample. Whileinjectingnoisetoachieve

acertain(ϵ,δ)−DP willnotpreventcorruptweightedfrom malicioususersfromharming

theoverallperformance whenincludedintheaggregationprocess,onedirectionthatis

worthexploringinthisregardistotreatpotentially malicioususersasvaluableassetsand

injectmorenoiseintotheirmodeltomitigatethenegativeimpactthatthesecorruptweights

haveonperformanceifaggregatedastheywerereceived.

Examiner Comment2: Yourworkfocuseson Knowledge Distillation(KD). Whatare

thechallengesthatthisapproachaddresses?andwhatisthemotivationforintegratingthis

technologyintheFLcontext?

StudentResponse:KDwasoriginallydevelopedforcentraltrainingandknowledgetrans-

ferfromatrained model(theteacher)toanotherto-be-trained model(thestudent). KD

deinestheinternalrepresentationthata modellearns whentrainedforaspeciictask

asknowledgeandprovidesa mechanismtotransferthisknowledgefromone modeltoan-

other.IftheKDprocessiseicient,thestudentmodelcanbemuchsmallerthantheteacher

modelandstillachievecomparableperformancetotheteacher[?].IntheFLcontext,KDis

usedtotransferlocal modelrepresentations(knowledge)usuallybyincorporatingapublic

dataset[14,62]makingtheKD-basedFLmethodsmodel-agnostic.ThisgivesKD-basedFL

two mainadvantagesovermodel-basedFLalgorithms.First,clientsunderaKD-basedFL

algorithmcandesigntheirlocalmodelunlikemodel-basedmethods(e.g.,FedAvg)onwhich

aserver-controlledarchitectureisimposed.Second,thecommunicationcostofKD-based

FL methodswhichcommunicatesoftlabels[62]isgenerallylessthanthatof model-based

FLalgorithmswhichcommunicatelocal/global modelweights[39,78].
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