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Abstract

Digital artworks are increasingly distributed and shared across online platforms, rais-

ing critical challenges in both ownership verification and similarity detection. On one

hand, it is difficult to establish secure, tamper-resistant records of artwork ownership in

decentralized environments. On the other hand, identifying whether a newly submitted

artwork is visually similar to an existing one remains a non-trivial task, especially un-

der various artistic transformations such as style transfer, inpainting, and compositional

editing. Vision Models can effectively compare image content, but they lack mechanisms

to securely protect ownership. In contrast, blockchain technologies offer immutability,

traceability, and decentralized data storage, yet lack the capability to evaluate visual

similarity. These limitations highlight the need for an integrated solution that jointly

addresses both visual similarity detection and secure ownership verification.

To resolve those issues, this thesis proposes a blockchain-based artwork verification sys-

tem that integrates deep visual similarity detection with decentralized ownership regis-

tration. In the proposed framework, blockchain is used to register artwork ownership

and store compact image feature payloads as immutable on-chain records, while off-

chain deep learning models extract visual embeddings and perform similarity matching.

Multiple visual models are trained and evaluated under different distance metrics, loss

functions, and Siamese architectures. To improve the practicality of on-chain storage,

the extracted embeddings are projected into lower dimensions, quantized into compact

payloads, and then analyzed for storage feasibility and matching performance. The

blockchain component is further evaluated through experiments on payload storage,

update cost, retrieval efficiency, and large-scale matching simulation.

Experimental results show that the ResNet50 model trained with NT-Xent loss and Eu-

clidean distance achieves the best overall performance among the tested settings, while

DeiT-small performs competitively at higher embedding dimensions. The results further

indicate that quantized and compressed embeddings can significantly reduce blockchain

storage cost while preserving most retrieval capability, although lower-dimensional em-

beddings increase the false-positive rate in the final similarity simulation.
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Chapter 1

Introduction

1.1 Introduction

With the rapid development of digital art creation tools, an increasing number of people

are using generative models to create images. While these models have greatly improved

the efficiency of digital artwork production, they have also introduced significant chal-

lenges related to deepfakes. A large number of generated images now appear on online

platforms, including many that imitate, alter, or plagiarize original artworks [2]. In some

cases, individuals have copied the work of other artists and falsely claimed it as their

own, thereby violating the rights of the original creators. Relying on manual inspection

of these images is not only inefficient and subjective, but also difficult to maintain stable

evaluation standards in a large-scale data environment. Therefore, building an intelli-

gent identification system that automatically analyzes image features and evaluates the

similarity of paintings is particularly important. Compared to traditional image simi-

larity methods, large vision models can capture high-level artistic styles, content, and

fine-grained structural details. Unlike rule-based or heuristic approaches, deep learning-

based similarity detection is more flexible, stable, and accurate [3, 4]. Furthermore,

visual model-based approaches operate end-to-end, require minimal manual feature ex-

traction, and can adapt efficiently to complex, multi-style image datasets [5]. These

capabilities offer a promising framework for automated analysis and detection of art

forgery and plagiarism.

While visual models provide high efficiency and strong performance in image feature ex-

traction and similarity detection, they cannot by themselves guarantee secure ownership

registration, tamper resistance, or trustworthy traceability of digital artworks. In other

words, a visual model can determine whether a newly submitted image is similar to

existing works, but it cannot independently provide an immutable record of authorship

1



Introduction 2

and ownership. Therefore, relying solely on visual models is insufficient for applications

that require both similarity verification and secure ownership protection of digital assets.

In contrast, blockchain offers significant advantages in data integrity, transparency, and

digital asset protection. Unlike traditional centralized or semi-decentralized storage sys-

tems, blockchain maintains a distributed ledger in which each participating node stores

a copy of the validated records. This structure reduces the risk of a single point of

failure and limits the possibility of unauthorized modification of ownership records[6].

In addition, through distributed consensus, confirmed on-chain records become highly

resistant to tampering and can be independently verified by authorized participants.

As a result, blockchain provides a trustworthy foundation for recording artwork own-

ership, registration history, and related feature data, thereby improving accountability,

transparency, and traceability[7].

Based on these complementary advantages, this thesis combines a visual similarity model

with blockchain technology. The visual model is responsible for extracting image features

and identifying potentially plagiarized or highly similar artworks, while the blockchain

securely and immutably stores ownership information and registered feature records. In

this way, the system supports both efficient artwork similarity verification and reliable

ownership protection.

This work is important because it addresses the practical need for a unified framework

that integrates intelligent similarity analysis with secure, trustworthy ownership man-

agement. The proposed framework is not only relevant to digital artwork protection

but also contributes to a broader research direction integrating machine-learning-based

feature representations with decentralized systems.

1.2 Problem Statement

Despite the strong performance of deep learning models in visual similarity detection and

the robustness of blockchain in secure data management, there remains a fundamental

disconnect between these two technologies when applied to digital artwork protection.

On the one hand, existing visual similarity models, particularly those based on con-

volutional neural networks and Siamese architectures, can extract high-quality feature

representations and accurately identify visually similar or potentially plagiarized images.

However, these models typically operate in centralized environments and lack mecha-

nisms for secure ownership registration, tamper resistance, and trustworthy traceability.

As a result, they cannot independently ensure the authenticity and ownership of digital

artworks.
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On the other hand, blockchain technology provides a decentralized and immutable

infrastructure for recording digital asset ownership. It ensures data integrity, trans-

parency, and resistance to unauthorized modification. Nevertheless, blockchain systems

are not designed to perform visual similarity analysis and cannot directly process high-

dimensional feature representations generated by deep learning models. In particular,

raw feature embeddings are often stored in floating-point formats (e.g., float32), which

are inefficient and costly to store on-chain, limiting their practical deployment.

Therefore, current solutions cannot simultaneously achieve accurate visual similarity

detection and secure, scalable ownership verification within a unified framework. This

gap prevents the development of an effective system for protecting large-scale digital

artwork, where both similarity assessment and trustworthy ownership management are

required.

1.3 Contributions, Scope, and Assumptions

The main contributions of this thesis are as follows:

• A comparative evaluation of Siamese visual similarity models using multiple back-

bones, distance metrics, and training losses for artwork plagiarism detection.

• A compact embedding quantization framework for efficient blockchain-compatible

feature storage.

• A unified blockchain-assisted artwork verification framework integrating deep vi-

sual similarity detection with decentralized ownership registration.

• A detailed evaluation of storage overhead, gas consumption, and matching perfor-

mance for on-chain embedding deployment.

The scope and assumptions of this thesis are as follows:

• The study evaluates selected artwork datasets and does not claim universal cover-

age of all artistic media.

• The system focuses on similarity-based verification rather than legal copyright

adjudication.

• Similarity detection is used as decision support for plagiarism screening, not as

absolute proof of infringement.
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This thesis begins with an introduction to the research background and a review of re-

lated work, followed by the presentation of the proposed approach and research gap. The

system framework is then outlined, and the experimental setup’s implementation details

are described in depth. Next, the evaluation methodology, metrics, and experimental

results are presented and analyzed. Finally, the thesis concludes with a summary of key

findings and discusses potential directions for future work.



Chapter 2

Background and Related Work

This chapter reviews the theoretical background and related research relevant to this

study. First, deep learning-based visual similarity models and Siamese network architec-

tures are introduced. Next, feature compression and blockchain-based storage techniques

are discussed. Finally, existing research is reviewed to identify current limitations and

motivate the proposed framework.

2.1 Deep Learning-Based Visual Similarity Models

Image feature extraction has long been a fundamental task in computer vision. Tra-

ditional methods relied on manually designed local features, such as SIFT and SURF,

which often lack generalizability across diverse datasets, particularly in artistic domains

[8].

With the rapid development of deep learning, data-driven approaches have significantly

improved the performance of visual representation learning. Convolutional neural net-

works (CNNs) have demonstrated strong capabilities in extracting hierarchical features

and have achieved remarkable success in applications such as face recognition [9]. More

recently, transformer-based architectures, such as Vision Transformer (ViT), have fur-

ther advanced image representation learning by modeling global dependencies within

images [10].

Compared to traditional handcrafted features, deep learning-based methods can learn

more discriminative and semantically meaningful representations. These representations

capture not only low-level visual patterns but also high-level structural and stylistic

information, making them particularly suitable for digital art similarity analysis and

verification tasks.

5
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2.2 Model Selection

This study employs four representative backbone models: ResNet50, ResNet101, Incep-

tionResNetV1, and DeiT-Small. These models are selected to encompass both convo-

lutional and transformer-based architectures, enabling a comprehensive comparison of

feature-representation capabilities.

ResNet50 is adopted as the primary convolutional baseline due to its strong balance

between representation capability and computational efficiency. It is based on residual

learning, in which identity shortcut connections are introduced to mitigate the vanishing

gradient problem and enable training of deeper networks. The bottleneck design allows

the model to learn hierarchical spatial features while maintaining a relatively low com-

putational cost. In the context of artwork similarity detection, ResNet50 is particularly

effective at capturing local texture patterns, brush strokes, and structural details that

are critical for distinguishing subtle visual differences between artworks.

ResNet101 extends the ResNet architecture by increasing its depth, thereby providing

greater representational capacity at the cost of increased computational complexity. It is

included to evaluate whether deeper convolutional networks yield meaningful improve-

ments in similarity-detection performance.

DeiT-Small (Data-efficient Image Transformer) is selected as the representative transformer-

based model. Unlike CNNs, DeiT processes images as sequences of patches and models

global relationships through self-attention mechanisms. This enables the model to cap-

ture long-range dependencies and global semantic structures, which are important for

understanding high-level artistic styles and compositions. Additionally, DeiT introduces

a distillation strategy that allows efficient training on relatively smaller datasets while

maintaining competitive performance. This makes it suitable for evaluating whether

attention-based architectures offer complementary advantages over convolutional mod-

els for visual similarity tasks.

InceptionResNetV1, commonly used in the FaceNet framework, combines Inception

modules with residual connections to produce highly discriminative embeddings [11].

In this study, it is used as an alternative backbone to examine the effectiveness of archi-

tectures originally designed for metric learning tasks. Unlike the original FaceNet im-

plementation that uses Triplet Loss, this work applies both binary cross-entropy (BCE)

loss and NT-Xent contrastive loss to maintain consistency across all models and enable

controlled comparison.
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Overall, these models are relatively lightweight compared to large-scale vision archi-

tectures, making them suitable for practical deployment scenarios. The use of com-

pact backbones helps reduce inference latency, computational cost, and the resource

requirements of system nodes, which is particularly important in blockchain-integrated

environments.

2.3 Siamese Network

All models in this study are trained using a Siamese network framework. Siamese

networks are widely used for image similarity learning and verification tasks. The ar-

chitecture consists of two identical subnetworks that share parameters, each processing

one input image to produce feature embeddings.

The similarity between two images is then measured based on the distance between

their embeddings. During training, the model learns to minimize distances between

similar image pairs while maximizing distances between dissimilar pairs. This pairwise

learning strategy enables the model to capture relative relationships between images

more effectively than traditional single-input classification approaches.

Compared to conventional methods, Siamese networks offer improved generalization in

similarity-based tasks, such as image retrieval, duplicate detection, and forgery analysis

[12]. Given these advantages, the Siamese framework is adopted as the core training

architecture in this study.

2.4 Feature Compression and Quantization

Although deep visual embeddings are highly effective for similarity matching, their high

dimensionality poses significant challenges for storage and computational efficiency. In

large-scale systems, such as image retrieval or similarity verification, storing floating-

point embeddings (e.g., FP32) incurs substantial memory overhead, limiting scalability

and increasing system latency.

To address this issue, embedding compression techniques have been widely studied, in-

cluding quantization, dimensionality reduction, and pruning. Among these approaches,

quantization is one of the most practical and widely adopted methods due to its simplic-

ity and efficiency. It reduces the precision of floating-point embeddings by mapping them

into low-bit integer representations, such as 8-bit (INT8) or 4-bit (INT4), thereby sig-

nificantly decreasing memory consumption. In addition, lower-precision representations
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can accelerate similarity computation by reducing arithmetic complexity and improving

hardware utilization.

Recent studies have demonstrated the effectiveness of low-bit quantization in embedding-

based retrieval systems. For example, Jeong et al. proposed a 4-bit quantization scheme

for vector embeddings in retrieval-augmented generation (RAG) systems, achieving up

to an 8× reduction in storage while maintaining acceptable retrieval performance [13].

However, their findings also indicate that aggressive quantization introduces approxi-

mation errors, which may degrade similarity accuracy, especially at extremely low bit

widths.

More broadly, prior work has shown that embedding compression presents a trade-off

between memory efficiency and model performance. Quantization-based methods, in

particular, offer a favorable balance by substantially reducing storage requirements while

preserving the relative similarity structure of embeddings, which is critical for matching

tasks.

In this work, a similar quantization strategy is used to compress visual feature em-

beddings prior to storage. Specifically, floating-point embeddings are transformed into

compact integer-based representations, enabling efficient storage and transmission. This

design is particularly suitable for blockchain-based systems, where storage costs and

data size are critical constraints. By reducing payload size while preserving sufficient

discriminative information, the proposed approach enables scalable, efficient similarity

verification in a decentralized environment.

2.5 Blockchain-based Storage for Image Verification

Blockchain technology provides a decentralized and tamper-resistant framework for data

storage and verification. Its core properties, including immutability, transparency, and

distributed consensus, make it particularly well-suited for applications that require trust

and data integrity, such as digital ownership management and copyright protection [14].

In this work, the blockchain component is implemented based on Ethereum, a widely

used programmable blockchain platform that supports smart contracts. In Ethereum,

data is stored and updated through transactions initiated by user accounts. Each trans-

action is recorded in blocks and validated by network nodes through consensus mech-

anisms. Once confirmed, the data becomes effectively immutable. Storage and com-

putation on Ethereum incur costs in the form of gas, which reflects the computational

resources required to execute operations. As a result, both data size and execution

complexity must be carefully controlled in practical applications.
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Ethereum enables the deployment of smart contracts, which are self-executing programs

stored on-chain. These contracts define the logic for data storage, access, and verifica-

tion. In this study, smart contracts are used to register artwork ownership and to store

compact feature representations for each image. Each stored record typically includes

ownership information and a corresponding feature payload, enabling decentralized, ver-

ifiable management of artwork data.

In the context of multimedia systems, blockchain has been explored for applications

such as registering ownership of digital artwork, tracking provenance, and verifying

copyright. By recording metadata or ownership information on-chain, these systems

enable verifiable, transparent tracking of digital assets without relying on centralized

authorities [15]. However, directly storing raw multimedia data, such as images, on the

blockchain is generally impractical due to high storage costs and limited throughput.

Blockchain platforms impose strict constraints on data size, and storage operations often

incur monetary costs (e.g., gas fees in Ethereum-based systems). As a result, existing

approaches typically store only lightweight representations, such as cryptographic hashes

or off-chain references, while keeping the original data in external storage systems.

While hash-based approaches ensure data integrity, they are limited in capturing seman-

tic similarity. Even minor modifications to an image can yield entirely different hash

values, rendering such methods unsuitable for similarity-based verification tasks, such as

detecting stylistic imitation or partial reuse in digital artworks. To overcome this limita-

tion, recent research has begun exploring the integration of machine learning techniques

with blockchain systems [14]. Instead of storing raw data or hashes, compact feature

representations generated by deep learning models can be stored on-chain. These fea-

ture embeddings preserve semantic information and enable similarity-based comparison,

while maintaining relatively low storage overhead.

In this work, we adopt this approach by storing quantized visual feature embeddings

on the Ethereum blockchain through smart contracts. By combining embedding com-

pression with on-chain storage, the system enables efficient similarity verification while

significantly reducing storage costs. This design bridges the gap between secure data

management provided by blockchain and semantic understanding enabled by deep learn-

ing, making it suitable for scalable, decentralized image-verification applications.

2.6 Related Work

CNN-based models have already achieved good results in judging image similarity in

many fields, such as face recognition [9], face matching [16, 17], speaker recognition [18],
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instance retrieval [3], and medical images [19–21]. Specifically, in the field of facial

recognition, Hangaragi et al.’s research [22] reported a deep learning facial recognition

accuracy of 0.9423, and the research by Phillips et al. [23] indicates that deep learning

facial recognition models have outperformed humans in recognizing strangers’ faces. It’s

worth noting that, compared to deep learning models in the medical field, where a single

model is typically used to identify lesions in only one area [24], or deep learning face

recognition models that are trained extensively on faces, models need to handle data with

a wider stylistic range when processing similar artwork images. These artwork images

include, but are not limited to, abstract and realistic styles, portraits and landscapes,

sketches and oil paintings, etc. This places higher demands on the model’s generalization

ability. In the area of AI Art identification, Angeline et al. [25] used a trained CNN to

perform binary classification of AI-generated images, achieving an accuracy of 0.8795.

The research by S. Chopra et al. [12] indicates that convolutional networks trained in

a Siamese architecture are better suited to handling large volumes of heterogeneous

image data. This characteristic enables such models to effectively handle the complex

and diverse visual styles commonly found in digital artworks and provides a robust

training paradigm for similarity learning. Anas Laamouri et al. [26] reported that a

CNN model trained with a Siamese network framework achieved a matching accuracy

of at least 0.95 in a product image recommendation task. Furthermore, the research by

C. Ranjeeth Kumar et al. [27] abandoned traditional keypoint-based feature extraction

methods and instead used the Euclidean distance to measure similarity between faces

using the Siamese network framework.

On the other hand, for the blockchain, there is some existing work on model feature

quantization and blockchain image data storage. In Teahe Jeong’s research, 4-bit quan-

tization is applied to large language models output vectors, reducing the memory storage

requirements for high-dimensional vector databases [13]. On the other hand, the re-

search from Moreaux combines visual fingerprinting technology with blockchain, provid-

ing transparency and traceability for digital assets [28]. Also, Zhou’s research proposed

a blockchain-based visual art copyright protection framework, and the image similarity

check is on off-chain using conventional image matching [29].

2.7 Research Gap

Several limitations remain in existing blockchain-based artwork verification systems.

From the figure 2.1, Moreaux and Zhou’s research does not perform direct file storage

on-chain; they only store part of the information on the blockchain. Secondly, they used
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Figure 2.1: Work compare

a relatively traditional approach to perform an image similarity check, and, lastly, they

do not perform feature compression.

On the other hand, deep learning-based visual embeddings provide significantly richer

and more discriminative representations by learning hierarchical semantic features from

data. These embeddings enable more accurate similarity comparison in complex visual

domains. However, their high dimensionality introduces substantial storage overhead,

making them difficult to deploy directly in blockchain environments.

Although embedding compression techniques, such as quantization, have been proposed

to reduce storage requirements, existing work primarily focuses on centralized systems

and large language models [13], the quantization performance and result for a lightweight

visual model are not clear.

Therefore, there remains a gap in developing a unified framework that combines seman-

tically meaningful feature representation, efficient compression, and blockchain-based

storage. This work aims to bridge this gap by replacing hand-crafted perceptual hashes

with deep visual embeddings and integrating quantization techniques to enable scalable,

semantically robust image verification on the blockchain.

2.8 Research Objective

This study aims to explore a method for verifying the similarity of artistic images using

deep learning models and blockchain.

First, this study will train and evaluate selected models with different architectures and

training configurations using the Siamese Network training framework to identify models

that perform well on the artistic image similarity judgment task.

Second, this study will analyze changes in the performance of the model’s output features

under dimensionality constraints and evaluate the impact of accuracy loss during feature

quantization and dequantization on similarity judgment results.
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Finally, this study will further explore the feasibility of directly storing quantized image

features on the blockchain and evaluate its performance in terms of storage overhead

and actual deployment costs.



Chapter 3

Proposed Framework

This chapter presents the overall architecture of the proposed blockchain-assisted art-

work verification framework. First, the system components and their interactions are

introduced. Next, the image similarity query and ownership verification workflows are

described. Finally, the projection-head optimization strategy used for embedding di-

mension control is discussed.

3.1 System Overview

An overview of the proposed system is illustrated in Figure 3.1. The system integrates

deep visual similarity models with blockchain-based storage to enable secure, efficient

artwork verification. Each service node consists of both online and offline components,

forming a hybrid architecture that balances computational efficiency and data integrity.

The system is composed of four main components: (1) a visual Siamese network model

for feature extraction and similarity computation, (2) a feature quantization module for

compact representation, (3) a blockchain layer for secure storage, and (4) an off-chain

node with a local database for efficient retrieval. These components are described as

follows.

3.1.1 Visual Siamese Network Model

The visual model is responsible for extracting feature embeddings from input images

and measuring similarity between image pairs. In this study, Siamese architectures

are adopted with different backbone networks, including ResNet-based and transformer-

based models such as DeiT. Given an input image, the model produces a fixed-dimensional

13
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Figure 3.1: System Model Overview

embedding vector that captures both low-level visual details and high-level semantic in-

formation.

During inference, the model compares the embedding of a query image with stored

embeddings using similarity metrics such as cosine similarity or Euclidean distance. This

enables the system to automatically identify visually similar or potentially plagiarized

artworks.

3.1.2 Feature Quantization

To enable efficient storage on blockchain, the extracted feature embeddings are fur-

ther compressed through quantization. Since raw embeddings are typically represented

in high-dimensional floating-point format, directly storing them on-chain would incur

significant storage costs and reduce system scalability.

Therefore, this study adopts a lightweight quantization strategy to convert continuous-

valued embeddings into compact integer representations. This process significantly re-

duces payload size while preserving the relative similarity relationships between em-

beddings. As a result, the system achieves a balance between storage efficiency and

matching performance.
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3.1.3 Blockchain Storage Layer

The blockchain serves as a decentralized and immutable storage layer for verified image

features and ownership information. In this system, feature embeddings are stored on-

chain via smart contracts after validation by the similarity detection module.

Once uploaded, the data becomes part of the distributed ledger and is synchronized

across all participating nodes. This ensures that ownership records and feature repre-

sentations are tamper-resistant, transparent, and verifiable. Compared to traditional

centralized storage systems, blockchain provides a trusted environment for managing

digital artwork registration and traceability.

3.1.4 Off-chain Node and Local Database

To improve system efficiency, each node maintains an off-chain local database that mir-

rors the on-chain data. Instead of querying the blockchain for each similarity comparison,

the system performs matching locally using the synchronized database.

The off-chain node is responsible for handling computationally intensive tasks such as

feature comparison and candidate retrieval. Synchronization between the blockchain

and local database is achieved through mechanisms such as blockchain event monitoring,

data broadcasting, and periodic updates. This design significantly reduces latency while

maintaining consistency with the on-chain records.

3.2 Image Similarity Query Workflow

In each service node, the trained models are uniformly deployed on the off-chain com-

ponent. These models are relatively lightweight, reducing the node’s performance re-

quirements and accelerating processing time. Users can access these service nodes and

use their services by submitting images they want verified for similarity or protected for

ownership.

After a user uploads an image, the system initiates a matching process to determine

whether it is similar to any images already stored on the blockchain. The overall query

workflow is illustrated in Figure 3.2. First, the uploaded image is processed by the

trained visual model to extract its feature embedding. This embedding is then compared

against all stored embeddings in the local database, which mirrors the on-chain data,

using a similarity metric such as cosine similarity. Based on the similarity scores, the

system generates a set of candidate matches. If no similar images are found (i.e., all
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Figure 3.2: System Model in Query Process

similarity scores fall below a predefined threshold), the user can upload the new image

to the blockchain.

If similar images are detected, the corresponding results are forwarded to an auditor for

manual verification. The auditor reviews the model-selected candidates and determines

whether the images are indeed similar, ensuring reliability and reducing false positives.

Once a new image is approved and uploaded to the blockchain, its corresponding feature

payload is broadcast across the network and synchronized to the local databases of all

nodes, maintaining consistency between on-chain and off-chain data. In this system, each

node maintains an off-chain local database that is synchronized with blockchain records

through conditional triggers, such as the upload of a new image, blockchain broadcast

events, or periodic synchronization. The off-chain database primarily supports efficient

model inference and similarity matching, while image ownership, image features, and

related registration records are maintained on-chain.

Because ownership and feature records are stored directly on the blockchain, user queries

about image ownership can be answered solely from on-chain data, without relying on

the off-chain database, as illustrated in Figure 3.3. As a result, ownership verification is

protected by the immutability of blockchain records and is not exposed to the tampering

risks associated with off-chain storage. The off-chain database mainly serves as an
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Figure 3.3: System Model in Ownership Check

Figure 3.4: Projection Head

auxiliary component for computation, while the blockchain remains the trusted source

of truth for ownership and registration information.

3.3 Model Optimization

To decouple the on-chain cost of image embedding from model selection in this exper-

iment, a projection head was applied uniformly across all models during training to

produce a consistent, controllable number of output vectors. For details, please refer to

Figure 3.4. The projection head serves as a learnable transformation module that maps

the raw feature representations produced by the backbone network to a target embed-

ding space of specified dimensionality. During training, the backbone network and the
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projection head are optimized jointly in an end-to-end manner, as the loss function is

applied directly to the projected embeddings. For detailed training methods, please see

Chapter 4 and Section 5.1.



Chapter 4

Visual Similarity Learning

Framework

This chapter introduces the training methodology for the deep visual similarity models,

including data preparation, model architecture, loss functions, and training procedures.

4.1 Dataset Usage and Preprocessing

We used two datasets for this study. The first art-images dataset is taken from WikiArt

[30], and we applied additional augmentations to better fit our investigation. The sec-

ond one is the DeepfakeArt Challenge dataset from Kaggle [31], which contains approx-

imately 33.68 GB of data, comprising 36.1k image files. These images cover multiple

types of deepfake artworks, including adversarial, CutMix, inpainting, style transfer,

PeopleFaceArt, and self-augmented images.

The adversarial category includes original artwork images as well as images modified

through blurring, noise injection, or a combination of both. The CutMix category, as

shown in Figure 4.1 shows, contains pairs of original artwork images along with gener-

ated images created by scaling and cropping one image and inserting it into another.

The inpainting category consists of original images and images modified through con-

tent replacement, such as transforming a village in an artwork into hills, as shown in

Figure 4.2. The images in the PeopleFaceArt category come from a customized dataset

that includes portrait artwork and multiple derived versions, such as grayscale, mirrored,

or emoji- or text-overlaid images, as depicted in Figure 4.3. The self-augmented cate-

gory contains original artwork images and their mirrored counterparts, exemplified in

Figure 4.4. The style transfer category includes original artworks and images that have

19
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Figure 4.1: Examples of CutMix-generated artwork images

Figure 4.2: Examples of inpainting-based artwork modifications

Figure 4.3: Examples from the PeopleFaceArt dataset

undergone stylistic transformations, such as color shifting or the application of artistic

filters, exemplified in Figure 4.5.

The initial dataset was batch-processed and reorganized using Python. Within each

category directory (e.g., Adversarial and CutMix), multiple subfolders are numbered.

Each subfolder contains one original artwork image and several visually similar images

belonging to the same manipulation category, exemplified in Figure 4.6. During training,

images within the same subfolder are paired and labeled as similar, while images from

different subfolders are paired and labeled as dissimilar. To avoid redundancy, duplicate

pairs are not generated; for example, if the pair {A, B} already exists, the reversed pair

{B, A} is excluded.

To prevent class imbalance, the number of dissimilar image pairs is constrained to match
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Figure 4.4: Examples of self-augmentation transformations

Figure 4.5: Examples of style-transfer-based artwork modifications

Figure 4.6: Organization structure of the artwork similarity dataset

the number of similar image pairs. Furthermore, the dataset was divided into two

unequal parts: 25 percent for testing and 75 percent for training. The dataset contains

25,305 images, with 6,319 used for testing and 18,986 for training.

Before being fed into the neural networks, all images are resized and normalized to

ensure consistent input distributions across different backbone architectures.
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Specifically, all images are resized to a fixed resolution required by each model architec-

ture (e.g., 224×224 for ResNet and DeiT-Small, and 160×160 for InceptionResNetV1).

Pixel values are then normalized to the range [−1, 1] using the transformation

x′ =
x

255
× 2− 1 (4.1)

where x represents the original pixel value and x′ represents the normalized input.This

preprocessing step ensures stable model convergence and consistent feature extraction

across different architectures.

4.2 Model Selection

The four models used in this study are ResNet50, ResNet101, InceptionResNetV1, and

DeiT-small. ResNet50 and ResNet101 are both residual networks in the CNN architec-

ture, using the same bottleneck building blocks, but differ in the number of layers (50

vs. 101), resulting in differences in model capacity and feature representation. Incep-

tionResNetV1, frequently used as the backbone in the FaceNet framework, combines the

Inception architecture with residual connections to form a hybrid model that effectively

learns discriminative embedded features [11]. It is worth noting that this paper does

not employ the Triplet Loss training method as defined in the original FaceNet model.

Instead, InceptionResNetV1 is used as a general feature-extraction backbone, and the

BCE loss function and the NT-Xent comparative loss function are used for training,

ensuring consistency across experimental settings and enabling controlled comparisons

of variables. In addition, this experiment introduced DeiT-Small, a visual Transformer-

based architecture, to systematically analyze differences in feature discrimination ability

and similarity learning across network architectures.

4.3 Siamese Network

Models were trained using a Siamese network framework. Siamese networks have been

widely used for image similarity learning and verification. This framework allows the

model to process a pair of input images simultaneously, extract feature representations

for the pair, and then measure and learn the similarity between the two images using a

loss function. Compared to single-input learning methods, Siamese networks strengthen

relative relationships between images during training, thereby offering advantages in
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Figure 4.7: Structure of Siamese neural network[1]

similarity detection and forgery analysis tasks, while also exhibiting stronger general-

ization [12]. Based on this, this study will use the Siamese network as the training

framework for the models tested in this experiment.

This study employs a unified Siamese network framework to evaluate the effectiveness

of different backbone architectures and training objectives for discriminating between

digital art images. Specifically, ResNet-50, ResNet-101[32], InceptionResNetV1[33], and

DeiT-Small[34] are adopted as backbone feature extractors, covering convolutional, hy-

brid, and transformer-based architectures.

To ensure fair comparison, all backbone models share the same data construction strat-

egy, parameter initialization scheme, backbone freezing and unfreezing schedule, learn-

ing rate scheduler, and optimizer configuration. The only experimental variables are

the backbone architecture, the loss function formulation (BCE or NT-Xent), and the

distance metric, while the remaining training settings are kept consistent across all ex-

periments.

4.4 Unified Model Output and Projection Head

The models used in this experiment produce feature embeddings with different dimen-

sionalities. ResNet50 and ResNet101 generate 2048-dimensional float32 feature vectors
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as their raw outputs after image feature extraction. InceptionResNetV1 outputs a 512-

dimensional feature vector, while DeiT-Small outputs a 384-dimensional feature vector.

Since the extracted feature vectors need to be processed and stored on the blockchain,

controlling the embedding size is important for reducing on-chain costs. Therefore,

projection heads are applied to all models to map the extracted features into a unified

embedding dimension for the final output.

Given an input image pair (xa,xb), both images are processed by a shared-weight back-

bone feature extraction network fθ(·), followed by a projection head gϕ(·) to obtain

low-dimensional embedding representations:

za = gϕ
(
fθ(xa)

)
, zb = gϕ

(
fθ(xb)

)
. (4.2)

Here, fθ(·) denotes the backbone network, which may be instantiated as a convolutional

network (ResNet-50/101), a hybrid architecture (InceptionResNetV1), or a transformer-

based model (DeiT-Small). The projection head gϕ(·) consists of two fully connected

layers and maps backbone features into a fixed-dimensional embedding space. To sta-

bilize similarity computation and eliminate feature scale variations, all embeddings are

ℓ2-normalized prior to distance or similarity evaluation. During the model selection and

testing phase, the outputs of all models are fixed to 512-dimensional float32 feature vec-

tors through a projection head layer, allowing their performance to be compared under

the same embedding size.

After the model selection process is completed, the embedding dimension of the selected

model will be further compressed (see Section 5.1) to evaluate model performance under

smaller feature sizes and to balance on-chain storage costs.

4.5 Distance Metrics

In image similarity learning tasks based on embedded features, the choice of distance

metric significantly impacts the model’s final performance. Different distance functions

reflect different definitions of similarity in the feature space and may affect the model’s

discriminative ability and stability [35]. This study trains four models using three dif-

ferent distances and two different loss functions (as described in the following sections),

and uses the best epoch for each model under each configuration as the final test result.

This results in a total of 24 final model configurations. In this study, three distance

metrics are considered for measuring the similarity between two image embeddings x

and y.
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4.5.1 Euclidean distance

dE(x, y) =

√√√√ n∑
i=1

(xi − yi)2

Euclidean distance is one of the most commonly used distance metrics. It is a funda-

mental metric for measuring the straight-line distance between two feature vectors in a

high-dimensional embedding space.

4.5.2 Cosine Distance

dcos(x, y) = 1− x⊤y

∥x∥ ∥y∥

Cosine distance is a metric derived from cosine similarity that measures the direction

rather than the magnitude of two feature vectors. It is insensitive to vector magnitude

and is often used for similarity tasks where feature distributions exhibit scale variations.

4.5.3 Mahalanobis Distance

dM(x, y) =
√

(x− y)⊤S−1(x− y)

where S is the covariance matrix of the feature vectors, and S−1 is its inverse. The

inverse covariance matrix reweights the feature differences according to their variance

and correlation structure, so that dimensions with larger variance or strong correla-

tion contribute less redundantly to the final distance. Based on the covariance matrix,

the Mahalanobis Distance accounts for correlations among feature dimensions, enabling

the embedding space to be modeled more flexibly and offering potential advantages in

handling complex feature distributions [35].

4.6 Loss Functions

In image similarity learning tasks, the choice of different loss functions during the learn-

ing process will affect the training results of the model [36]. In this experiment, in

addition to using three different distance metrics, two loss functions were used to train

the model separately: BCE and NT-Xent.

In similarity learning scenarios, the BCE loss function treats image-pair similarity as

a binary classification problem. This method guides the model to distinguish between

similar and dissimilar image pairs by minimizing the cross-entropy error between the
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predicted similarity probability and the true label [37]. However, BCE itself does not

explicitly optimize the structure of the feature embedding space during model training

[38].

In contrast, the NT-Xent loss function is commonly used in contrastive learning. Its

core principle is to directly optimize the distance between positive sample pairs in the

embedding space [39]. Unlike BCE, NT-Xent does not require negative samples for

learning; after NT-Xent receives positive samples, cross-sample pairs are treated as neg-

ative samples [40]. This study trains models using both the BCE and NT-Xent loss

functions within the same Siamese network framework, aiming to analyze the applica-

bility of different loss functions in digital art image similarity discrimination tasks and

their impact on model performance.

It is worth emphasizing that both BCE-based and NT-Xent-based training strategies

share identical feature extraction, projection, and normalization procedures. The dis-

tinction between the two methods lies solely in the similarity modeling mechanism and

the corresponding loss function design applied to the normalized embeddings.

4.6.1 BCE training

Binary cross-entropy (BCE) loss is employed to formulate the image similarity discrim-

ination task as a binary classification problem.

pij = σ(W · d(fi, fj) + b) (4.3)

Given an input image pair (xi, xj), both images are first encoded into feature embeddings

(fi, fj) by a shared-weight Siamese network. A distance function d(·) is then applied to

measure the distance between the two embeddings in the feature space.

The resulting distance is transformed into a similarity logit through a linear scaling

operation and subsequently mapped to a probability value in the range [0, 1] using a

sigmoid function, representing the confidence that the image pair is semantically similar.

In the actual implementation, the scale and bias parameters are fixed toW = −1 and b =

0, such that smaller embedding distances correspond to higher similarity probabilities.

During training, images from the same source group are labeled as similar samples with

a label of 1, while dissimilar images from different source groups are labeled with a label

of 0. The goal of the training is to make the predicted probability of positive samples

close to 1 and the predicted probability of negative samples close to 0(Pij).
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LBCE = −
[
yij log(pij) + (1− yij) log(1− pij)

]
(4.4)

Here,L is the loss function, y ∈ {0, 1} denotes the label of an image pair, where y = 1 in-

dicates a similar (positive) sample pair and y = 0 indicates a dissimilar (negative) sample

pair. The function σ(·) denotes the sigmoid function. This formulation is equivalent to

learning a similarity score σ(s), where smaller embedding distances correspond to larger

similarity logits. Consequently, more similar image pairs yield predicted probabilities

σ(s) closer to 1. During learning, the model learns that similar images should have more

similar feature vectors, and dissimilar images should maintain a certain distance in the

feature space.

4.6.2 NT-Xent Training

In addition to the BCE-based approach, this project also adopts the NT-Xent loss for

contrastive learning. Unlike BCE, which treats image similarity discrimination as an

independent binary classification task, NT-Xent directly optimizes the embedding space

by modeling relative similarities among samples.

During NT-Xent training, the model encodes each input image into a feature embedding

and subsequently applies ℓ2 normalization to obtain unit-length embedding vectors, such

that similarity is determined by vector direction rather than magnitude:

zi =
fi
∥fi∥

. (4.5)

where fi denotes the feature embedding and zi denotes the normalized embedding vector.

The NT-Xent loss encourages embeddings of positive pairs to be close while pushing

apart embeddings of negative samples. The strength of this contrastive separation is

controlled by a temperature parameter τ . For a given positive pair (i, j), the per-sample

NT-Xent loss is defined as:

LNT-Xent =
1

2N

2N∑
i=1

− log
exp

(
sim(i, p(i))/τ

)∑
j ̸=i exp

(
sim(i, j)/τ

) . (4.6)

Here, p(i) denotes the index of the positive counterpart of sample i within the mini-batch,

and sim(·) represents the cosine similarity between two normalized embedding vectors.

The final training objective is computed by averaging the loss across all positive pairs

in a mini-batch. By explicitly enforcing relative similarities among samples, NT-Xent

promotes a globally structured, discriminative embedding space, which is particularly

beneficial for similarity retrieval and feature-matching tasks. Compared to BCE-based
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training, this contrastive formulation often yields improved representation quality and

generalization performance.

4.7 Training Strategy

In this project, additional training optimizations were applied during model training.

First, a dynamic learning rate was used, gradually increasing from a low initial rate

in the early stages of training to a target rate and remaining at that target until the

specified training epochs. Then, the learning rate decays using cosine annealing, grad-

ually decreasing in each subsequent training epoch. This dynamic learning rate avoids

excessive disruption of the model’s backbone weights due to an overly large learning rate

in the early stages of training, as well as oscillations caused by an overly large learning

rate in the later stages, while accelerating the model’s convergence speed in the middle

stages. Furthermore, a separate multiplier was used to scale the backbone learning rate.

In this experiment, all training used an unscaled learning rate for the projection head,

and a scaled learning rate, applied via a learning rate multiplier, for the backbone. Ad-

ditionally, the model’s backbone network was frozen for the first few training epochs,

with only the projection head trained. This allowed the model to first adapt to the task

objective in the feature projection space, resulting in smoother training and more stable,

robust convergence. Finally, an early stopping mechanism based on accuracy judgment

was also introduced.

4.8 On-The-Fly Validation and Threshold Selection

This study adopts an on-the-fly validation evaluation strategy during training and con-

ducts a separate test-phase evaluation to assess the final model performance. The evalua-

tion dataset and test dataset are randomly selected from both the DeepfakeArt Challenge

and the custom dataset. The evaluation dataset is a 15 percent sample of the training

dataset randomly selected before the start of each epoch. This evaluation dataset is not

used in the current epoch’s training but is randomly sampled again in the next epoch.

This means that although the model does not use the evaluation dataset during the cur-

rent training epoch before entering the evaluation phase, it can still use data from the

entire training dataset during multiple epochs. The test dataset is split before training

begins to ensure the model never uses those images during training.

During training, the model is evaluated on the validation set at the end of each epoch,

and the evaluation results are recorded immediately. The validation evaluation process

consists of the following steps:
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• Feature embeddings are extracted for image pairs in the validation set using the

model parameters from the current training epoch;

• Similarity scores between image pairs are computed according to the distance

metric specified in the training configuration;

• An automatic threshold search is performed based on the similarity score distri-

bution of the validation set;

• Multiple evaluation metrics are calculated at the optimal threshold and recorded

as the validation results for the corresponding epoch.

Instead of using a manually selected threshold, this study determines the optimal thresh-

old automatically through a threshold scanning procedure.After computing similarity

scores for all image pairs in the evaluation dataset, the minimum and maximum simi-

larity scores are obtained. A set of candidate thresholds is then generated by uniformly

sampling values within this score range. In this work, 201 candidate thresholds are lin-

early spaced between the minimum and maximum similarity scores.For each candidate

threshold t, predicted labels are obtained using the rule

ŷij =

1, sij ≥ t

0, sij < t
(4.7)

where sij denotes the similarity score between the image pair (i, j) and ŷij represents the

predicted label.For each threshold candidate, classification metrics including accuracy,

precision, recall, and F1-score are computed. The threshold that produces the highest

classification accuracy on the evaluation dataset is selected as the optimal threshold.

4.9 Training Configuration

During training, the learning rate was fixed at 3e-4, and the backbone network was

frozen for 3 epochs at the start, with a learning-rate multiplier of 0.02. Both methods

employed early stopping with a patience of 4 epochs, meaning that if the accuracy did

not improve significantly after 4 epochs, training would automatically stop, saving the

best and last trained models. ResNet50 was trained with a batch size of 768, while other

models were trained with a batch size of 600. The temperature parameter was set to

0.05 for models trained using the NT-Xent loss function.



Chapter 5

Blockchain-Based Storage and

Matching Framework

This chapter presents the blockchain-related framework and storage methodology used

in this study. First, embedding-dimension optimization for blockchain deployment is

introduced. Next, the feature quantization and payload transformation strategies are

described. Finally, the similarity matching process and large-scale deployment simula-

tion methodology are presented.

5.1 Embedding Dimension Optimization for Blockchain Stor-

age

Since one of the primary objectives of this study is to store image feature embeddings

directly on the blockchain, it is necessary to reduce their dimensionality to minimize gas

consumption during data upload. Following model training, a performance comparison

(see Section 6.4) identified ResNet50 with NT-Xent loss and cosine distance and DeiT-

Small with NT-Xent loss and cosine distance as the best-performing models. Therefore,

these two models will be used for further training and testing, and their integration

with blockchain will be explored. Although ResNet50 and DeiT-Small produce feature

vectors with different numbers of dimensions, this study introduced a projection head

during model training, allowing direct control over the number of feature dimensions in

the model output. To further evaluate the models’ reliability across different compres-

sion levels and to reduce blockchain storage overhead, both models are retrained using

the same training methodology described in Chapter 4. The output dimension of the

projection head is systematically reduced to 256, 128, and 64, while also including the

30
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original 512-dimensional setting for comparison. As a result, each backbone model is

evaluated under multiple embedding configurations, specifically 512, 256, 128, and 64 di-

mensions, allowing analysis of the trade-off between model performance and blockchain

storage cost. The method for analyzing these training results is consistent with that in

Chapter 4.

5.2 Feature Quantization and Payload Transformation

While the number of dimensions in the model’s output doesn’t significantly impact the

model itself, the original vector output data format is float32. Each float32 vector uses

4 bytes of storage. This isn’t large for offline storage, but it’s substantial for blockchain.

Furthermore, blockchain support for floating-point numbers is very limited; Ethereum

and Solidity, in particular, don’t support them. Therefore, to reduce the storage size of

image feature vectors and convert them to blockchain-supported data types, this research

uses quantization to shrink the model’s output feature vectors, converting float32 to int8

to reduce storage space consumption. Upon on-chain processing, the quantized image

features are mapped to the blockchain payload. After converting the feature vectors to

int8, each vector value uses 1 byte of storage. For details on the difference in model

accuracy before and after quantization, please refer to Section 6.6.

5.2.1 Feature Quantization Methodology

First, from the model’s raw output for every image feature embedding:

z = (z1, z2, . . . , zD) ∈ RD (5.1)

where z ∈ RD denotes a D-dimensional real-valued feature vector. Then, the maximum

absolute value of the embedding is used to determine the scaling factor:

s =
max1≤j≤D |zj |

Q
(5.2)

After obtaining the scale s, perform the following operation on all feature vectors:

qi = clip
(
round

(zi
s

)
,−Q,Q

)
(5.3)

Where
zi
s

= zi ·
Q

max1≤j≤D |zj |
(5.4)
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Since the representable range of signed 8-bit integers is [−128, 127], a symmetric range of

[−127, 127] is adopted in this work. Therefore, Q is set to 127 to fully utilize the available

dynamic range while avoiding overflow during quantization. During quantization, the

original vector zi is divided by the scale s, then the quotient of zi and s is rounded

to the nearest integer using the round function. The operation zi
s can be interpreted

as scaling the original feature vector such that its maximum absolute value is mapped

to Q, thereby preserving as much numerical precision as possible within the integer

representation. A clipping operation is used to ensure that the quantization result is

not greater than Q or less than −Q.

Since the scale in this quantization method is computed from each image’s feature vector,

it is not fixed. Therefore, we need to save and upload the scale to the blockchain for

inverse quantization. Because the quantized scaling factor is stored as an integer, we

can use a uint8 to represent it. uint8 also consumes 1 byte of storage space, but its value

range is [0, 255]. uint8 provides sufficient representational range for compact storage of

the quantized scaling factor.The quantization method for scale is as follows:

su = clip
(
round(s · 2k), 0, 255

)
(5.5)

This study investigates the feasibility of storage and model performance across different

embedding dimensions (512, 256, 128, and 64). A larger k value provides a higher scaling

factor, which helps preserve more numerical details during quantization. However, the

distribution of feature values is affected by the embedding dimensionality. Experimental

results show that as the dimensionality decreases, the magnitude of individual feature

values tends to increase.

As a result, lower-dimensional embeddings are more likely to exceed the representable

range after scaling when using larger k values (see Section A.1). Therefore, a fixed

k value is not optimal across different models. Based on empirical observations, the

selected k values in this study are: k = 17 for 512-dimensional models, k = 16 for 256-

and 128-dimensional models, and k = 15 for 64-dimensional models.

After scale quantization, the scaling factor is appended to the quantized feature vector

and encoded into a hexadecimal payload for on-chain storage. Given an N -dimensional

quantized feature vector, the resulting payload occupies (N + 1) bytes, where one byte

is used to store the quantized scaling factor, and the remaining N bytes correspond to

the int8 feature values. An example payload is shown in Section A.2.
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5.2.2 De-quantization Methodology

During de-quantization, the payload is decoded to recover the quantized scaling factor

and the int8 feature vector. The scaling factor is first reconstructed as:

ŝ =
su
2k

(5.6)

where su denotes the quantized scaling factor stored in the payload. The embedding is

then approximately reconstructed as:

ẑi = ŝ · qi (5.7)

where qi represents the quantized feature values. Note that ẑi is an approximation of

the original feature value zi due to quantization.

5.3 Matching Methodology

To determine whether a query image matches any artwork stored on the blockchain, a

feature-based matching strategy is adopted. This process involves reconstructing feature

embeddings from stored payloads and computing similarity scores between the query

embedding and all stored embeddings. After decoding and de-quantizing the payload,

the feature embedding zq for a given query image is extracted using the trained model

and normalized to unit length. The similarity between the query embedding and each

reconstructed embedding is computed using cosine similarity:

si = zq · ẑi (5.8)

where zq denotes the normalized query embedding and ẑi denotes the reconstructed

stored embedding. Since the query embedding is normalized, cosine similarity reduces

to the dot product between vectors. For a database containing N stored embeddings,

this results in a set of similarity scores:

{s1, s2, . . . , sN} (5.9)

A pre-trained threshold t is then applied to determine whether a pair of images is

considered similar:

ŷi =

1, si ≥ t

0, si < t
(5.10)

Where the value of ŷi is the final binary decision.
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5.3.1 Vectorized Similarity Computation

Although similarity can be computed individually as:

si = zq · ẑi (5.11)

For all stored embeddings, these computations can be vectorized by stacking all recon-

structed embeddings into a matrix:

Z =


ẑ1

ẑ2
...

ẑN

 ∈ RN×D (5.12)

This allows all similarity scores to be computed simultaneously as:

s = zq · ZT (5.13)

Where ZT is the transpose of Z.

5.3.2 Matching Simulation Methodology

Two implementations are considered for similarity computation: single-query matching

and batch-query matching. Although both approaches are mathematically equivalent,

they differ in how payload reconstruction and similarity computation are executed. For

a single query image, similarity can be expressed as:

s = zq · ZT (5.14)

where Z is the matrix formed by stacking all reconstructed embeddings from blockchain

payloads. In the single-query matching mode, each query image is processed indepen-

dently. For each query, the gallery matrix Z is retrieved from the offline data, and the

similarity is computed with respect to all stored embeddings. This process is repeated

for each query image.

In contrast, in the batch-query matching mode, payloads are retrieved and reconstructed

only once to form a shared gallery matrix Z. Multiple query embeddings are then stacked

into a matrix:

Q ∈ RM×D (5.15)
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Figure 5.1: Single Match workflow

where M is the number of query images. The similarity matrix is computed as:

S = QZT (5.16)

where S ∈ RM×N contains similarity scores between all query images and stored em-

beddings.

Although both approaches use the same cosine-similarity formulation, batch-query match-

ing improves computational efficiency by avoiding repeated payload reconstruction and

by leveraging parallel computation on hardware.

5.3.3 Matching Simulation Deploy

To further evaluate the practical performance of the proposed system, a simulation of

a real-world deployment scenario is conducted using the final trained model and its

quantized feature representations stored on the blockchain.

First, 2000 unique images from the test dataset are processed by the model to extract

normalized feature embeddings. These embeddings are then quantized and converted

into payloads, which are stored locally to simulate a synchronized on-chain database of

artworks. Next, 100 query images are selected from datasets that are not used during

either the training or testing phases. These images are assumed to be dissimilar to

the stored images. Each query image is compared against all stored embeddings using
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Figure 5.2: Batch Match workflow

cosine similarity. The simulated matching will use both single-match and batch-match

on these 100 images. A single match performs an image query one by one, as shown in

Figure 5.1, while a batch match queries all 100 images at once, as shown in Figure 5.2.

Since no true matches are expected in this setup, any detected matches are considered

false positives. The false positive rate (FPR) is calculated based on the proportion of

incorrectly identified similar pairs. The average FPR across all query images is used as

the final evaluation metric. In addition, to better approximate real-world conditions, the

2,000 data points used in the FPR evaluation are duplicated to construct an expanded

dataset of up to 100,000 entries. The embedding dequantization time and similarity

computation time are then measured again to evaluate the scalability of the matching

process on large datasets. For detailed results, please see Section 6.8.



Chapter 6

Experiments and Results

This chapter presents the experimental evaluation results of the proposed framework.

First, the system environment and evaluation metrics are introduced. Next, the per-

formance of different visual similarity models is analyzed. Finally, blockchain storage

performance, embedding quantization, and large-scale matching simulations are evalu-

ated to assess the practicality and scalability of the proposed system.

6.1 System Environment

All training in this experiment was performed on a Canadian computing cluster using

an NVIDIA H100 GPU. After saving all training results, the final testing phase uses

an NVIDIA RTX 4080 Super in the WSL(Windows Subsystem Linux) environment to

perform inference, compute performance metrics on the test dataset, and record the

total inference time for each model.

All blockchain evaluation processes were conducted on a personal workstation equipped

with an Intel Core i9-13900HK CPU and an NVIDIA GeForce RTX 4080 Super GPU.

The system is configured with 32 GB of RAM and runs on Windows 11. Model infer-

ence was performed in a Linux-based environment using Windows Subsystem for Linux

(WSL), while blockchain-related operations were executed on the Windows host system.

The deep learning models were implemented using PyTorch. Blockchain experiments

were conducted on Ganache, a local Ethereum test network, with smart contracts de-

veloped and tested using Remix.

37
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6.2 Model Evaluation Metrics

This study uses Accuracy, Area Under the Receiver Operating Characteristic Curve

(AUROC), F1-score, and average precision (AP) as the final performance metrics for

the model.

The Accuracy is calculated as follows:

Accuracy =
TP + TN

TP + TN + FP + FN
, (6.1)

Here, TP , TN , FP , and FN denote the numbers of true positives, true negatives,

false positives, and false negatives, respectively. Accuracy measures the proportion of

correctly classified image pairs among all evaluated samples.

AUROC can be interpreted as:

AUROC =

∫ 1

0
TPR(FPR) d(FPR), (6.2)

where TPR = TP
TP+FN and FPR = FP

FP+TN denote the true positive rate and false

positive rate, respectively. AUROC is a threshold-independent metric that evaluates

the ranking quality of similarity scores. It represents the probability that the model

assigns a higher similarity score to a randomly selected positive image pair than to a

randomly selected negative image pair.

F1-score is calculated as follows:

F1 =
2 · Precision · Recall
Precision + Recall

(6.3)

where Precision = TP
TP+FP and Recall = TP

TP+FN .The F1-score provides a balanced

measure of a model’s classification performance by jointly considering false positives

and false negatives under a fixed decision threshold. In the image similarity setting, a

high F1-score indicates that the model can accurately identify similar image pairs while

effectively suppressing false matches.

The Average Precision (AP) is calculated as follows.

AP =
1

P

N∑
k=1

Precision(k) · y(k) (6.4)

where y(k) ∈ {0, 1} denotes the ground-truth label of the k-th ranked sample, Precision(k)

denotes the precision computed over the top-k ranked samples, and P is the total num-

ber of positive samples.In the image similarity setting, AP reflects how well the model
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ranks truly similar image pairs ahead of dissimilar ones across the entire similarity score

list.

This chapter shows the results of all the experiments performed.

6.3 Blockchain Implementation and Evaluation

This study used Ganache as a blockchain simulation tool and Remix to develop smart

contracts.

6.3.1 Smart Contract Design

The blockchain storage component of the proposed system is implemented through a

Solidity smart contract. The purpose of this contract is to store compact image feature

payloads together with ownership information, so that each artwork can be associated

with both a creator-controlled blockchain address and a feature representation for later

verification. The contract maintains a monotonically increasing counter that serves as

the unique identifier for each stored artwork. A fixed payload length is specified during

contract deployment and stored as an immutable variable. This design ensures that

all stored feature vectors have a consistent byte length, which simplifies validation and

prevents malformed data from being written to the blockchain.

Each artwork is represented by a structure containing the owner’s address and the cor-

responding payload. The owner field records the blockchain address of the artwork’s

submitter, while the payload field stores the quantized feature embedding, encoded as

a byte array. To support storage operations, the contract provides both single-item and

batch interfaces. The store() function stores one payload at a time, while storeMany()

allows multiple payloads to be inserted within a single transaction. Batch insertion is

introduced to reduce the overhead of repeated transactions and improve storage effi-

ciency when multiple embeddings must be uploaded. The contract also supports post-

deployment modification through update() and updateMany(). These functions allow

an existing payload to be replaced only if the caller is the artwork’s recorded owner.

This ownership check prevents unauthorized modification of previously stored records

or a feature vector change due to a model update. Several validation mechanisms are

included in the contract. The payload length must exactly match the predefined con-

tract parameter; empty batch submissions are rejected, and invalid artwork identifiers

are disallowed during update operations.
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6.3.2 Blockchain Storage Evaluation

Blockchain performance and feasibility are evaluated from multiple perspectives, includ-

ing storage cost and retrieval efficiency. First, the cost of uploading feature embeddings

to the blockchain is analyzed in terms of gas consumption. Both single-item operations

and batch operations are considered. Specifically, the total gas consumption and the

average gas cost per embedding are measured for the following scenarios: single embed-

ding storage (store), batch embedding storage (storeMany), single embedding update

(update), and batch embedding update (updateMany). This allows for a comprehensive

comparison of different interaction patterns with the smart contract. Second, the effi-

ciency of retrieving stored embeddings is evaluated. The query performance is measured

by the time required to retrieve multiple payloads from the blockchain and process them

for similarity comparison. The retrieval time is analyzed across different dataset sizes

to assess the system’s scalability. For detailed results, please see Section 6.7.

6.4 Model Training Result

The experimental methods used in this section are derived from Chapter 4. The purpose

of the experiments is to select the best-performing model for further development. Based

on the experimental results, ResNet50 and DeiT-Small were ultimately selected as the

models for this study.

6.4.1 Accuracy Performance Results

The Accuracy results, shown in Figure 6.1, indicate that most models trained with NT-

Xent loss outperformed those trained with BCE loss on the test set. Among these,

ResNet50 and DeiT-Small achieved the highest Accuracy when trained with NT-Xent

loss using Euclidean or cosine distances. Specifically, ResNet50 trained with NT-Xent

loss and Euclidean distance achieved 0.9300, DeiT-Small with NT-Xent and Euclidean

distance achieved 0.9297, and DeiT-Small with NT-Xent and cosine distance achieved

0.9229. In contrast, InceptionResNetV1 performed relatively poorly even with NT-Xent

loss. The lowest Accuracy scores were observed for models trained with BCE loss; the

worst-performing model was InceptionResNetV1 trained with BCE loss and Euclidean

distance, achieving 0.7535 on the test dataset.
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Figure 6.1: Accuracy performance of each model

Figure 6.2: Average precision of each model

6.4.2 Average Precision Performance Results

Similar patterns are observed in AP results (Figure 6.2), where ResNet50 trained with

NT-Xent loss and Euclidean distance achieved the highest score of 0.9747, closely fol-

lowed by ResNet50 with cosine distance. DeiT-Small and ResNet101, trained with the

NT-Xent loss using both Euclidean and cosine distances, also performed similarly, with

AP values ranging from 0.9747 to 0.9713. In contrast, models trained with BCE loss

consistently ranked lower. These results demonstrate that training with the NT-Xent
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Figure 6.3: F1-score of each model

loss maintains high recall while effectively suppressing mismatched samples, thereby

improving stability and robustness in similarity detection tasks.

6.4.3 F1-score Results

The F1-score Results on the test dataset, shown in Figure 6.3, follow a ranking pat-

tern similar to that of Accuracy. ResNet50 with NT-Xent loss and Euclidean distance

leads with a score of 0.9266, closely followed by ResNet50 with NT-Xent loss and co-

sine distance at 0.9265. DeiT-Small with NT-Xent loss, using Euclidean and cosine

distances, performs slightly worse with scores of 0.9260 and 0.9173, respectively. The

worst-performing model is InceptionResNetV1 with BCE loss and Euclidean distance,

scoring 0.7546. These results further confirm the effectiveness of NT-Xent loss in main-

taining balanced classification performance while minimizing false positives and false

negatives.

6.4.4 AUROC Performance

Performance in terms of AUROC, as depicted in Figure 6.4, further confirms these

observations. ResNet50 trained with NT-Xent loss and Euclidean distance again ranked

first, with an AUROC of 0.9652, essentially identical to its cosine distance variant. DeiT-

Small with NT-Xent loss achieved AUROC scores of 0.9632 and 0.9631 for Euclidean and

cosine distances, respectively. As with AP, top-ranked results correspond almost entirely

to NT-Xent loss, while bottom-ranked results mostly involve BCE loss. The worst
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Figure 6.4: AUROC of each model

Figure 6.5: Inference time on test dataset

performer was InceptionResNetV1 with BCE loss and Euclidean distance at 0.8307.

AUROC, being threshold-independent, indicates that NT-Xent loss not only achieves

high Accuracy at specific thresholds but also provides enhanced stability and robustness

in overall similarity ranking and discrimination between similar and different art-image

pairs.
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6.4.5 Inference Time

The model inference time recorded in this experiment includes end-to-end inference time,

including I/O and image preprocessing, to compare the model’s performance overhead.

The results are depicted in Figure 6.5. Results show that none of the models exhibited

significant differences in speed. On the inference test dataset, the fastest model was

InceptionResNetV1, trained with BCE loss and Euclidean distance, which took 104.3

seconds. The slowest model was also InceptionResNetV1 trained with BCE loss and

cosine distance, which took 111.3 seconds. The efficiency experiment indicates that all

the models could be used in practical environments, as they are highly efficient.

Across all four evaluation metrics, models trained with NT-Xent loss consistently out-

performed those trained with BCE loss under the same distance metrics, highlighting

the crucial role of the loss function in model training. NT-Xent-based models are more

effective at reducing both false positives and false negatives while maintaining high recall

on unseen data and suppressing mismatched samples, demonstrating greater stability

and robustness in similarity ranking and retrieval tasks.

Distance metrics also influenced performance, though not to a large extent. Training

with Euclidean and cosine distances generally yielded similar results, whereas Maha-

lanobis distance resulted in comparatively lower performance. When using NT-Xent

loss, the difference between Euclidean and cosine distances was minimal. This indicates

that the choice of loss function is more critical than the choice of distance metric in

achieving optimal performance.

Metric-specific observations further support these trends. F1-score Results (Figure 6.3)

mirrored the Accuracy ranking, with ResNet50 trained using NT-Xent loss and Eu-

clidean distance leading at 0.9266, closely followed by ResNet50 with cosine distance

(0.9265). DeiT-Small with NT-Xent loss scored 0.9260 and 0.9173 for Euclidean and co-

sine distances, respectively, while the worst-performing model was InceptionResNetV1

with BCE loss and Euclidean distance at 0.7546. Validation-test discrepancies in AP

and AUROC were observed for some models, as expected, because these metrics eval-

uate overall ranking quality rather than performance at a fixed threshold. Challenging

positive-negative pairs near the decision boundary in the validation set can slightly re-

duce AP and AUROC, whereas the test set often exhibits clearer separation, yielding

higher scores. Similar patterns were observed for F1-score, while overall Accuracy re-

mained stable due to its sensitivity to the total number of true negatives.

Overall, ResNet50 achieved the best performance, followed by DeiT-Small and ResNet101,

with relatively small differences when trained using NT-Xent loss, suggesting that con-

trastive learning reduces performance gaps across backbone architectures. In contrast,
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Figure 6.6: Accuracy performance of embedding dimension

InceptionResNetV1 exhibited slightly inferior performance, likely because it was origi-

nally designed for triplet loss in the FaceNet framework, whereas this study used BCE

and NT-Xent losses for a controlled comparison. These results indicate that the dataset

characteristics and the similarity discrimination task considered in this study are better

aligned with ResNet50 and DeiT-Small architectures, which provide more robust and

stable performance across evaluation metrics.

6.5 Embedding Dimension Optimization Result Compare

This section shows the performance of ResNet50 and DeiT-smal models trained under

different Embedding Dimension constraints. The models in the following results were

all trained using NT-Xent loss and cosine distance.

6.5.1 Accuracy Performance Results

Figure 6.6 shows the Accuracy performance of ResNet-50 and DeiT-Small across differ-

ent output dimension settings.As the allowed output dimension decreased, the model’s

Accuracy also declined. Although the output dimension constraint gradually decreased

from a maximum of 512 to a minimum of 64, the model’s Accuracy did not drop precip-

itously; the decrease was minor relative to the extent of the dimensionality reduction.
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Figure 6.7: Average Precision of embedding dimension

The Accuracy of ResNet50 decreased from 0.93 in 512 dimensions to 0.9098 in 64 di-

mensions, and the Accuracy of DeiT-Small decreased from 0.923 in 512 dimensions to

0.907 in 64 dimensions.

6.5.2 Average Precision Performance Results

Figure 6.7 shows the Average Precision performance of ResNet-50 and DeiT-Small across

different output dimension settings. As with Accuracy, significantly reducing the number

of dimensions did not cause a precipitous drop in the model’s average precision. However,

the model’s performance decreased very slowly after reducing the number of dimensions.

The average precision of ResNet50 gradually decreased from 0.974 for 512 dimensions

to 0.967 for 64 dimensions, and the average precision of DeiT-Small gradually decreased

from 0.974 for 512 dimensions to 0.966 for 64 dimensions.

6.5.3 F1-score and AUROC Result

Figure 6.8 shows the F1-score, and 6.9 shows the AUROC performance of ResNet-50

and DeiT-Small across different output dimension settings. The performance of the F1-

score and AUROC is similar to that of Accuracy and average precision. They were not

significantly affected by the substantial reduction in dimensionality. The F1-score of

ResNet50 gradually decreased from 0.927 in 512 dimensions to 0.905 in 64 dimensions,

and the AUROC performance decreased from 0.965 in 512 dimensions to 0.956 in 64

dimensions. Similarly, the F1-score of DeiT-Small gradually decreased from 0.917 in
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Figure 6.8: F1-score of embedding dimension

Figure 6.9: AUROC of embedding dimension

512 dimensions to 0.903 in 64 dimensions, and the AUROC performance decreased from

0.963 in 512 dimensions to 0.953 in 64 dimensions.

6.5.4 Inference Time

Figure 6.10 shows the inference time of ResNet-50 and DeiT-Small across different out-

put dimension settings. Reducing the number of output dimensions in the model did

not reduce inference time. The inference times of the models were similar to those in
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Figure 6.10: Inference time of different embedding dimensions

Section 6.4.5, with the longest at 109 seconds for the 512-dimensional-output ResNet50

and the shortest at 101 seconds for the 128-dimensional-output DeiT-Small.

6.6 Embedding Quantization Result Compare

All quantization testing procedures involve quantizing and dequantizing vectors from

ResNet50 and DeiT-Small(both with NT-loss and cosine distance) to different output

dimensions, then comparing the model’s native performance.

6.6.1 Accuracy Performance Results

Figure 6.11 shows the Accuracy performance difference between the ResNet50 native

image embedding output and the quantized image output. The performance difference

is 0.001. Figure 6.12 shows a similar performance result on DeiT-Small; the quantization

did not have a significant impact on the model’s Accuracy.

6.6.2 Average Precision Performance Results

The model’s AP and Accuracy were similar, and quantization had no significant impact

on performance. Figure 6.13 shows ResNet50 performance before and after embedding

quantization. The native output performance is only slightly higher in 128 dimensions;
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Figure 6.11: Accuracy Difference Between ResNet50 Native and Quantized

Figure 6.12: Accuracy Difference Between DeiT-Small Native and Quantized

in other dimensions, performance does not differ significantly after rounding the per-

formance statistics to four decimal places. Figure 6.14 shows the performance of DeiT-

Small. After retaining four decimal places in the performance statistics, the model’s AP

remains almost unchanged before and after quantization.
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Figure 6.13: AP Difference Between ResNet50 Native and Quantized

Figure 6.14: AP Difference Between DeiT-Small Native and Quantized

6.6.3 F1-score and AUROC Result

F1-score and AUROC results for both models also show that quantization had no sig-

nificant impact on model performance. Figure 6.15 and 6.16 show the AUROC and

F1-score of ResNet50, and the results are close. Figure 6.17 and 6.18 show the AUROC

and F1-score of DeiT-Small, and the results are also close.

In conclusion, after applying the quantification method used in this study, no significant
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Figure 6.15: AUROC Difference Between ResNet50 Native and Quantized

Figure 6.16: F1-score Difference Between ResNet50 Native and Quantized

impact on model performance was observed. After further reducing the output em-

bedding dimension and applying quantization–dequantization prior to similarity com-

putation, the same evaluation protocol was applied to the same dataset. The results

indicate that neither dimensionality reduction nor quantization introduces significant

degradation in overall performance for pairwise image comparison.

As shown in the corresponding figures, reducing the embedding dimension has a notice-

able impact on Accuracy and F1-score ( 6.8, 6.6), while its effect on AP and AUROC is

relatively minor ( 6.7, 6.9). This suggests that the model’s ranking capability—i.e., its
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Figure 6.17: AUROC Difference Between DeiT-Small Native and Quantized

Figure 6.18: F1-score Difference Between DeiT-Small Native and Quantized

ability to correctly order samples from most similar to least similar—is largely preserved

under dimensionality reduction. However, the separability between positive and nega-

tive samples decreases, resulting in greater overlap in their similarity score distributions.

Consequently, threshold-based classification performance (Accuracy and F1-score) is de-

graded.

In the comparison of quantization results, the quantization–dequantization process shows

a negligible impact on most evaluation metrics. For Accuracy ( 6.11, 6.12), F1-score

( 6.16, 6.18), and AUROC ( 6.15, 6.17), the performance before and after quantization
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Figure 6.19: Storage Cost

is nearly identical, even when reported to four decimal places. A minor deviation is

observed in the AP metric for the 128-dimensional ResNet50 model ( 6.13), where a small

gap exists between native and quantized outputs; however, this difference is negligible.

In contrast, DeiT-Small does not exhibit any noticeable degradation in AP ( 6.14).

These results indicate that the proposed quantization method introduces only a con-

trollable, minimal loss of precision on the current dataset. Meanwhile, it significantly

reduces the storage requirements of the embedding representations without compro-

mising model performance, making it well-suited for resource-constrained environments

such as on-chain storage.

6.7 Blockchain Storage/Update Cost and Read Performance

This study uses Ganache to simulate a blockchain. The storage gas consumption method

was tested by storing different amounts of payload in a single batch, and the update

method was tested by updating different amounts of payload in a single batch.

6.7.1 Storage Cost

Figure 6.19 shows the relationship between storage cost and different lengths of payload,

where N is the number of payloads stored at one time. The results show that storage

costs increase linearly with the amount of data stored. Longer payloads have higher



Experiments and Results 54

Figure 6.20: Average Storage Cost

storage costs. When storing 100 images at a time, a 513-byte payload will consume

43,233,242 gas, a 257-byte payload will consume 25,081,082 gas, a 129-byte payload will

consume 15,995,588 gas, and a 65-byte payload will consume 11,452,805 gas. Figure 6.20

shows the average store gas cost per payload. The results show that the storage cost of

a single payload is highest at any length. When storing 10 payloads at once, the storage

cost decreases and stabilizes. However, as N increases, the average cost decreases slightly.

Ultimately, when storing 100 payloads at once, the average cost is 432,332 gas for a 513-

byte payload, 250,810 gas for a 257-byte payload, 159,955 gas for a 129-byte payload,

and 114,528 gas for a 65-byte payload.

6.7.2 Update Gas Consumption

Figure 6.21 shows the relationship between update cost and different lengths of payload,

when N is the number of update payloads at one time. The results show that larger

payloads not only cost more to store but also consume more gas for updates. However,

the updated gas consumption of all payloads is significantly lower than their storage gas

consumption. When N is 100, the total update cost is 10,133,748 gas for a 513-byte

payload, 5,669,264 gas for a 257-byte payload, 3,454,700 gas for a 129-byte payload, and

2,327,816 gas for a 65-byte payload. Figure 6.22 shows the average update gas cost per

payload. The results show that the upload cost of a single payload is the highest. When

updating 10 payloads at once, the storage cost decreases and stabilizes. As N increases,

the average cost also decreases slightly. When N is 100, the average costs are 101,337
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Figure 6.21: Update Cost

Figure 6.22: Average Update Cost

gas for a 513-byte payload, 56,692 gas for a 257-byte payload, 34,547 gas for a 129-byte

payload, and 23,278 gas for a 65-byte payload.

6.7.3 Blockchain Read time

Figure 6.23 shows the total read time for reading a number of N payloads. The results

show a linear relationship between read duration and the number of reads. Furthermore,
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Figure 6.23: Time Cost to Read Payload

longer payloads also slow down read time, but not significantly. With N = 500, a 513-

byte payload took 15700 ms to read, a 257-byte payload took 14594 ms, a 129-byte

payload took 11773 ms, and a 65-byte payload took 9112 ms.

A comparison of on-chain gas consumption after quantizing the model outputs reveals

a clear positive linear relationship between the total gas cost and the amount of data

uploaded. In addition, the size of each data point is strongly correlated with gas con-

sumption; larger payloads incur higher gas fees ( 6.21).

Furthermore, each smart contract invocation introduces a fixed overhead cost, regardless

of the amount of data being uploaded. As shown in Figure 6.22, uploading a single data

point results in the highest gas cost per data point due to this overhead. As the number

of data points per transaction increases, the average gas consumption per data point

decreases because the fixed cost of contract invocation is amortized across more data

points. This effect is most pronounced when increasing the batch size from 1 to 10 data

points, after which the reduction in average cost gradually stabilizes.

However, the number of data points that can be uploaded in a single transaction is

constrained by the block gas limit. Under the same gas limit, smaller payloads (e.g.,

65-byte embeddings) allow more data points to be stored per transaction, whereas larger

payloads (e.g., 513-byte embeddings) incur higher per-item gas costs, thereby limiting

the number of data points per batch upload.

To provide an intuitive understanding of on-chain storage costs, gas consumption is

converted into an estimated monetary value. Assuming a gas price of 20 Gwei and an
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ETH price of 3000 USD, the cost of storing a single 513-byte payload is approximately

27.55 USD, while a 65-byte payload costs approximately 9.50 USD.

When storing 100 data points in a batch, the cost per data point decreases to approx-

imately 25.94 USD for 513-byte payloads and 6.87 USD for 65-byte payloads. This

demonstrates that reducing the payload size significantly lowers on-chain storage costs,

achieving up to a 73% reduction when comparing 513-byte and 65-byte embeddings.

Additionally, batch storing further reduces the average cost per data point by amortizing

the fixed gas overhead of smart contract invocation. This effect is more pronounced for

smaller payloads, indicating that combining dimensionality reduction with batch storage

provides substantial improvements in cost efficiency.

It should be noted that these values are only illustrative, as gas prices and ETH market

values are highly variable. Therefore, all primary analyses in this study are conducted

in terms of gas consumption rather than monetary cost.

The testing of the blockchain also included testing the updating of existing payloads on

the chain. Results showed that updating the payload consumed significantly less gas

than storing the payload ( 6.21, 6.22).

While reducing the payload size significantly lowers on-chain storage cost, its impact

on retrieval latency is comparatively limited. The blockchain read latency increases

approximately linearly with the total number of stored payloads( 6.23). While the size

of individual payloads has some impact on the read time, this effect is relatively limited

compared to the influence of the dataset size. This suggests that the overall retrieval

latency is dominated not only by data transfer but also by fixed overheads such as smart

contract execution and RPC communication.

6.8 Matching Simulation

6.8.1 FPR rate from simulation

Figure 6.24 shows the average similar count of 100 new images versus 2000 unique image

payloads between two models. Since all the images are considered unique, any similar

count will be seen as a false positive. The results show that the best-performing model

in the simulation is DeiT-Small with a 512-dimensional output; its average similar count

is 7.96, corresponding to a false-positive rate of 0.398%. The average similar count

for ResNet50 with a 512-dimensional output is 23.87, corresponding to a false-positive

rate of 1.193%. When models have a lower-dimensional output, ResNet-50 outperforms
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Figure 6.24: Average Similar Count

DeiT-Small, and it outperforms DeiT when the dimensionality is reduced to 128 or

64. The worst performance of both models occurred in the 128-dimensional output,

with ResNet50 achieving an average similar count of 51.92 (2.596%) and DeiT-Small

achieving 65.96 (3.298%).

In the simulation experiments, the impact of embedding dimensionality on model perfor-

mance follows a trend consistent with previous evaluations. Both models achieve their

best performance under the 512-dimensional output configuration, while the average

number of false positives increases as the embedding dimension decreases.

However, unlike earlier results, DeiT-Small outperforms ResNet50 under high-dimensional

configurations, but underperforms when the embedding dimension is reduced. As illus-

trated in Figure 6.24, the performance curve of ResNet50 is relatively smooth, whereas

DeiT-Small exhibits a steeper trend, suggesting that DeiT-Small is more sensitive to

changes in embedding dimensionality.

Notably, DeiT-Small demonstrates superior performance under the 512-dimensional con-

figuration. In the 100 vs. 2000 matching scenario, it achieves an average of 7.96 false

positives, corresponding to a false-positive rate of approximately 0.398%. In compari-

son, ResNet50 produces 23.87 false positives, with a false-positive rate of 1.19%. This

indicates that, in high-dimensional settings, DeiT-Small achieves greater separability

between positive and negative samples and provides stronger suppression of false posi-

tives.
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Figure 6.25: De-quantization Time Cost

Interestingly, both models exhibit their highest false-positive rates at the 128-dimensional

configuration. DeiT-Small records an average of 65.96 false positives (3.298%), while

ResNet50 yields 51.92 false positives (2.596%). Despite this increase, the overall per-

formance in this dimension remains within an acceptable range, indicating that both

models still maintain a reasonable degree of separability.

The inferior performance at 128 dimensions may be attributed to a suboptimal trade-

off between feature compression and representation capacity. Compared with the 64-

dimensional setting, 128-dimensional embeddings may retain more non-discriminative

information, leading to greater overlap between positive and negative samples and, con-

sequently, a higher false-positive rate.

6.8.2 Time Cost on Large-Scale Data

In the large-scale data simulation experiment, the method in the FPR test was still used,

and 100 new query images were matched with existing images of different sizes based

on similarity. The number of existing images was gradually increased from 10,000 to

100,000 to evaluate the system’s performance under different data scales.

6.8.2.1 De-Quantization Time

Figure 6.25 shows the De-quantization time for different numbers and types of payload.

This figure shows that the de-quantization time of image embeddings is approximately
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Figure 6.26: Batch-Match Similarity Calculation Time

linearly related to the data size. As the number of images to be dequantized increases,

the overall processing time also increases linearly.

Furthermore, the dimensionality of the embedding has a relatively limited impact on

dequantization time. Although lower-dimensional feature vectors are computationally

less expensive, the overall time does not decrease proportionally with decreasing di-

mensionality. This is because the dequantization process is primarily affected by fixed

overhead (such as payload decoding and tensor construction), rather than being en-

tirely determined by dimension-wise computation. However, overall, the dequantization

time is acceptable. Dequantizing 100,000 512-dimensional images takes 858.3 ms, while

dequantizing 100,000 64-dimensional images takes 636.9 ms.

6.8.2.2 Similarity Calculation Time

Figure 6.26 shows the similarity computation time under different configurations. In

the batch-match mode, the computation time increases approximately linearly with the

size of the dataset. As the number of stored embeddings grows, the computation time

increases accordingly.

Furthermore, embedding dimensionality affects the computational cost, where higher-

dimensional embeddings require more processing time. For example, 512-dimensional

embeddings consistently take longer than 64-dimensional embeddings. However, overall,

the computation cost of similarity calculation in batch-match mode remains very low.
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Figure 6.27: Single-Match Average Similarity Calculation Time

Even when comparing 100 query images against 100,000 stored embeddings with 512-

dimensional representations, the total computation time is only approximately 56.5 ms.

Unlike batch-match, which performs a single global similarity computation, the single-

match mode is designed to simulate real-time query scenarios. In this mode, each query

image is processed independently and compared against all stored embeddings. This

process is repeated until all query images are evaluated.

Therefore, to provide a more intuitive comparison, both the average per-query simi-

larity computation time and the total computation time in the single-match mode are

evaluated and compared with the one-time computation cost in the batch-match mode.

Figure 6.27 shows the average similarity computation time for a single query image

against datasets of varying sizes. The results indicate that the per-query computation

time remains relatively stable, typically ranging between 5 ms and 8 ms. In a single

computation, the single-match mode is faster than the batch-match mode because it

operates on a smaller matrix, resulting in lower per-run computational overhead.

However, when considering the total computation time (see Figure 6.28), the single-

match mode is significantly slower than the batch-match mode. This is because single-

match repeatedly performs similarity calculations for each query image, introducing

substantial redundant computation.

When processing the same 100 query images as in the batch-match setting, the total

similarity computation time of single-match reaches approximately 500–800 ms, which

is significantly higher than the 56.5 ms required by batch-match. This demonstrates
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Figure 6.28: Single-Match Total Similarity Calculation Time

Figure 6.29: Batch-Match Feature Extraction Time

that although single-match is efficient for individual queries, the repeated computation

makes it inefficient for large-scale scenarios, whereas batch-match achieves significantly

better overall performance by avoiding redundant calculations.

6.8.3 Feature Extraction time

Figure 6.29 shows the time taken for feature extraction of images in Batch Match

mode. These images were loaded into the existing database, and features were extracted
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Figure 6.30: Single-Match Feature Extraction Average Time

Figure 6.31: Single-Match Feature Extraction Total Time

in batches. The execution times of ResNet50 and DeiT-Small are similar, both around

300ms. Figure 6.31 shows the average time the model takes to extract features from a

single image in Single-Match mode. ResNet50 and DeiT-Small perform similarly, each

requiring approximately 60-70 ms. Furthermore, the model extracts features in a single

pass, fewer than in batch mode, because it extracts features from only one image at a

time. Figure 6.31 shows the total time taken to extract features from 100 images in

single match mode. The time is significantly longer than in batch-match mode, reaching

600-700 ms.
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The performance of the feature extraction and similarity calculation stages exhibits

similar patterns. Batch-match, by processing more data at once, can make fuller use of

hardware resources and reduce the overhead of repeated data loading and scheduling. In

contrast, although single-match takes less time in a single feature extraction, it requires

repeated loading, scheduling, and other system-related operations, resulting in higher

overall cumulative overhead and a significantly longer total time than batch-match.

In conclusion, from a system performance perspective, batch matching is significantly

more computationally efficient than single matching. It reduces redundant computation

by processing multiple query tasks simultaneously, thereby significantly reducing overall

computation time.

However, from a user experience perspective, batch-matching is not always the optimal

choice. Its implementation typically relies on triggering mechanisms, such as building

an upload pool in the system and setting triggering conditions (e.g., the number of data

in the pool or time intervals). Only when these conditions are met will the system send

the accumulated data in batches to the processing pipeline for similarity calculation.

Therefore, although batch-matching is more computationally efficient, its non-real-time

processing introduces additional waiting time, impacting the user’s immediate response

experience. This reflects a typical trade-off in system design: real-time processing

(single-matching) provides faster responses but incurs higher computational overhead,

whereas batch processing (batch-matching) reduces resource consumption by improving

computational efficiency but at the cost of increased user waiting time.



Chapter 7

Conclusion and Future Work

7.1 Conclusion

This research investigated the feasibility of combining deep visual models with blockchain

for artwork similarity detection and ownership verification. First, convolution-based

and transformer-based Siamese models were evaluated under different loss functions and

distance metrics. Then, the output embeddings were compressed and quantized. Finally,

the feasibility of storing quantized image features directly on-chain was analyzed, and a

real-world simulation was performed.

The experimental results show that the ResNet50 model trained with the NT-Xent

loss and Euclidean distance achieved the best overall performance among the evaluated

settings, while the transformer-based DeiT-Small delivered competitive results and ex-

hibited strong generalization. In general, NT-Xent loss consistently outperformed BCE

loss across multiple evaluation metrics, including accuracy, AP, F1-score, and AUROC.

This is because NT-Xent directly optimizes the relative structure of the embedding

space, enabling the model to learn more discriminative feature representations for image-

similarity tasks. By contrast, BCE formulates the problem as binary classification, which

is less effective in preserving ranking quality and fine-grained similarity relationships.

Moreover, within the NT-Xent framework, Euclidean and cosine distances showed stable

performance and generally outperformed Mahalanobis distance.

The dimensionality reduction experiments further indicate that reducing the output

dimension does not significantly affect ranking performance or pairwise comparison ac-

curacy. However, the simulation results reveal that lower-dimensional embeddings tend

to yield higher false-positive rates in large-scale matching scenarios. This suggests that

while lower-dimensional representations are more storage-efficient, they may sacrifice ro-

bustness in practical deployment. In comparison, feature quantization introduced little

65
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to no noticeable accuracy loss, demonstrating that it is a practical solution for reducing

storage overhead without substantially degrading model performance.

From the blockchain perspective, the results confirm that directly storing quantized im-

age features on-chain is feasible. Even for the largest tested payload size of 513 bytes,

the on-chain storage cost remained within a manageable range. In the simulated de-

ployment scenario, DeiT-Small with higher-dimensional outputs demonstrated stronger

generalization, suggesting that the proposed system could reduce manual effort in art-

work ownership verification and plagiarism screening. Overall, this study demonstrates

that integrating visual similarity models with blockchain is a viable approach for building

a secure and practical artwork verification system.

7.2 Future Work

There are several directions for future work. First, the proposed system can be evaluated

on larger, more diverse art datasets to further examine its robustness and generaliza-

tion in more realistic scenarios. Second, more advanced vision models may be explored

to improve similarity detection performance while maintaining compact feature repre-

sentations suitable for blockchain storage. Third, since lower-dimensional embeddings

were observed to increase the false-positive rate in the final simulation, future research

may focus on developing more effective projection and compression strategies that re-

duce storage costs without sacrificing robustness. Finally, the current system could

be extended into a more comprehensive artwork verification platform by incorporat-

ing real-world blockchain deployment, ownership transfer mechanisms, and improved

human-in-the-loop review processes.



Appendix A

Output example

A.1 scale clip table

This table shows the relationship between the model dimensions (ResNet50 and Diet-

small) and the scale factor. ”No” indicates that the clip limit was not triggered after

scaling multiplied by 2k, while ”yes” indicates that it was. The model is tested using

the test dataset.

Table A.1: Quantization Feasibility under Different k Values

Dimension k=15 k=16 k=17 k=18

64 no yes yes yes

128 no no yes yes

256 no no yes yes

512 no no no yes

A.2 Payload Example

Here is an example of a 128-dimensional payload:

67
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Figure A.1: Example of a 128-dimensional payload structure



Bibliography

[1] Nicolás Serrano and Alejandro Belloǵın. Siamese neural networks in recommen-
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