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Abstract

The digitalization of power systems—enabled by technologies such as digital substations
and Wide-Area Monitoring, Protection, and Control (WAMPAC) systems—has improved
automation, visibility, and system control. However, this increased reliance on data and
communication networks has also increased the system’s vulnerability to cyber threats.
Among them, False Data Injection Attacks (FDIAs) are particularly concerning due to their
stealth and potential to disrupt core grid functions. Their far-reaching impact highlights
the urgent need for comprehensive vulnerability assessments and robust defense strategies
to protect digitalized power systems.

In response to these challenges, this thesis investigates two high-impact FDIA scenarios:
(1) coordinated, stealthy attacks targeting Phasor Measurement Unit (PMU)-based state
estimation, and (2) falsification of protection signals targeting distance relays. For each
case, the thesis first conducts a detailed vulnerability analysis to assess attack feasibility
and impact. Building on these insights, it then develops defense strategies to enhance the
cyber-physical resilience of modern power systems.

The first part of this thesis evaluates the vulnerability of PMU-based state estimation
to multi-step, stealthy FDIAs, in which adversaries coordinate sequential manipulations of
PMU measurements not only to evade bad data detection but also to amplify the cumula-
tive impact on system operation. To model this attack process, a vulnerability assessment
framework is proposed based on a Markov Decision Process (MDP) integrated with bi-
level optimization. The MDP, solved using Q-learning, models the attacker’s sequential
decision-making and yields a vulnerability index that enables operators to assess system
impact and identify critical attack stages for targeted defense.

This analysis highlights a key insight: while stealthy FDIAs on state estimation typ-
ically require coordinated manipulation of multiple correlated PMUs—an operationally
complex task—compromising a single Phasor Data Concentrator (PDC), which aggregates
data from these PMUs, allows an attacker to simultaneously alter all associated measure-
ments. This significantly increases the feasibility and potential impact of the attack. Yet,
most defense strategies remain focused on individual PMUs, overlooking the critical role
of PDCs as centralized aggregation points and high-value attack targets.

To address this overlooked threat, the second part of this thesis proposes a tri-level
defender—attacker—operator optimization framework for redesigning PMU-to-Super PDC
(SPDC) assignments as a defense mechanism against stealthy FDIAs targeting state es-
timation. The objective is to minimize vulnerability to such attacks while accounting for
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communication constraints such as transmission delays. Leveraging Software-Defined Net-
working (SDN), the framework enables dynamic reassignment of PMUs to SPDCs without
additional cost, providing system operators with a practical and scalable defense strategy.

To further strengthen data aggregation—based defense strategies, it is crucial to consider
not only the assignment of PMUs to PDCs but also the cyber-layer structure—including
communication paths—as both a source of system vulnerability and a target for defense
strategies. Building on this, the thesis analyzes the often-overlooked role of the cyber layer
in vulnerability to stealthy FDIAs and introduces a Cyber-Physical Risk Metric (CPRM)
that combines both the likelihood and physical impact of attacks. The CPRM quantifies
risk by combining the physical consequences of losing a transmission line with the prob-
ability that such a loss results from a stealthy FDIA. This probability is estimated by
identifying minimal critical PMU sets whose compromise could stealthily overload trans-
mission lines, using an algorithm that solves multiple bi-level optimization problems. Next,
Bayesian Attack Graphs (BAGs) are developed for each substation and communication link
to model potential access pathways and calculate the probability of compromising the iden-
tified critical PMU sets. The thesis then proposes an optimization-based data aggregation
reconfiguration scheme that leverages SDN to dynamically reconfigure both PMU-to-PDC
assignments and their communication paths, minimizing the risk quantified by the devel-
oped metric and serving as a defense mechanism against stealthy FDIAs.

Finally, this thesis addresses FDIAs targeting distance protection and demonstrates
that falsified measurements can severely compromise fault detection and isolation, thereby
threatening power system security and stability. To defend against such attacks, a cyber-
resilient protection scheme is proposed, which activates during cyber threats and tem-
porarily backs up distance relays to maintain system integrity. The proposed protection
scheme mimics the zone-based fault detection of distance relays but leverages traveling
waves (TWs)—which are the natural signatures of real faults—along with dedicated hard-
wired current measurements and a Random Forest (RF) classifier to identify faults in each
zone. The RF classifier is trained on the attenuation patterns of TW frequency components
as they propagate from fault locations to the line terminal. Since attenuation patterns de-
pend on both frequency and travel distance, the RF classifier can accurately determine
the fault zone by extracting frequency-related features from the first TW using a wavelet
transform and analyzing its attenuation characteristics.
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Chapter 1

Introduction

The increasing complexity and dynamic behavior of modern electric power systems, driven
by the integration of renewable energy resources, distributed generation, and evolving load
patterns, have necessitated significant advancements in grid monitoring, protection, and
control technologies [88]. To address this growing demand, Wide-Area Monitoring, Pro-
tection, and Control (WAMPAC) systems, together with digital substations, have emerged
as critical enablers for enhancing grid resilience, situational awareness, and operational
flexibility. WAMPAC systems leverage time-synchronized phasor measurements to provide
operators with a system-wide, real-time view of grid dynamics, enabling early detection of
disturbances, improved situational awareness, and coordinated wide-area protection [86].
Concurrently, digital substations replace conventional analog infrastructures with advanced
communication networks and Intelligent Electronic Devices (IEDs), supporting flexible,
automated, and efficient protection and control functions at the substation level [64]. Col-
lectively, WAMPAC systems and digital substations constitute the two main elements of
the modern smart grid, facilitating the seamless integration of renewable energy, improv-
ing operational visibility, and enabling rapid, informed control actions to maintain grid
security and resilience [88, 86, 64].

However, the increasing reliance on digital communication technologies, standardized
protocols, and information-centric architectures in both WAMPAC systems and digital
substations has significantly expanded the cyber-physical attack surface. Although the
interconnected nature of these systems provides substantial operational benefits, it simul-
taneously introduces novel vulnerabilities that may be exploited by sophisticated cyber ad-
versaries. [88]. Ensuring the cybersecurity and reliability of these critical infrastructures
is therefore paramount for safeguarding the stability, security, and resilience of modern
power grids. Consequently, analyzing the vulnerability of these systems to cyber threats



and developing effective defense mechanisms is highly necessary. In the following sections,
a concise background on WAMPAC systems and digital substations is provided, followed
by a discussion of existing research, identified gaps, and the specific contributions of this
thesis.

1.1 Wide Area Monitoring, Protection, and Control
System

In general, WAMPAC systems are composed of three main subsystems: the Wide-Area
Monitoring System (WAMS), the Wide-Area Protection System (WAPS), and the Wide-
Area Control System (WACS) [11]. Figure 1.1 depicts the architecture of a wide-area mea-
surement system within the power grid, which is essential for the operation of WAMPAC
applications. As shown in Figure 1.1, PMUs provide the control center with measurements
that are time-synchronized using the GPS signal. The measurements collected by PMUs
are initially transmitted to PDCs via a communication network, where they are rearranged
in chronological order. Subsequently, the sorted measurements are sent to the Super PDC
of the control center to be utilized in WAMPAC applications.

)
GPS
3 Super PDC B
[‘m][' $ Control Center Satelite

Figure 1.1: The architecture of wide area measurement system within the power systems.
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Figure 1.2: The application of WAMPAC system.

The applications operating within the WAMPAC system are depicted in Figure 1.2
and include numerous critical functions such as oscillation damping, emergency protec-
tion, voltage stability monitoring, and more. By utilizing synchronized data collected
from PMUs, WAMPAC systems enable real-time monitoring and control of power grids,
contributing to enhanced grid operational efficiency and reliability [88]. In addition to
supporting WAMPAC functions, the data acquired from PMUs can also be leveraged by
the Energy Management System (EMS). By providing high-resolution, time-synchronized
measurements across the grid, PMU data enhances State Estimation (SE), improves the
accuracy of network models, and supports advanced control and optimization functions
within the EMS. This integration enables more reliable, secure, and efficient grid opera-
tion.

Nevertheless, the integration of WAMPAC systems introduces new operational and
cybersecurity challenges due to their reliance on communication networks and digital in-
frastructures. As WAMPAC systems become an integral part of the smart grid, ensuring
their security and resilience against cyber threats has become paramount.

1.1.1 Cybersecurity Challenges in WAMPAC System

The three main components of WAMPAC systems— PMUs, PDCs, and communication
links—are essential for system operation but also present significant cybersecurity vulnera-



bilities [12, 68, 47, 88]. WAMPAC elements are susceptible to several types of cyberattacks,
including data integrity attacks, Denial of Service (DoS) attacks, time-based attacks, re-
play attacks, and traffic analysis attacks. Among these threats, ensuring data integrity is
particularly critical, as the reliability and accuracy of WAMPAC applications depend heav-
ily on the trustworthiness of measurement and control data [88]. A compromise in data
integrity can lead to erroneous decision-making processes that jeopardize system stability
and security.

Within WAMPAC systems, data integrity attacks may manifest in various forms, in-
cluding the alteration of PMU measurements [22, 94|, manipulation of breaker statuses [57],
injection of malicious control commands [6], and falsification of the Area Control Error
(ACE) signal [76]. These attacks, whether executed individually or in combination, can
escalate into sophisticated and highly damaging cyber incidents, underscoring the critical
need to safeguard data integrity.

Among the various types of data integrity attacks, SFDIAs targeting SE have emerged
as a significant concern for the security of the power system. A carefully designed SF-
DIA can bypass the Bad Data Detection (BDD) mechanisms embedded within the SE
process—one of the most critical functions in WAMPAC and EMS—allowing falsified sys-
tem states to be presented to operators without raising alarms [42]. When successful,
such attacks compromise the system state, which not only misleads operators’ situational
awareness but also undermines the core functionalities of WAMPAC and EMS. These
functionalities include real-time monitoring, wide-area protection schemes, and emergency
control actions in WAMPAC, as well as contingency analysis and optimal power flow calcu-
lations in EMS—all of which depend on accurate and trustworthy system information [20].
When this information is corrupted, control decisions may be based on false data, poten-
tially triggering inappropriate actions that jeopardize grid stability and increase the risk of
widespread disturbances. Given their stealthy nature and the far-reaching consequences of
a successful attack, SFDIAs pose a serious threat to grid resilience. This underscores the
urgent need for comprehensive vulnerability assessments and the development of robust
defense mechanisms to safeguard the operational integrity of modern power systems.

1.1.2 Vulnerability Analysis of WAMAPC Systems to SFDIAs:
State-of-the-Art and Research Gaps

The vulnerability of WAMPAC systems to SFDIAs is often evaluated using a bi-level
optimization framework [94, 44, 54, 28 85, 29, 98]. In this framework, the upper level sim-
ulates the attacker’s objectives and constraints, while the lower level models the system’s



response to the compromised data. This method accurately identifies the worst-case attack
scenarios by maximizing the potential impact (e.g., economic loss or physical damage) an
attacker could inflict on the system. For instance, the authors of [94, 44] demonstrate
that SFDIAs can cause substantial economic losses by deceitfully persuading operators
to steer the power system away from its most cost-effective operating points. Addition-
ally, as shown in [54, 28, 29, 98, 69, 85], SFDIAs can result in physical damage, which is
particularly critical as it directly compromises the stability and reliability of the system.
Such damage can occur if an attacker misleads the operators into making decisions that
violate the operational constraints of the grid. For example, as detailed in [54], SFDIAs
can deceive the operators into dispatching generators in a manner that causes one or more
transmission lines to become significantly overloaded, triggering protective relays to trip
the lines. Moreover, the authors of [28, 69] demonstrate that simultaneous overloading of
several lines due to SFDIAs can lead to cascading failures.

Research Gaps in Vulnerability Analysis of WAMPAC System to SFDIAs

Despite the abundance of literature on the vulnerability analysis of WAMPA systems to
SEFDIAs, several critical aspects have not been adequately studied. Firstly, these vul-
nerability analyses generally assume that an attacker executes the SFDIA in a single
step [44, 99, 94, 58, 60, 21, 95, 54, 28, 29, 56, 98, 69]. Based on this premise, SFDIAs
are considered capable of causing significant physical impacts on the system only under
specific conditions: when the power system operates near its operational constraints [28],
or when FDIAs are coordinated with topology attacks [30, 93]. If these conditions are not
met, the attack may not significantly affect the system’s stability or performance. However,
this assumption may not always hold, as attackers with access to a dataset can manipulate
it over several steps. For instance, an attacker may strategically deploy SFDIAs across
multiple time steps with the goal of amplifying their cumulative impact. Nevertheless, the
vulnerability of power systems to such multi-step SFDIAs has not yet been thoroughly
analyzed. This could lead to an underestimation of the system’s vulnerability to SFDIAs.

The second gap in the existing literature is the neglect of the cyber layer in vulner-
ability analyses. While such analyses emphasize that executing SFDIAs requires access
to and manipulation of data from numerous PMUs within the system, they rarely exam-
ine the feasibility of obtaining this access. In reality, such feasibility depends heavily on
the specifications of the cyber layer and the structure of data aggregation. Most existing
studies largely overlook the cyber layer and instead impose arbitrary limits on the number
of measurements that can be manipulated [94, 44, 54, 28]. However, this approach over-
simplifies the complex hierarchical data aggregation architecture, which involves multiple



PMUs, PDCs, and communication links. Such oversimplification can result in omitting
critical vulnerabilities that significantly influence the results of vulnerability analysis and
may ultimately lead to ineffective defense measures. For example, an attacker might gain
access to data from several PMUs by compromising a single PDC or communication link.
However, such a scenario is not considered in current vulnerability analysis, resulting in a
focus on defense measures that primarily secure individual PMUs.

1.1.3 Defense Strategies Against SFDIAs: State-of-the-Art and
Research Gaps

The defense mechanisms against SFDIAs can be broadly categorized into three main
classes: proactive physical layer-based approaches, proactive cyber layer-based approaches,
and reactive cyber layer-based approaches, which are described below.

e Proactive Physical Layer-Based Approaches: These methods focus on the
physical infrastructure of the power system to enhance resilience against SFDIAs.
For instance, the authors in [26, 32, 90] propose preventive generation dispatch strate-
gies to mitigate the risks of line overloads and potential blackouts. These strategies
ensure that even when false data is injected, transmission lines remain within safe
operational limits. Similarly, [80] introduces a secure unit commitment approach to
maintain grid operation under attack conditions.

e Proactive Cyber Layer-Based Approaches: These methods focus on strength-
ening the cyber layer by securing selected PMUs against cyberattacks. They can be
further divided into two subcategories based on the scope of protection. The first
subcategory, as represented by works such as [82, 59], aims to comprehensively pro-
tect PMUs to ensure that no stealthy attacks can be launched. For example, [59]
formulates a bi-level optimization problem to identify the minimum number of mea-
surements that must be secured to prevent an attacker from executing an SFDIA.
The second subcategory, exemplified by studies such as [87, 36], focuses on safeguard-
ing only the most critical PMUs to mitigate the risk of high-impact SFDIAs. These
approaches often employ tri-level optimization frameworks to model the interactions
between the attacker and the power system operator. For instance, [36] proposes
a tri-level model to determine the optimal set of measurements to protect, thereby
minimizing the adverse impact of FDIAs on operational costs.

¢ Reactive Cyber Layer-Based Approaches: Unlike proactive methods, reactive
strategies mitigate cyberattacks after they have been detected. These methods typi-



cally focus on restoring system functionality and isolating compromised components.
For example, [55] introduces a self-healing PMU network using Software-Defined Net-
working (SDN), which dynamically reconfigures the network to isolate compromised
devices and restore observability. Similarly, [67] proposes disconnecting high-risk
PMUs based on infection probability, while [49] reroutes communication paths to
contain attack propagation.

Research Gaps in Defense Strategy against SFDIAs

Despite the range of defense mechanisms proposed in the literature, each major class of
defense strategies exhibits critical limitations [26, 32, 90, 80, 82, 59, 67]. Proactive physical
layer-based approaches, although effective at maintaining system stability, often lead to
suboptimal economic performance and increased operational costs, making them less prac-
tical for routine operation. Proactive cyber-layer strategies, particularly those aiming to
secure PMUs, typically require protecting a large number of measurement devices, which
may not be feasible under realistic budget or infrastructure constraints [26, 32]. Even when
prioritizing only the most critical PMUs, their effectiveness can vary significantly depend-
ing on system operating conditions, making complete protection difficult to achieve [36].
Moreover, most of these studies overlook the potential vulnerabilities introduced by the
data aggregation architecture itself, such as the role of PDCs as aggregation points whose
compromise could enable simultaneous manipulation of multiple PMUs. Finally, reactive
cyber-layer defense strategies, while valuable for mitigating the consequences of an attack
after it occurs, cannot proactively address vulnerabilities or prevent attacks before they
are launched [67]. These observations highlight the urgent need for a more comprehensive
defense strategy that does not impose excessive costs, does not depend on specific operat-
ing conditions, does not focus exclusively on PMUs, explicitly considers data aggregation
vulnerabilities, and can be activated proactively before an attack occurs.

1.2 Digital Substation

The increasing complexity of modern power systems, combined with growing demands for
enhanced reliability, efficiency, and operational flexibility, has accelerated the shift from
conventional to digital substations [64]. Digital substations, based on the IEC 61850 stan-
dard, mark a major technological evolution by replacing traditional point-to-point analog
wiring with Ethernet-based digital communication networks that interconnect intelligent



electronic devices (IEDs) [83]. At the core of this transformation are standardized commu-
nication services such as Generic Object-Oriented Substation Event (GOOSE) messaging,
which enables fast, event-driven transmission of protection and control signals, and Sam-
pled Values (SV) communication, which allows the real-time delivery of sampled current
and voltage data from merging units to protection and monitoring IEDs.

The
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chical levels:

e Process Level: This level interfaces directly with primary equipment such as Cur-
rent Transformers (CTs), Voltage Transformers (VTSs), circuit breakers, and discon-
nect switches. Merging Units (MUs) located at the process level collect analog signals
and convert them into digital SVs, transmitting these data streams over communi-
cation networks to higher levels.

e Bay Level: Bay controllers and protection IEDs reside at this level, receiving digital
data from the process level. They perform local protection and control functions,
making rapid decisions based on processed measurements and equipment status.

e Station Level: The station level hosts Human-Machine Interfaces (HMIs), engi-
neering workstations, and Supervisory Control and Data Acquisitions (SCADASs)
systems. It provides centralized monitoring, configuration, and control for the entire
substation, and acts as the interface between the substation and the control center.

e Network Level: This level encompasses the communication infrastructure that
interconnects devices across the substation and beyond. It includes switches, routers,
and Wide-Area Networks (WANs) that facilitate inter-substation and control center
communications.

This layered architecture, enabled by standardized communication protocols, facilitates
interoperability, reduces wiring complexity, and enhances operational efficiency [64]. Nev-
ertheless, this integration of digital communication networks introduces new cybersecurity
vulnerabilities affecting critical components of digital substations, especially protection
functions. Given their essential role in fault detection, isolation, and maintaining overall
power system stability, these functions have become high-risk targets for cyberattacks ca-
pable of severely compromising system reliability and safety. Accordingly, the subsequent
sections focus on protection functions within digital substations and the cybersecurity
threats that endanger them.

1.2.1 Protection Functions in Digital Substations

Protection functions are fundamental to ensuring the stability and security of power sys-
tems. They detect abnormal operating conditions and initiate the timely isolation of faulty
components to prevent system-wide disturbances and potential equipment damage [18]. In
digital substations, these functions are implemented within IEDs, which operate based



on data exchanged over standardized communication networks. Specifically, protection
functions rely on SV messages to receive time-synchronized measurements of current and
voltage, and on GOOSE messages for the rapid exchange of control commands and status
signals. This communication infrastructure enables fast, coordinated, and reliable protec-
tion responses across the substation [14].

There are several protection functions designed to secure transmission lines, including
distance protection, directional ground fault, line differential, over/under voltage protec-
tion, etc. Among these, distance protection plays a particularly critical role in safeguard-
ing high-voltage transmission networks. It enables rapid, zone-based fault detection by
estimating the apparent impedance between the relay location and the fault point using
real-time voltage and current measurements. This impedance-based approach allows dis-
tance protection to distinguish between in-zone and out-of-zone faults, ensuring fast and
selective isolation of the affected line sections while minimizing unnecessary tripping [18].

Due to its speed, selectivity, and coordination capabilities, distance protection is widely
employed as the primary protection scheme for transmission lines and often serves as a
backup for other protection functions. In modern digital substations, it is further en-
hanced through communication-assisted schemes such as Permissive Underreach Trans-
fer Trip (PUTT), Permissive Overreach Transfer Trip (POTT), and Direct Transfer Trip
(DTT) [18]. These schemes rely on high-speed communication between relays at opposite
ends of the line to coordinate trip decisions, thereby improving fault clearance times and
enhancing system dependability in complex grid topologies [43].

The reliability and security of all protection functions—particularly conventional and
communication-assisted distance protection schemes—highly depend on the integrity, au-
thenticity, and availability of digital communication services. This dependence introduces
new cybersecurity vulnerabilities, as the malicious manipulation, delay, or suppression of
critical messages—such as SV and GOOSE—can result in false tripping, protection fail-
ure, or miscoordination between relays. Consequently, assessing the cyber vulnerabilities of
protection systems and enhancing their resilience—especially for distance protection—have
become critical tasks in securing modern power systems.

1.2.2 Cybersecurity Vulnerabilities of Protection Functions in
Digital Substations: State-of-the-Art and Research Gaps

Research on the cybersecurity of protection systems within digital substations is still in
its early stages but has begun to receive increasing attention. For instance, studies such
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as [14, 15] have identified the susceptibility of various types of Line Current Differential Re-
lay (LCDR)—including phasor-based, SV-based, and DC relays—to False Data Injection
Attacks (FDIAs) and Time Synchronization Attacks (TSAs). These studies have also pro-
posed detection mechanisms to mitigate such specific attack types. In parallel, researchers
in [52, 74, 13, 75] have applied machine learning techniques to detect stealthy cyberattacks
targeting LCDRs. However, most of these studies operate under the assumption that local
substation data, such as current and voltage sample values, are inherently trustworthy,
and only data transmitted over external communication links are susceptible to compro-
mise. This assumption significantly limits their applicability, as FDIA scenarios involving
compromised local data can render these methods ineffective for ensuring reliable fault
protection.

Additionally, as discussed in Section 1.2.1, distance protection plays a vital role in secur-
ing transmission lines. However, most existing research has primarily focused on LCDRs,
leaving distance relays relatively underexplored in the context of cybersecurity. To date,
only a limited number of studies have specifically addressed the unique cyber threats and
challenges associated with distance protection schemes. For instance, [39] proposes a de-
fense strategy against cyberattacks targeting distance protection and circuit breaker control
within a digital substation. This strategy employs a collaborative verification mechanism
among [EDs, where devices cross-check configuration settings and validate measurement
consistency using multi-source data comparison. This ensures resilience against FDIAs and
prevents unauthorized modifications to protection settings. However, this approach over-
looks pilot signal attacks and assumes that most relays in the substation remain healthy,
which limits its applicability in adversarial scenarios. Similarly, [43] analyzes vulnerabili-
ties in Communication-Assisted Distance Protection (CADP) schemes, demonstrating how
attacks can trigger cascading outages. It also proposes physical mitigation strategies, such
as communication channel redundancy and directional comparison blocking, to enhance
resilience. While these solutions address pilot signal attacks and DoS threats, they rely
on redundancy, which is neither efficient nor scalable. Furthermore, the study does not
consider scenarios where attackers manipulate data within substations, focusing solely on
pilot signal vulnerabilities. The limitations of these studies highlight the need for more
comprehensive research into the cybersecurity of distance protection schemes, particularly
in addressing pilot signal vulnerabilities and scenarios where measurements within a sub-
station are manipulated.
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1.3 Research Objectives

Driven by the above-mentioned motivations and identified research gaps, this thesis aims
to address these challenges through the following main objectives:

1. Develop a framework to analyze the vulnerability of power systems to multi-step
SFDIAs targeting state estimation, where each step is strategically planned to amplify
the cumulative impact.

2. Develop a cyber-physical risk metric that not only considers the impact of SFDIAs
targeting state estimation but also incorporates the cyber-layer architecture into the
vulnerability analysis.

3. Develop a proactive, cyber-layer-based defense mechanism against SFDIAs targeting
state estimation that does not impose additional costs on the power system.

4. Reveal the vulnerabilities of distance protection within digital substations and inves-
tigate the consequences of cyberattacks targeting these systems.

5. Develop a cyber-resilient distance protection scheme capable of providing zone-based
protection for the power system under cyberattack conditions.

1.4 Dissertation Outline

This dissertation is divided into two main parts. The first part, presented in the next
three chapters, concentrates on the vulnerability analysis of power systems to SFDIAs
against SE, as well as defense mechanisms for securing these functions. The second part,
presented in the subsequent chapter, focuses on the cybersecurity of distance protection
within digital substations and proposes methods for cyber-resilient distance protection
schemes. The individual chapters of this thesis are organized as follows:

Chapter 2 aims to develop a comprehensive framework for assessing the vulnerability
of power systems to multi-step SFDIAs. To achieve this, it first provides essential
background on the operating principles of SE and BDD, and highlights the conditions
under which BDD can be bypassed, allowing false data to remain undetected while
misleading the SE process. It then reviews bi-level optimization models typically used to
assess the vulnerability of WAMPAC systems to SFDIAs, and introduces an integrated
framework that combines bi-level optimization with a Markov Decision Process (MDP)
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to evaluate the system’s vulnerability to multi-step SFDIAs. The proposed MDP is
solved using Q-learning to derive a vulnerability index, which supports operators in
assessing the impact of multi-step SFDIAs and in identifying the attacker’s most critical
actions at each stage, thereby guiding the implementation of effective and targeted
defense strategies.

Chapter 3 targets minimizing the power system’s vulnerability to SFDIAs by opti-
mizing the assignment of PMUs to PDCs. To motivate this goal, the chapter first
demonstrates—through a case study—that the common practice of assigning PMUs to
PDCs based on geographical proximity often results in spatially correlated PMUs being
grouped under a single PDC, making them a critical entry point for stealthy cyberat-
tacks. To address this risk, the chapter proposes a tri-level Defender—Attacker—Operator
(DAO) optimization framework that redesigns the data aggregation scheme from PMUs
to the Super Phasor Data Concentrator (SPDC) at the control center. This framework
aims to minimize vulnerability to SFDIAs by optimizing the PMU-to-PDC assignment.
It not only enhances grid resilience against cyber threats but also accounts for prac-
tical communication constraints, such as data transmission delays. Leveraging SDN,
which enables reconfiguration of the network structure without additional infrastruc-
ture costs, the framework offers a viable defense strategy for power system operators
against FDIAs.

Chapter 4 aims to minimize the power system’s vulnerability to SFDIAs by optimizing
both the assignment of PMUs to PDCs and the structure of the cyber layer, including
communication paths. To achieve this, the chapter first proposes a novel Cyber-Physical
Risk Metric (CPRM) that assesses the system’s vulnerability to SFDIAs by integrating
the physical consequences of transmission line loss—such as load shedding or gener-
ation loss—with the probability of such events being triggered by cyberattacks. The
likelihood of losing a transmission line is quantified by identifying all critical PMUs
sets, defined as sets whose measurements can be manipulated to stealthily overload
a line. These sets are determined through an algorithm that solves multiple bi-level
optimization problems. Subsequently, Bayesian Attack Graphs (BAGs) are developed
for each substation and communication link to model potential access pathways and
compute the probability of compromising these critical PMUs sets. Building on this
vulnerability assessment, the chapter introduces a novel Data Aggregation Reconfig-
uration (DAR) scheme that dynamically reconfigures the cyber-layer structure using
SDN to reduce the risk of successful SFDIAs.

Chapter 5 develops a cyber-resilient distance protection scheme that provides zone-based
protection for power systems under cyberattack conditions. To highlight the need for
such a solution, the chapter first presents a case study demonstrating that conventional
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distance protection schemes are highly vulnerable to FDIAs targeting SV or pilot sig-
nal messages. In response, the proposed scheme replicates the zone-based fault detec-
tion functionality of traditional distance relays, but instead leverages Traveling Waves
(TWs)—the natural signatures of real faults—combined with dedicated hard-wired cur-
rent measurements and a Random Forest (RF) classifier for fault zone identification.
The RF classifier is trained on the attenuation patterns of TW frequency components
as they propagate from fault locations to line terminals. These patterns, which vary
with both frequency and propagation distance, are extracted using wavelet transform
techniques applied to the first arriving TWs, enabling accurate zone classification based
on their attenuation characteristics.

Chapter 6 concludes the dissertation, highlights its contributions, and suggests topics for
future research.
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Chapter 2

Vulnerability Analysis of Power
Systems to Multi-Step SFDIAs

SE is fundamental to modern power system operations, delivering accurate, real-time as-
sessments of the system’s operating state. Reliable SEs underpin critical steady-state
functions—such as economic dispatch, contingency analysis, and Optimal Power Flow
(OPF)—as well as dynamic functions including stability monitoring, oscillation damp-
ing, and wide-area protection coordination [88, 17]. Since these functions rely on timely
and trustworthy system state information, the quality of SE has a direct and substantial
impact on the security, reliability, and overall effectiveness of power system operations.
Accurate SE enables operators to make informed decisions, coordinate protective and cor-
rective actions, and maintain system stability under both normal and contingency con-
ditions. Given this central role, the compromise of SE poses a profound threat to the
security and stability of the entire power grid. SFDIAs, which are capable of bypass-
ing traditional BDD algorithms within the state estimator, represent a particularly severe
risk. By feeding operators falsified system states, these attacks can systematically mislead
downstream applications, including OPF, contingency assessment, wide-area protection,
and emergency control strategies. Such cascading impacts mean that decisions based on
corrupted estimates could result in economically inefficient, insecure, or even hazardous
system operation [54, 44, 28]. Therefore, conducting a thorough vulnerability analysis of
power systems to SFDIAs targeting SE is critically important for safeguarding secure and
resilient power system operations.

As discussed in Section 1.1.2, bi-level optimization is a common method for analyzing
the vulnerability of power systems to SEFDIAs [99, 94, 58, 44, 28, 54, 21]. This framework
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determines the maximum potential damage an attacker can inflict on the system by ma-
nipulating measurement data. In this formulation, the upper level models the attacker’s
objectives and constraints in altering the data, while the lower level represents the oper-
ator’s response to the manipulated measurements. However, these bi-level optimization
models generally address only single-step SFDIAs, in which the attacker executes a single
coordinated manipulation without considering sequential, interdependent actions. In re-
ality, an attacker could adopt a more sophisticated strategy by executing the attack over
multiple steps, gradually adapting to system responses and amplifying the cumulative im-
pact. Despite this increased risk, the vulnerability of power systems to such multi-step
SFDIAs has not been systematically explored.

Although multi-step strategies have been investigated in the context of topology at-
tacks, these approaches cannot be directly applied to multi-step SFDIAs because of fun-
damental differences in their mechanisms and impacts. First, operators’ decisions during
topology attacks are based on genuine system measurements, while multi-step SFDIAs
exploit manipulated data to influence those decisions. Second, topology attacks typically
cause immediate line tripping, whereas multi-step SFDIAs progressively overload lines by
leveraging delayed system responses, such as generator ramping constraints. Third, in
multi-step SFDIAs, previously tripped lines might be restored in later stages, reflecting a
fundamentally different and more dynamic attack progression. Although one study [63]
has addressed multi-step SFDIAs, it does not explicitly aim to maximize the cumulative
impact across multiple steps, instead treating each step as an independent single-step at-
tack. Furthermore, it does not consider uncertainties, such as the possible restoration of
previously tripped lines.

Based on the above review, there is a clear research gap in methods for assessing the
vulnerability of power systems to forward-looking multi-step SFDIAs, in which attackers
strategically plan sequential actions to maximize their cumulative impact. These attacks,
despite requiring no additional access compared to single-step strategies, can present sub-
stantial challenges to traditional security assessments. To address these gaps, this chapter
develops a vulnerability assessment framework that leverages a MDP to model the sequen-
tial decision-making of attackers and quantify the impacts of multi-step SFDIAs. In this
framework, each MDP state encodes information about demand, generation, and the sys-
tem admittance matrix, and reflects the effects of previous actions, including the restoration
of tripped lines. At each stage, the attacker’s action — that is, a one-step SFDIA maxi-
mizing the power flow on a targeted line — is obtained by solving a bi-level optimization
problem. The reward function is defined based on the resulting system impact, including
load shedding, unused generation capacity, and proximity to operational limits. The MDP
is solved using a Q-learning algorithm to derive a vulnerability index that supports op-
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erators in evaluating the multi-step SFDIA impact and in identifying the attacker’s most
critical actions at each step.

On this basis, the chapter is organized as follows. Section 2.1 reviews the fundamental
operating principles of SE and BDD and explains how bad-data detection mechanisms
can be bypassed to design SFDIAs that manipulate state estimation results. Section 2.2
examines bi-level optimization models commonly used to evaluate the vulnerability of
power systems to SFDIAs. Section 2.3 provides a concise introduction to MDPs and the Q-
learning algorithm, which serve as the theoretical foundation for the proposed methodology.
Section 2.4 presents the MDP-based vulnerability assessment framework and explains how
the Q-learning algorithm is employed to derive a vulnerability index to support operator
decision-making. Section 2.5 presents a case study demonstrating the impact of multi-step
SFDIAs on the power system and compares these effects with those of single-step SFDIAs.
It then evaluates the performance of the proposed framework using simulation studies on
the IEEE 39-bus and 57-bus test systems. Finally, Section 2.6 summarizes the key findings
and concludes the chapter.

2.1 Stealthy FDIAs against SE

SE estimates the state of a system, i.e., the voltage magnitude and phase angle of each
bus, based on measurements collected throughout the grid. This process is performed by
solving the following least-squares problem:

Minimize || Z — k()| (2.1)

where & denotes the estimated states, Z represents the measurement vector, and h(z) is a
set of nonlinear functions that relate the states to the measurements. SE is often supported
with a BDD module to detect faulty measurements. This module in current power systems
operates based on a residual vector — i.e., the error between the actual measurements and
calculated ones — defined as follows:

RE = 7 — h(2) (2.2)

where RE is the residual vector. Bad data, e.g., attacked or erroneous measurements, are
then detected if the norm of the residual vector exceeds a predefined threshold, i.e.,

I Z—=n@) =7 (2.3)
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where 7 is the detection threshold. To craft a stealthy FDIA, the attack vector Z4 should
be designed such that the BDD module is bypassed, that is

\Z+Z4s—h(z+Az)|| <7 (2.4)

where Az denotes the deviation of the states from their actual values after injecting Z4 in
the actual measurements. Thus, using (2.3) and (2.4), the FDIA remains stealthy if

74 = h(i + AZ) — h(2) (2.5)

As (2.5) shows, if an attacker wishes to alter a certain state variable by targeting SE, all
the measurements dependent on the target state variable must be manipulated.

To eliminate the nonlinear relationships between measurements and state variables,
i.e., a nonlinear h(.) vector, SE is commonly linearized using DC power flow assumptions.
These assume negligible line resistance, fix all bus voltage magnitudes at 1 p.u., and restrict
voltage angle differences between connected buses to small values. Under these conditions,
active power flows depend only on bus voltage phase angles and line reactances. Shunt
capacitance is completely ignored because reactive power flows and voltage magnitude
variations are not modeled. Series capacitance is not represented explicitly; instead, its
effect is incorporated indirectly by reducing the net series reactance of the line. These
simplifications reduce the state vector to bus voltage phase angles only and yield a constant-
coefficient linear measurement model, allowing the state estimate to be obtained in a single
weighted least squares step rather than through the iterative nonlinear solvers required in
AC SE.

The DC form of SE is widely utilized by system operators due to its low computational
complexity and acceptable accuracy [101]. Moreover, as shown in [54, 41], DC SE maintains
sufficient accuracy for analyzing the vulnerabilities of power grids and defending against
FDIAs. Using (2.5), the requirements for stealthy FDIAs (2.5) in DC SE can be expressed
as:

Zy=H(O+AG) — H(O) = H(AD) (2.6)

where H is a linear matrix representing the dependencies between measurements and state
variables in DC state estimation. Here, 0 denotes the estimated voltage phase angles,
which, in the DC model, represent the complete system state since voltage magnitudes are
assumed to be 1 p.u. at all buses. The term A denotes the change in these voltage angles
caused by the attack.

An equivalent form of the stealthiness constraint in (2.6), which eliminates the explicit
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Figure 2.1: The bi-level optimization framework for modeling SFDIAs.

dependence on A, can be derived as follows [62]. Let

Y=HH"H)'H". (2.7)

It is straightforward to verify that TH = H. By multiplying T on both sides of the
relation Z,4 = H(A0), a sequence of equivalent forms is obtained [62]:

Z4 = H(AB)

& YZy=TH(A)) & Y2y =H(A)) & Y24 = Z,
SYZy—Zs=0 (Y —-1)Z4=0

& (HH"H)'H" = 1) Zy = 0.

(2.8)

This demonstrates that any vector Z4 satisfying Z4 = H (Aé) must also satisfy the equiv-
alent constraint

(HH"H)'H" — 1) Z, = 0. (2.9)

2.2 Bi-level Optimization

This section presents a general bi-level optimization model commonly used to evaluate
power system vulnerabilities to SFDIAs, as illustrated in Fig. 2.1. This bi-level framework
quantifies the maximum potential impact that FDIA can inflict on the system [99, 94,
58, 44, 28, 54, 21]. The upper level represents the attacker’s objectives and constraints,
while the lower level models the operator’s response through an OPF formulation. The
attacker’s objective may involve economic damage, such as increasing operational costs
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or manipulating Locational Marginal Prices (LMPs), as well as physical damage, such as
overloading transmission lines. Given the critical importance of potential physical damage
to the grid, this section focuses on the attacker’s objective of maximizing power flow on
a targeted transmission line. Accordingly, the objective of the upper-level optimization is
formulated as

Maximize PL(l) = SF;- (BG - PG — BL - PD) (2.10)

L.l 1
Zy: ZA|K’ZA\D

where PL(l) denotes the power flow through line [, which the attacker aims to maximize in
order to overload the line. Here, SF; is the shift factor vector corresponding to line [, which
quantifies how bus injections impact flows on that line; BG is the bus-generator incidence
matrix describing generator-to-bus connections; PG is the vector of generator dispatch
levels; BL is the bus-load incidence matrix; and PD is the vector of load demands. The
decision variable Z!, represents the attack vector injected into the system measurements
to maximize the power flow in line [. This vector is divided into two sub-vectors: Zi” .

and Zf4| p» representing data injected into line measurements and load measurements for

overloading line [, respectively. The elements of these sub-vectors are denoted by zfl| . and
!
Za|d.
To preserve stealth, the attacker is subject to the following constraints.

First, the stealth constraint is formulated as
(HH'H)'H" - 1) Z, =0 (2.11)
which ensures that the injected attack vector bypasses the BDD module of the state esti-
mator, as demonstrated in Section 2.1.
Second, the load preservation constraint:

Y 2a=0 (2.12)

deD

guarantees that the total measured load across the system remains consistent, even if
loads are redistributed, thereby maintaining stealth. This helps maintain stealth, since
only load measurements are modified while generator measurements — which are more
easily monitored and harder to falsify — remain untouched.

Third, a bound on load measurement manipulations:

—oP; < Z(ll‘d <oP; VYdeD (2.13)
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which limits the magnitude of manipulation on load measurements. Here, o denotes the
maximum proportion of allowable change relative to the actual demand P,.

Fourth, a bound on line measurement manipulations:
—n < zi‘k <n VlieL (2.14)

which limits the attack on line measurements, with 7 defining the absolute maximum
permitted change.

Together, these upper-level constraints ensure the attacker’s data modifications remain
sufficiently small and consistent to evade BDD module while still achieving the objective
of maximizing line flows.

On the other hand, the lower-level problem models the operator’s corrective actions
through an OPF to minimize costs. Its objective is given by

Minimize » c,Py+ > c5aSq (2.15)

Pg,Sp
9€g deD

where ¢, and P, are associated with generator g € G, representing the unit generation
cost ($/MW) and its active power output, respectively; and cs; and Sy are associated
with load d € D, denoting the unit load-shedding cost and the curtailed demand at bus d,
respectively. The first term models the total generation cost incurred to supply the active
power demand, whereas the second term captures the cost associated with load shedding
when curtailments are required.

The lower-level problem is subject to the following constraints.

First, the nodal power balance:

ZBGJ}Q Py = ZY;,Z 0; + ZBLj,d (Pd —Sa+ Zi;‘D) VieB (2.16)

g€y ieB deD

which ensures that total injections equal total withdrawals at each bus j € B. Here, BGj,
represents the element of the bus-generator incidence matrix BG, which indicates whether
generator g is connected to bus j, and BL; 4 denotes the element of the bus-load incidence
matrix BL, indicating whether load d is connected to bus j. The term Yj; is the admittance
between buses j and i, drawn from the network admittance matrix Y, and 6; is the voltage
phase angle at bus 1.
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Second, transmission line flow limits:
—P"™ < SF,(BG-PG—BL-(PD+ Zy,)) < P™ VieL (2.17)

which ensures that the power flow on each transmission line | € £ does not exceed its
thermal capacity, denoted by F™**.

Third, generator capacity limits are enforced as
Pt < Py < PP Vg eg (2.18)

which ensure that each generator operates within its permissible active power range. Here,
Pgmin and P;"* denote the minimum and maximum active power ratings of generator g,
respectively.

Fourth, load shedding is limited to the actual demand:

S, <P, YdeD (2.19)

Fifth, generator ramp rate constraints are enforced as
Py > max {P) — M,T,,, P;"™} Vgeg (2.20)

Py <min {P] + M,T),, "™} Vgeg (2.21)

which ensure that generator outputs respect their ramping capabilities. Here, P; denotes
the previous dispatch level of generator g, M, is its ramp rate limit in MW per unit time,
and Tj, is the look-ahead OPF time horizon.

To solve this bi-level optimization problem, the lower-level problem is equivalently rep-
resented by its Karush—-Kuhn—Tucker (KKT) optimality conditions, which are then incor-
porated into the upper-level problem. Using this approach, the attacker’s and operator’s
decision processes are merged into a single-level problem with the same objective as the
attacker. The only source of nonlinearity in the KK'T conditions lies in the complementary
slackness relations, which involve the product of a dual variable and its associated con-
straint function. These are linearized using the Fortuny-Amat and McCarl approach [35],
which introduces binary variables and applies the Big-M technique to reformulate each
complementarity condition as a set of linear inequalities. In this formulation, the Big-M
constant serves as a sufficiently large upper bound that enforces logical consistency: when
a constraint is inactive, the associated dual variable is forced to zero; when the constraint
is active, the dual variable is permitted to take a positive value. As a result, the combined
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attacker—operator bi-level problem is reformulated as a single-level Mixed-Integer Linear
Programming (MILP) and can be efficiently solved using standard optimization solvers
such as CPLEX.

2.3 Markov Decision Process

A discrete-time MDP is defined by a 5-tuple (S, A, T, R, y) that frames the decision-making
landscape. S represents a finite set of states where each state s; € S encapsulates a possible
scenario or condition of the system at time ¢t. A is a finite set of actions, where a; € A is a
possible action that can be performed at state s;. Transition probabilities T'(s;11 | ¢, ar)
dictate the likelihood of moving from state s; to a new state s, following action a;. The
reward function R(s;11 | St,a;) represents the reward for transitioning from state s; to
s¢r1 with action a;. This function quantifies the immediate benefit derived from taking a
particular action in a particular state at time t. Lastly, the discount factor ~, which varies
between 0 and 1, balances the priority between immediate and future rewards [25].

The objective of an MDP is to identify the optimal policy, 7*, which determines the
best action at each state to maximize the expected reward. To solve the MDP, a model-free
algorithm such as Q-learning can be utilized. Q-learning, which is a type of reinforcement
learning, interacts directly with the environment and continuously updates its strategy
based on the feedback received (Fig. 2.2). Q-learning does not require a predefined model
of the environment, making it ideal for this problem, where the system is uncertain and
dynamics are complex. By executing actions and observing the resulting rewards and
state transitions, Q-learning incrementally refines its action-value function Q(s;, a;), which
predicts the expected utility of taking action a, in state s;, thereby improving the decision-
making process over time. The Q-values are iteratively updated according to the following

rule:
: ' Agent )—

New

State Action

Reward

l Environment

Figure 2.2: Schematic of the reinforcement learning process.
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Q(St, @t) <~ Q(St, Clt) + R(Su ag, St+1) + ’Y{E%f@(stﬂy at+1) - Q(St, Clt) (2-22)

where « is the learning rate, and max,,,, Q(S¢y1,a:4+1) represents the highest Q-value
achievable from the new state s;;1. This update is performed iteratively for each state-
action pair experienced, converging to the optimal action-value function Q* (s, a;) as more
updates are applied. Upon convergence, the optimal policy can be derived simply by
selecting the action that maximizes the Q-value in each state [25]:

7*(s¢) = arg max Q" (s, a) (2.23)
at€A
Once the optimal action-value functions are obtained for state s;, the value function
V(s;) for this state, which represents the maximum expected reward for being in state s;
and following the optimal policy, can be obtained using the following equation

V(s1) = max Q" (s, ar), (2.24)

at€A

indicating that V'(s;) is the maximum Q-value over all actions a; at state s;.

2.4 Proposed Framework for Assessing the Impacts
of Multi-step SFDIAs on Power Grids

This section delves into the structure of the proposed framework (Fig. 2.3) designed for
analyzing the impacts of multi-step SFDIAs. The framework utilizes an MDP to provide a
structured approach for analyzing sequential decision-making in the context of multi-step
SEFDIAs. Within this MDP, each decision or action is an attack vector that overloads a
line in the power system, determined by solving a bi-level optimization problem. Since the
impacts of SFDIAs depend entirely on the system’s response to altered data—calculated
through OPF—the decision intervals of the proposed MDP align with the intervals at
which the operator computes the OPF solutions. Specifically, at each time interval, the
attacker selects an action (i.e., an attack vector) by solving a bi-level optimization problem,
which yields the corresponding generation dispatch and load shedding vectors. Moreover,
using the obtained vectors and the probabilities of line restoration, the system topology
is updated accordingly, and the admittance matrix is revised to reflect the new network
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configuration. Based on this process, the MDP structure, including its states, actions, and
other essential elements, is detailed as follows:

2.4.1 States

In the MDP model, at any given time step ¢t = {1, ..., T'}, the state of a system is represented
as follows:
St = [PGt, SDt, PDt, }/;5] (225)

where T is the decision horizon of the MDP, PG; is the vector of power generation, SD; is
the vector of load shed, PD; is the vector of load demand, and Y; is the admittance matrix
of the power system, all at time . The admittance matrix Y; is an important component
of s;, as it may change in response to line tripping caused by SFDIAs or the subsequent
recovery from previous tripping.

It is noteworthy that the load demand vector P D is independent of the MDP’s internal
dynamics, as it is assigned based on actual demand at the initial step and forecasted values
for subsequent steps.
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2.4.2 Actions

The set of available actions A; at time step t directly corresponds to the set of in-service
transmission lines £;, as determined by the Y; component of s;. Each action ai € A; encom-
passes an attack vector, i.e., Zf4| p» Which can overload line [ at state s,. The attack vectors
can be calculated by solving a bi-level optimization problem, as explained in Section 2.2.
The mathematical representation of actions is as follows:

Ay ={a;=Zyp |l e Ly} (2.26)

2.4.3 Transition Probabilities

In the developed MDP, the state transition from s; to sy following action al involves
deterministic components, such as power generation and load shedding, as well as the
network configuration, which is probabilistic. The load demand in the next time step
PDy,, is often known and available with good accuracy. Additionally, for a given state
s, and action al, the power generation PG, and load shed SD;,; can be calculated by
solving the OPF problem, as detailed in (2.15)—(2.21). In this optimization, the initial

power generation PGP is set to PGy, and the attack vector zi‘ 4 1s the action al.

The transition probability of the admittance matrix depends on the effectiveness of
action a; in overloading line [ at s; 1 and the probability of restoring the previously tripped
line r at s;11. The transition probability for the admittance matrix can be defined as
follows:

PS ' 7DR(tlost) if }/t-l-l = Y;l’r
T (i lVival) = § 13 (L~ Pillion) Lot (2.27)
(1= Ps) - Prltiost) if Vi = Y,

(1 - PS) ' (1 - PR(tlost)) if Y;erl == th

where V"', Y! and Y, are the admittance matrices of the system at time ¢ under different
conditions: Ytl’r is the admittance matrix after tripping line [ and recovering line r; Y}
is the admittance matrix after tripping line /; and Y, is the admittance matrix after
recovering line r, respectively. Additionally, Pr(;,s:) represents the probability of restoring
a previously tripped line during t,,s;, which is the period during which the line is out of
service. Moreover, Pg denotes the probability that action a; increases the load on line [
to the point of tripping this line. These probabilities are functions of the extent of the
overload caused by action a;, and are defined as follows:
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(2.28)

pomp (DLl

_leG/CC
where F' is the probability function that gives the likelihood of line [ tripping based on the
ratio of its power flow, i.e., PL;;1(l), to its maximum capacity P™**. The term PL;;1(l)
can be calculated using:

PLii(l) = SF, - (BG - PG,,, — BL- PD,.,) (2.29)

t+1

As discussed in Section 2.5.2, NERC Standard PRC-023-1 recommends setting the
tripping threshold for protective devices of power lines and transformers at at least 150% of
their maximum capacity [5]. Accordingly, this paper adopts 150% as the pickup threshold
for relays [28, 27]. Consequently, function F' can be defined as a step function, where it
equals 1 when the ratio exceeds 1.5 and 0 when it is below 1.5.

2.4.4 Reward

The reward function of the MDP model is crucial for accurately quantifying the impacts
of SFDIAs. Typically, the impact of losing a transmission line is measured by the amount
of unserved load or required load shedding. Besides the impact on loads, losing a line can
also lead to the loss of generators. Although this event might not directly affect the loads,
it can result in significant economic losses, increased pressure on other generators, and a
reduced safety margin due to the increased contribution from the remaining generators [8].

Based on the above-mentioned potential impacts, this paper defines the reward function
as follows:

R(St, ag, StJrl) = RF(St+1> — RF(St) (230)
where
- Zleed,lyﬁk: pres
RF(s;) =1 Sas—B2» Cou+p3» > max (01— 2 x Py; (2.31)
deD 9€G deD keod .t

where 67 represents the set of transmission lines connected to load d. In this equation,
the first term represents the total unserved load, the second term represents the available
generation capacity, and the third term quantifies system operational margin [8]. The
coefficients (1, B2, and (3 determine the relative importance of each term in the reward.
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Algorithm 1 Dynamic Q-learning for Solving the MDP

. Initialize a dynamic structure for the Q-table and the system benchmark
: for episode =1 to M do
Get initial state s;.
for time step t =1 to T do
Obtain the set of in-service lines £; and solve the bi-level optimization problem
(2.10) to derive the set A;.
If (s4,al) is not in @ table, initialize Q(s;,al) for all al € A; to a default value

(e.g., 0).

BN i e

@

7: Select an action a} from A,
8: Execute action ai, which determines the deterministic elements of s;,1.
9: Determine the transition probabilities Pg(ti,s:) based on the ¢;,s, Ps based on
(2.28).
10: Assign Y; .1, by selecting scenarios according to the transition probabilities Pg,
and PR(tlost)-
11: Calculate the reward R(s;, al,s:,1) based on (2.31).
12: Update Q-table dynamically:
Q(st, ai) — Q(st, ai) + a| R(st, ai, Sty1) + LS Q(St41, ai+1) — Q(s1, afe)
ay €A1
13: end for
14: end for

2.4.5 Dynamic Q-Learning for Solving MDP

Dynamic Q-learning is employed to solve the developed MDP due to its capability to effec-
tively handle the extensive and uncertain state space inherent in power system operation.
This method dynamically adapts by creating Q-table entries only for state-action pairs
as they are encountered, thus avoiding the computational impracticality of initializing a
complete Q-table for the vast number of possible states. This makes the framework more
scalable and memory-efficient.

Algorithm 1 details the dynamic Q-learning process for solving the proposed MDP.
Following initialization, the algorithm iterates over M episodes. In each episode, the
initial state s; of the power system is its current state. Within each episode, for every
time step from 1 to T, the algorithm follows a structured sequence of operations. It
begins by identifying in-service power lines and solving a bi-level optimization problem to
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determine viable actions A;. If the state-action pair (s;,al) is not already in the Q-table,
it is initialized. An action a! is then selected from A; using the e-greedy policy [84], which
balances exploration and exploitation based on the QQ-values. This action is executed to
determine the deterministic elements of the next state s;, ;. Then, the algorithm calculates
the probabilities Ps and Pr(ts). Afterwards, the algorithm chooses Y;y; based on Pg
and Pr(tost) using (2.27). The reward for the transition from s; to syy1 using the selected
action al is calculated by (2.31), and the Q-table is updated using (2.22).

When the optimal Q-value function Q*(s;,al) is obtained using this algorithm, the

operator can determine the next step of the most critical multi-step SFDIA by using (2.23).
Moreover, the vulnerability index, which quantifies the potential impact of the SFDIA at
the current state, is derived from (2.24). This is because the maximum Q-value at a given
state s reflects the highest expected cumulative impact that can be inflicted starting from
that state. As such, the maximum Q-value serves as a meaningful indicator of the system’s
vulnerability to multi-step SFDIAs.

2.5 Simulation Results

This section first introduces the test systems (i.e., the IEEE 39-bus and 57-bus test systems)
used to illustrate the impact of multi-step SFDIAs and to demonstrate the effectiveness of
the proposed framework. It then presents a case study on the IEEE 39-bus test system,
demonstrating the impact of multi-step SFDIAs and comparing their effects with those of
single-step SFDIAs. Finally, it illustrates the effectiveness of the proposed MDP framework
in assessing the impact of multi-step SFDIAs on power grids through case studies conducted
on both the IEEE 39-bus and 57-bus test systems.

2.5.1 Test Systems
IEEE 39-Bus Test System
Figure 2.4 depicts the IEEE 39-bus system, which includes 10 generators and 46 transmis-

sion lines. Generator specifications are provided in Table 2.1. Configuration data, such as
the admittance matrix, are taken from the MATPOWER toolbox [102].
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Figure 2.4: IEEE 39-bus test system.

IEEE 57-Bus Test System

Figure 2.5 shows the IEEE 57-bus system, composed of 7 generators and 80 transmission
lines. Generator details are summarized in Table 2.2, with system parameters sourced from

MATPOWER [102].

2.5.2 Impacts of Multi-step SFDIAs: A Simple Case Study

The IEEE 39-bus system shown in Fig. 2.4 is employed in this paper as the primary
platform for assessing the impacts of SFDIAs on the system. Given that NERC Standard
PRC-023-1 recommends setting the tripping threshold for protective devices of power lines
and transformers at least at 150% of their maximum capacity [5], this paper chooses 150%
as the pickup threshold for relays [28, 27]. In practice, however, this threshold might
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Table 2.1: Generators specifications for IEEE 39-bus

Gen # Genl | Gen2 | Gen3 | Gen4 | Gen 5
¢y ($/MW) 10 12 14 16 13
Pgm“(MW) 900 1000 900 900 900
Pgmi”(MW) 0 0 0 0 0
M, (MW /Min) 10 10 10 15 20
Gen # Gen 6 | Gen 7 | Gen 8 | Gen 9 | Gen 10
¢y ($/MW) 20 17 15 13 11
Pgm‘“”(]V[W) 900 1000 900 1000 1100
P™n(MW) 0 0 0 0 0
M, (MW /Min) 30 25 10 10 10

Table 2.2: Generator specifications for the IEEE 57-bus test system

Gen # Genl | Gen2 | Gen3 | Gend | Gen5 | Gen 6 | Gen 7
¢y (8/MW) 30 35 40 35 20 35 25
prer (MW) 575 100 140 100 550 100 410
P (MW) 0 0 0 0 0 0 0
M, (MW /min) 15 10 20 20 10 15 10

be lower. For instance, during the 2003 Northwest Blackout, the relays of a transformer
tripped it 40 seconds after its power reached 130% of its capacity [2].

This section considers two scenarios as follows:

e Scenario 1: The adversary damages the system by injecting false data in multiple
steps. In each step, the adversary aims to maximize the impact of the attack in that
step without considering the next steps of the attack.

e Scenario 2: The adversary employs a forward-looking strategy, meticulously de-
signing each step of the attack to progressively increase the cumulative impact on
subsequent steps. In this scenario, the adversary aims to maximize the overall impact
of the entire attack.

In both scenarios, the attacker intends to trip as many lines as possible to move the sys-
tem towards a cascading failure. The attacks are executed stealthily, ensuring that (i) the
attack vector is crafted to bypass the BDD module, (ii) manipulation of each measurement
does not exceed 50% of its original value, and (iii) only load and line measurements are ma-
nipulated, as manipulating generator measurements is easily detectable. Additionally, for
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Figure 2.0: IEEE 57-bus test system.

clarity and simplicity in demonstrating the overall concept, these scenarios disregard gen-
erator ramp rates, allowing lines to become overloaded and trip before previously tripped

32



~250 r —e— Before the SFDIA

§ Line 3 is overloaded by 200%. Before the SFDI
v

£200 - Line 27 overloaded by 160%.
§ 150 Tripping threshold \*
)
: Maximum capacit
20 100
._c..;
e 50
— L

0

5 10 15 20 25 30 35 40 45

Line number

Figure 2.6: Loading condition of each line after injecting its associated attack vector at
step 1 of Scenario 1.

lines are restored. This simplification is later relaxed in subsequent sections to enhance
the practicality of the attack analysis.

In Scenario 1, the attacker performs a bi-level optimization for each line, as explained
in Section 2.2, to find the attack vector that maximizes the power flow of that line through
a single-step SFDIA. Fig. 2.6 illustrates the loading condition of each line with respect
to its capacity when the attack vectors obtained from the optimizations are injected, and
the operator responds accordingly. As this figure shows, the attacker can only increase
the flow of Line 3 (between Buses 2 and 3) and Line 27 (between Buses 16 and 19) above
the threshold. Given that Line 27 is a major one that connects Generators 4 and 5 to
the rest of the system, disconnecting it results in a severe power imbalance in the system.
More specifically, after disconnecting Line 27, the region that contains Generators 4 and
5 would experience a surplus of 760 MW, while the remaining system would encounter
a corresponding deficit. If the system lacks sufficient capacity to manage this imbalance,
load shedding might be required to stabilize the network. In contrast, the loss of Line
3, though impactful, does not result in such a drastic disconnection or severe imbalance.
Therefore, in Scenario 1, as the attacker seeks to inflict maximum damage in each step
of the attack, they opt to trip Line 27. In the next step of Scenario 1, the attacker runs
bi-level optimizations again to find the attack vectors that maximize the power flow of each
line after tripping of Line 27. As shown in Fig. 2.7, following the tripping of Line 27, the
attacker is unable to trip any other line while maintaining all stealthiness conditions.

On the other hand, if the attacker aims to fulfill the objective outlined in Scenario
2, they should opt to trip Line 3 instead of Line 27. While this action may not cause
maximum immediate damage to the system, it strategically sets the stage for more severe
damage in subsequent steps. As depicted in Fig. 2.8, following the tripping of Line 3,
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Figure 2.8: Loading condition of each line after injecting its associated attack vector at
step 2 of Scenario 2.

Lines 1, 27, 40, and 42 emerge as potential targets for disconnection through an SFDIA
in the second step. Notably, Line 27 appears among the potential lines for disconnection,
indicating that Scenario 2 not only achieves the objective of Scenario 1 but also surpasses
it. To maximize damage within two steps, the attacker may choose to disconnect Line 42

after the loss of Line 3 in the first step. This action would force the operator to shed at
least 358 MW to ensure safe system operations.

This simplified case study clearly demonstrates that prioritizing defense mechanisms
solely based on the most severe single-step SFDIAs, as suggested in existing literature, may
not be adequate. Instead, the defense strategy must also account for multi-step SFDIAs,
which have the potential to inflict more severe impacts.
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Figure 2.9: The load profile of the test system.

2.5.3 Evaluation of Proposed Framework on IEEE 39-Bus Sys-
tem

This section utilizes the IEEE 39-Bus test system, which was introduced in Section 2.5.1,
to evaluate the proposed framework. Fig. 2.9 illustrates the loading profile of the test
system. To supply the loads efficiently and reliably, OPF is run every 15 minutes, enabling
the system to adapt to the dynamics within the same time frame.

In the next step, the probability of restoring tripped lines, Pg(ts), should be defined.
An exponential distribution is widely used to estimate restoration times of transmission
lines affected by physical causes such as weather events, natural disasters, or vegetation in-
terference [45]. In traditional reliability analysis, the restoration rate A is typically derived
from historical outage and repair data, capturing the combined influence of infrastruc-
ture conditions, logistics, and workforce availability. In contrast, this study addresses
cyber-induced line trips, where coordinated attacks disrupt protective relays. Unlike phys-
ical damage, these events generally do not require extensive on-site repairs. Restoration
may involve faster actions like software reconfiguration, remote relay resets, or opera-
tor interventions. While the exponential model remains applicable, the interpretation of A
shifts—reflecting factors such as system monitoring, automation, cyber-response protocols,
and the maturity of detection and mitigation mechanisms. On this basis, the probability
of restoring a previously tripped line in this test system is defined as follows:

PR<tlost> =1- e_/\XtIOSt (2.32)

where )\ is the restoration constant, which depends on the repair capability and the effi-
ciency of the maintenance crew. In fact, the larger the A, the faster a previously tripped
line can be restored.
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To develop the proposed framework, the bi-level optimization is solved using General
Algebraic Modeling System (GAMS) software. Moreover, the MDP within this framework
is modeled in MATLAB, and its decision interval is set equal to the OPF interval. The
bi-level optimization not only provides the attack vector but also yields the corresponding
generation dispatch and load shedding resulting from the selected attack vector. Thus,
starting from the initial state s;, which is the current operating point of the system, the
next state’s attack vector and its associated generation and load shedding are determined
by the bi-level optimization. This is repeated for all possible states (i.e., all possible line
overloads) in step one. Moreover, based on the probabilities of line tripping and restoration,
and the initial structure of the power system, the structure of the power system in each
new state is determined. Moreover, the loads in the next state are updated based on
forecasted values. Consequently, all elements of the new state are determined, and the bi-
level optimization can be re-solved to determine the generation dispatch and load shedding
for the subsequent states. The developed MDP is solved in MATLAB using the dynamic
Q-learning method, which was explained in Section 2.4.5. The most critical multi-step
SFDIA for each step and the potential impact of this attack are found using (2.23) and
(2.24), respectively, from the optimal Q-action value function Q*(s;, al).

The proposed framework is evaluated using ten distinct scenarios, labeled as Scel
through Scel0, as detailed in Table 2.3. These scenarios study the effects of various
parameters—e.g., A, 7, «, and weighting factors of the reward function, which are shown
in columns 2-7—on the multi-step SFDIAs. The value of A\ varies between 0.01 (slow
maintenance) and 0.03 (fast maintenance). The value of v varies between 0.5 (attacker’s
preference for immediate reward) and 0.9 (attacker’s preference for future reward). The
weighting factors also vary between 0 (no weight) to 1 (maximum weight). The second-to-
last column of this table represents the value function V'(s;), which in this context denotes
the maximum expected cumulative reward obtainable by an attacker starting from the ini-
tial system state si, thereby quantifying the system’s vulnerability to multi-step SFDIAs.
The final column shows the sequence of actions in the most critical multi-step SFDIA, i.e.,
the optimal policy 7*(s;), for each scenario. All scenarios are applied to the test system
at 9 AM and continue until two Lines are disconnected or the influence of the subsequent
rewards falls bellow 5% of their original value due to the discount factor.

In Scenario 1, the maintenance speed is low, the attacker prioritizes the accumulated
impact of the attack over its immediate effects, and the operator places the highest impor-
tance on minimizing unserved load, while giving low priority to both available generation
capacity and stability margin. To evaluate this scenario, the MDP model is developed,
with a concise representation illustrated in Fig. 2.10. The initial state of this model,
denoted as s;, comprises the admittance matrix Y;, generation power vector PG, load
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Figure 2.10: The developed MDP for Scenario 1.

shedding vector SD;, and demand vector PD;. Given that the demand is a state variable
that is independent of the actions, it is not shown in Fig. 2.10. The operator solves the
OPF at 9 AM based on this initial state. The set of available actions for the attacker
at s1, denoted as A, comprises 46 actions, corresponding to the number of lines in the
system. Each a} € A; can be utilized by the attacker to influence the OPF solution and
overload line [ in the system. Considering the ramp rates of generators, only a} and a?’
can trigger a line outage in the system. Specifically, action a?” can mislead the OPF into a
dispatch that causes the flows on line 27 to reach 160% of its capacity. The reward of this
action based on (2.31) is 180. Although a3” could trip line 27 immediately, no subsequent
actions would have an immediate or future impact on the system following this event. On
the other hand, action a? can increase the flow on Line 3 to 121% of its capacity in the
next interval, as shown on the right side of Fig. 2.10. Although the immediate impact of
this action in the first interval is negligible due to the ramp rate limitation of generators,
its subsequent actions, i.e., a3 and a3, can increase the flow of Line 3 to 142% and 163%
of its capacity, respectively. Therefore, after three intervals the attacker can overload and
disconnect Line 3.

Although the loss of Line 3 does not have an immediate negative impact on the sys-
tem, i.e., the reward remains zero, the new configuration of the system paves the way for
subsequent actions to have more significant impacts. In the fourth interval, only actions
al, a3’ ai®, and aj? can overload and eventually trip Lines 1, 27, 40, and 42 in the system.
However, Lines 1, 27, and 40 can be tripped after at least 3 intervals if and only if Line 3
is not restored until then. The reward function for tripping these lines are 7.51, 180, and
28.7, respectively. However, if Line 3 is recovered in the mean time, the above-mentioned
lines cannot be tripped anymore. Additionally, action aj? can increase the flow of Line 42
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Table 2.3: Scenario used to evaluate the proposed framework for the IEEE 39-bus system.

Sce | fi | B2 | B3 | ¥ A a | V(si1) 7™ (st)

0.1 01/09]0.01| 01 | 295.7 | a3, a3, a3, aj?
0.1 101/09]0.03| 01 | 219.1 | a3, a3, a3, aj?
0.1]01}]05|0.01| 01 | 181.7 al’, a3, ...
0.1]01]05|0.03| 01 | 1838 ai’, a3, ...
0.1 0 | 09]001]| 01 | 192.1 ad’, a3, ...
05101 0 |09]0.03] 01 | 201.3 ad’, a3, ...
0 02051001 0.1 89.1 | a}, a3, a3, aj?
0 [02]05]003| 01 65.9 | a3, a3, a3, aj?
0.1 0109 ]0.01 | 015 | 295.7 | a3, a3, a3, a3?
0.1]0.1]09]0.01] 0.3 Divergence

OO | N[O | =W N
(e
at

—_
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beyond 150% Of its capacity in the next interval if Line 3 remains disconnected, which is
very likely since its restoration probability after 15 minutes is almost 14%. The reward
function for tripping Line 42 while Line 3 is disconnected is 386. However, if Line 3 is
restored, the reward function becomes zero. Therefore, the best course of actions in this
scenario are a3, a3, a3, and aj?, which result in V(s;) = 295.7. This number can be used
as a vulnerability index for the operator to quantify the potential impacts of multi-step

SEFDIAs at the current state of the system.

Scenario 2 maintains consistency with Scenario 1 across all parameters, except for the
recovery rate, A. In this scenario, A is increased from 0.01 to 0.03 to explore the effect
of this parameter on the vulnerability index for multi-step SFDIAs. As Table 2.3 shows,
this modification reduces the vulnerability index (or potential impact of the attack) from
295.7 to 219.1 at 9:00 AM. This decrease in the vulnerability index highlights the critical
importance of quickly restoring systems and components after malicious activities. To
further investigate the impact of this parameter, the vulnerability index of the test system
under Scenarios 1 and 2 has been calculated throughout the day, as depicted in Fig. 2.11.
As this figure demonstrates, for both scenarios, the vulnerability index is zero from 1 to
7 AM, since the system loading is light and no line can be overloaded. Even if a line is
overloaded and tripped, it does not impact the system. Conversely, during peak times,
such as from 16:00 to 19:00, the system is highly vulnerable to multi-step SFDIAs, since
overloading and tripping lines are easier during these hours, and the impact of losing a line
is greater. This figure also reveals that the line recovery rate significantly affects the power
system’s vulnerability, particularly during peak hours. For instance, at 17:00, increasing
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Figure 2.11: The daily vulnerability system to multi-step SFDIAs for the IEEE 39-bus
system.

the line recovery rate can reduce the system’s vulnerability index from 825 to 590.

In Scenarios 3 and 4, where the discount factor is lower than in Scenarios 1 and 2,
the optimal action is to start with a?’, which has a more immediate impact and yields
more immediate rewards compared to other actions. However, after tripping Line 27, no
other line can be tripped unless the attacker waits for Line 27 to be restored. During
this waiting period, the attacker can increase the flow on Line 3, enabling its immediate
tripping once Line 27 is restored. Following this, tripping Line 42 becomes the most critical
next action. In fact, these scenarios eventually converge to Scenarios 1 and 2, but with
lower vulnerability indices due to the influence of the discount factor. Scenarios 5-8 are
developed to study the influence of these coefficients. Comparing Scenario 1 with 5, 2 with
6, 3 with 7, and 4 with 8, as detailed in Table II, demonstrates that the coefficients assigned
by the operator to the reward function can significantly alter both the vulnerability index
and the steps of the most critical multi-step SFDIA. For example, comparing Scenario 1
with 5 demonstrates that if the operator reduces the coefficient of unserved load, (1, the

steps of the most critical multi-step SFDIA change from a3, a3, a3, aj? to 37, a3.

Additionally, to evaluate the impact of a and assess the sensitivity of the proposed
method to this parameter, Scenarios 9 and 10 are used. Comparing Scenario 1 with Scenario
9 shows that increasing a from 0.1 to 0.15 achieves the same results with faster convergence.
However, this improvement comes with a higher risk of instability. Further increasing « to
0.3, as in Scenario 10, leads to divergence of the algorithm.
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Table 2.4: Scenario used to evaluate the proposed framework for the IEEE 57-bus system.

Sce | B1 | B2 | B3 | A a | V(si) T*(s¢)
1 1 [01[01[09]001] 01 | 8.2 | da},a3,a, af
2 1 |01]01]09]003] 01 | 50.8 | a3, a3, al, af
3 1 |01]01]05]001] 01 | 473 | a3, a3, af, af
4 1 |01]01]05]003] 0.1 | 46.8 | a3, a3, af, af
5 105[01] 0 [|09/001 |01 | 93 |a?a3? ad, ..
6 |05[01] 0 |09]003]| 01 | 91 |a?? a3? al, ..
7 1 1] 0 ]02[05]|001]| 01 | 1504 | a3, a3, al, al
8 | 1 | 0 |[02[05|003] 01 | 1103 | a3, a3, a§, a$
9 1 |01]01]09]|0.01]015]| 80.2 | a3, a3, al, af
10 1 101]011]09]|0.01]| 03 Divergence

2.5.4 Evaluation of the Proposed Framework on the IEEE 57-
Bus System

This section utilizes the IEEE 57-Bus test system, which was introduced in Section 2.5.1, to
evaluate the proposed framework. The load profile used for the IEEE 39-bus test system, as
shown in Fig. 8, is also applied to this test system. Moreover, the probability of restoration
defined in (2.32) is used for this test system as well.

Similar to the previous section, ten different scenarios are defined for this test system,
as detailed in Table 2.5. The vulnerability index and best courses of action for these
scenarios are also summarized in Table 2.5. For instance, for Scenario 3, the vulnerability
index is 47.3, and the best course of action is a3, a3, a3, a§. Moreover, the vulnerability
index of the test system under Scenarios 1 and 2, detailed in Table 2.5, has been calculated
throughout the day, as depicted in Fig. 2.12. As this figure shows, the power system is
highly vulnerable to multi-step SFDIAs, and quickly recovering the tripped lines can reduce

the vulnerability of the power system.

2.6 Conclusion

This chapter first established that prioritizing defense mechanisms solely based on the
most severe single-step SFDIAs, as suggested by existing literature, may be insufficient.
Instead, the defense strategy must also consider multi-step SEFDIAs, which can cause more
severe impacts. Subsequently, a framework was developed employing MDP and bi-level
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Table 2.5: Scenarios used to evaluate the proposed framework for the IEEE 57-bus system.

Sce | B1 | B2 | B3 | A a | V(sy) T*(s¢)
0.101]09]001] 01 80.2 a3, a3, af, af
0.101]09]003] 01 50.8 a3, a3, af, af
0.1 01]05]0.01] 01 47.3 a3, a3, af, af
0.1 10.11]05|0.03]| 0.1 46.8 a3, a3, af, af
01 0 |09 |0.01| 01 9.3 a?? a%?, a3, ...
05]01] 0 |09]003]| 0.1 9.1 a? a%?, a3, ...
0 | 0205|001 ]| 01 | 1504 | a3, a3, af, af
0 |02]05|003] 01 | 1103 | a3, a3, af, af
0.1 101091001015 | 80.2 | af, a3, af, af
0.10.1]09]0.01] 0.3 Divergence
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Figure 2.12: The daily vulnerability system to multi-step SFDIAs for the IEEE 57-bus
system.

optimization to calculate an index quantifying the system’s vulnerability to multi-step
SFDIAs. The vulnerability index produced by the proposed framework can serve as a
quantitative metric for utilities to weigh the cost of defense investments—such as securing
PMUs, enhancing monitoring, or reconfiguring network topology—against the projected
consequences of multi-step SFDIAs. Moreover, the proposed framework also identified the
most critical action at each step of the attack, aiding the operator in defending against
attacks more effectively. Simulation results on the IEEE 39-bus and 57-bus test systems (i)
demonstrated the effectiveness of the proposed framework in pinpointing the most critical
multi-step SFDIA and the attack vector associated with each step, (ii) underscored the
importance of the vulnerability index across different scenarios, and (iii) highlighted the
critical role of line recovery rates in mitigating the impacts of multi-step SFDIAs.
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Chapter 3

Optimal Data Aggregation in Wide
Area Measurement Systems

3.1 Introduction

As shown in Section 2.1, altering a certain state variable through the state estimator
without being detected by BDD requires manipulating all measurements dependent on that
state variable. Therefore, executing a successful SFDIA | particularly one with a significant
impact on the system, often requires the simultaneous manipulation of multiple correlated
PMUs, which is both technically complex and operationally challenging. However, if a
PDC aggregating these PMUs is compromised, an attacker can manipulate all associated
measurements at once, significantly increasing both the likelihood and the potential impact
of an attack. This risk is further amplified by the common practice of assigning PMUs
to PDCs based on geographical proximity, which frequently results in spatially correlated
PMUs being grouped under a single PDC—making PDCs critical entry points for stealthy
cyberattacks. As a result, this data aggregation scheme makes PDCs particularly attractive
targets for stealthy FDIAs, since compromising a PDC at a local substation requires fewer
resources than attacking multiple PMUs spread across a wide geographic area.

Despite this risk, most existing defense strategies focus on securing individual PMUs
and often overlook vulnerabilities at PDCs, which serve as aggregation points for mul-
tiple correlated measurements. Motivated by this research gap, this chapter develops a
tri-level DAO optimization model to determine the optimal data aggregation scheme that
minimizes the impacts of SFDIAs when the PDCs are subject to attack. At the defender
level, the allocation of PMUs to PDCs is determined through an optimization problem that
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minimizes the impacts of SFDIAs while considering practical limitations such as communi-
cation delay. At the attacker level, the most critical PDC(s) is (are) selected for intrusion,
and the optimal attack vector against the target PDC is determined to maximize the SF-
DIA impact while maintaining stealth by bypassing the bad-data detection mechanism.
Finally, at the operator level, the OPF is used to model the system’s response to the
attack vector determined at the attacker level. Then, this chapter extends the proposed
tri-level optimization—originally designed for a specific operating point—to operate over
a time interval with varying operating conditions, employing either SDN or multicast 1P
technologies.

On this basis, the remainder of this chapter is organized as follows. Section 3.2 demon-
strates, through a case study, the common practice of assigning PMUs to PDCs based on
geographical proximity, which often results in spatially correlated PMUs being grouped
under a single PDC, thereby making PDCs critical entry points for stealthy cyberattacks.
Section 3.3 introduces a tri-level DAO optimization framework to redesign the data aggre-
gation scheme from PMUs to the Super PDC (SPDC) at the control center, and develops a
case reduction technique to address the computational complexity of the proposed method.
Section 3.4 first discusses multicast communication architecture and SDN, which enable
reconfiguring the network architecture without incurring additional costs for adapting the
data-gathering structure. It then extends the proposed method over a time horizon with
varying operating conditions and system configurations. Section 3.5 demonstrates the ef-
fectiveness of the proposed method through simulation studies, and Section 3.6 concludes
the chapter.

3.2 Problem Statement

This section first introduces the test system employed to investigate the problem discussed
here and to evaluate the proposed solutions presented in Section 3.5. It also elaborates
on conventional allocation of PMUs to PDCs to aggregate data throughout the system.
Afterward, through a case study, this section illustrates how the conventional allocation of
PMUs can result in more-severe vulnerabilities to SFDIAs in power systems.

3.2.1 Test System

This thesis uses the IEEE 30-bus test system, which is shown in Fig. 3.1, for investigating
the problem. The parameters of the generators within this system are presented in Table
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3.1, and the power transfer limits for all transmission lines are detailed in Table 3.2. In this
system, the cost of not-supplied demand is c¢s = 500 $/MWh. More information about this
test system, including parameters of the lines and other components, can be found in [72].
In this test system, all load and generation buses are equipped with a PMU to maximize
the operator’s situational awareness (Fig. 3.1) [96]. In the rest of this proposal, each PMU
is specified by its bus number, e.g., PMU on Bus 15 is denoted by PMU 15. Three PDCs
(i.e., PDC 5, PDC 17, and PDC 24) are installed in substations of Busses 5, 17, and 24
to aggregate the PMU data from throughout the grid. Additionally, routers are installed
in every substation [48]. PMUs are allocated to PDCs based on their communication
delay. Therefore, each PMU should be allocated to a PDC, such that the end-to-end delay
between the two is minimized [53]. The end-to-end delay for a data packet from a PMU
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Table 3.1: Specifications of generators in the IEEE 30-bus system.

Generator 1 2 5 8 11 13
Pmin (MW) 0 0 0 0 0 0
pmer (MW) | 200 | 150 | 100 | 100 | 100 | 100

cqy (3/MW?2h) | 0.01 | 0.02 | 0.015 | 0.03 | 0.025 | 0.04
¢y ($/MWh) 20 | 30 40 25 35 40
cay ($/h) 0 0 0 0 0 0

to a PDC is calculated using the following equation
de = de; + deg + des + de,, (3.1)

where de is the total end-to-end delay, composed of processing delay (des), propagation
delay (de,), transmission delay (de;), and queuing delay (de,) [48].

The processing delay can be ignored since routers only forward the data without further
processing [46]. The propagation delay, which is the time needed by a data packet to reach
from one end of a communication link to the other [48], depends on the length of the
communication link between the PMU and its associated PDC. To appropriately model
the propagation delay, in this study it is assumed that communication links are placed in
parallel with the transmission lines [34]. The average propagation speed of the data through
communication links is assumed to be 66% of the speed of light [53]. The transmission delay
is defined as the size of the packet divided by the bandwidth of the communication link. To
calculate this delay, the packet size and the communication link bandwidth are assumed
to be 128 bytes and 2 Mbps, respectively [81]. The queuing delay is the time during which
the packet waits in the router buffer, and is considered to be 2 ms. Allocation of PMUs to
PDCs based on the minimum end-to-end delay is shown in Fig. 3.1 (a PMU with a certain
color is connected to a PDC with the same color).

3.2.2 Case Study

This subsection shows how the conventional method of allocating PMUs to PDCs (i.e.,
based on communication delay) can endanger the integrity of the grid if a PDC is compro-
mised. To this aim, this subsection uses Load Redistribuation (LR) attacks, which are a
class of FDIAs that redistribute loads among buses without changing the total amount of
the load [94, 61, 54, 44, 28]. LR attacks are more challenging to detect because (i) only the
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Table 3.2: Power transfer limits of transmission lines in the IEEE 30-bus test system.

Line From  Cap Line From Cap Line From Cap

# -To  (MW) # -To  (MW) # -To  (MW)
1 1-2 65 15 4-12 32 29  21-22 16
2 1-3 65 16 12-13 32 30  15-23 8
3 2-4 32 17 12-14 16 31 22-24 8
4 3-4 65 18 12-15 16 32 23-24 8
5 2-5 65 19 12-16 16 33 24-25 8
6 2-6 32 20  14-15 8 34 25-26 8
7 4-6 45 21 16-17 8 35 25-27 8
8 5-7 35 22 15-18 8 36 28-27 32
9 6-7 65 23 18-19 8 37 27-29 8
10 6-8 16 24 19-20 16 38  27-30 8
11 6-9 32 25 10-20 16 39  29-30 8
12 6-10 16 26 10-17 16 40 8-28 16
13 9-11 32 27  10-21 16 41 6-28 16
14 9-10 32 28  10-22 16

power consumed by loads is altered without changing the power injected by generators, and
(ii) the measurements are manipulated within a certain range (i.e., +50% in this study) to
prevent detection methods from easily identifying the attack.

Using the bi-level optimization model developed in [94], which is similar to the bi-level
optimization framework discussed in Section 2.2 but with an attacker-oriented economic
objective, and within the specified range of measurement manipulations, a stealthy LR
attack targeting PMUs 15, 23, 24, 26, 29, and 30 can create a false indication of overload
on Lines 27 and 38. As a result of this attack, the OPF is misled to assign an extra 20
MW of active power to high-cost generators on Buses 11 and 13. Additionally, 3.7 MW
of the load on Bus 21 is shed. Therefore, this attack imposes 19% extra operation costs
on the system. To perform such an attack, an option is to compromise all six PMUs
simultaneously, which could be difficult to achieve. On the other hand, since all six PMUs
are connected to PDC 24, the same goal can be achieved by only compromising PDC 24,
making the PDC a critical entry point for intrusions. To hinder this attack, PMU 15 can be
allocated to PDC 17. Thus, the same attack can be carried out by compromising two PDCs
at the same time, which is more difficult to accomplish. However, allocation of the PMU
15 to PDC 17 facilitates a more-severe LR attack that can impose 29% extra operation
costs on the system by only compromising PDC 17, and manipulating the measurements
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received from PMUs 10, 12, 14, 15, 16, 17, 19 and 20. This extra operation cost is mainly
due to misleading the operator into shedding 4.9 MW of the load on Bus 10 to protect the
power system. To prevent both above-mentioned attacks, in addition to allocating PMU
15 to PDC 17, PMU 10 should be assigned to PDC 5 as well. As a result, the attacker
cannot impose an extra cost greater than 1% by targeting PDCs 17 or 5.

The above case study clearly shows how appropriate allocation of PMUs to PDCs
can restrain attackers from carrying out stealthy FDIAs with severe impacts when PDCs
are compromised. In the next section, a tri-level optimization problem is developed to
determine the optimal distribution of PMUs to PDCs such that the impacts of LR attacks
are minimized.

3.3 Tri-Level DAO Optimization Framework for Re-
silient PMU—-PDC Allocation

This section introduces a tri-level DAO optimization framework, depicted in Fig. 4.1, to
determine the optimal allocation of PMUs to PDCs, thereby enhancing the system’s re-
silience against LR attacks. A tri-level structure is adopted because three distinct decision-
making entities—the defender, attacker, and operator—are involved in this scenario, each
with conflicting objectives and interdependent decisions. This strategic interplay necessi-
tates a hierarchical optimization framework to accurately capture their interactions. The
Operator Level aims to minimize the system’s operational cost by optimizing generation
dispatch based on received measurement data, which essentially corresponds to solving a
standard OPF problem. In contrast, the Attacker Level seeks to maximize this cost by
compromising a selected PDC and injecting manipulated measurements into the opera-
tor’s decision-making process. At the top of the framework, the Defender Level minimizes
the maximum possible impact of such attacks by optimally configuring the PMU-to-PDC
mapping. This allocation governs which measurements are accessible to the attacker and
thus directly influences the effectiveness of potential stealthy intrusions.

3.3.1 Level 1: Defender

This level determines the allocation of PMUs to PDCs by minimizing the impact of LR
attacks. The defender’s optimization problem is formulated as follows:

Minimize F(Z,) (3.2)

Tn,r
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Minimize the impact of FDIAs
Determine the allocation of PMUSs to the
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Attack Optimal
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Minimize the operation cost
Determine the generation of each unit, power | Operator
flow, and the loads required to be shed

Defender

Figure 3.2: The proposed tri-level optimization model.

where F'(Z4) is the defender objective function, which is defined to minimize the impact of
FDIAs in general, and LR attacks in particular. The defender can formulate the objective
function to defend against increasing operation costs, overloading lines, or manipulating
LMPs, to name a few. For instance, the following objective function can be used if the
defender’s goal is to minimize the ability of attackers in increasing the operating costs of
the grid:

F(Zy) = Z(cqg P? + ¢y Py+ cag) + Z cSa4Sa (3.3)

g€y deD

where cqq, ¢4, and ca, denote, respectively, the quadratic, linear, and constant cost coef-
ficients associated with generator g. The first and second terms respectively denote the
active power generation and load shedding costs. The minimization problem of (3.2) should
be solved subject to the following constraints:

> =1 VnewN (3.4)
reR
Ty - DMy, < dey™(2n,) VneN, VpeP (3.5)

where the binary variable x,, , is the decision variable at this level, indicating whether PMU
n € N is assigned to PDC r € R. In fact, constraint (3.4) enforces that each PMU in the
grid is connected to one PDC. Moreover, constraint (3.5) limits the minimum end-to-end
delay between PMUs and their assigned PDCs. This constraint prevents packet dropouts
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when PMUs send their data to their PDCs. In (3.5), de™®*(.) is the maximum possible
delay for each PMU of PDC r to communicate its data with the PDC, and is defined as
follows:

delnax(l'n,r) = Tr + min{xn,r ’ DMR,T} Vn e N (36)

where DM, , denotes the minimum end-to-end delay between PMU n and PDC r, as
specified in the delay matrix DM. In addition, 7, represents the waiting time of PDC r
for other data packets after the first one arrives, while the second term on the right-hand
side of (3.6) captures the earliest arrival time of a data packet to PDC r. In fact, in
this proposal the PDC uses the relative time alignment technique, in which a timer starts
counting down after the first data packet with a certain time tag is received from PMUs.
The PDC packs all the data packets that have the same time tag and are received before
expiration of the timer to send them to the SPDC. In this process, late data packets are
ignored.

3.3.2 Level 2: Attacker

Using the PMU-to-PDC allocation scheme obtained at the defender level, the attacker level
identifies the most critical PDC and its associated attack vector to maximize the impact
of LR attacks. The attacker level can be modeled as the following optimization problem

Maximize — F(Zj) (3.7)

Za={ZaD, Za|k}s Or

where d,., which is one of the decision variables of this level, determines whether or not
PDC r is attacked. The other decision variable in this level, i.e., Z4, is the attack vector
that should be injected into the actual measurements to maximize the impact of the attack.
This attack vector is composed of Z 4k and Z4|p, which respectively represent the injected
values into the measurements of lines and loads. The elements of these sub-vectors are
denoted by zg4 and 2. This optimization problem should be solved subject to the
following constraints:

> 6 <1 (3.8)

reR

Constraint (3.8) indicates that the capabilities of the attacker are limited, and they
cannot manipulate the measurements of more than one PDC. It should be noted that a
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different limitation on the attacker, such as allowing the manipulation of more than one
PDC, can be considered, as discussed in Section 3.5.4. However, in this section, the attacker
is restricted to a single PDC.

wa Oy =w, YnenN (3.9)

Based on the selected PDC for the attack, constraint (3.9) determines the PMUs whose
measurements can be manipulated. In this constraint, w, is a binary variable indicating
whether PMU n is compromised (i.e., w,=1) or not (i.e., w,=0). In fact, this constraint
connects the defender and attacker levels.

ug < Y wy-PM,, VacA (3.10)
neN

Constraint (3.10) determines the measurements (including load measurements and line
power flow) that can be manipulated during the attack. These measurements depend
on J, and w,. Here, u, is a binary variable indicating whether measurement a € A
is compromised (i.e., u, = 1) or not (i.e., u, = 0). Similar to z,, u, consists of two
components, namely ,,=0 and u,q=0, which are associated with the measurements of
lines and loads, respectively.

(HH"H)'H" = 1) Zs =0 (3.11)

Constraint (3.11) represents the necessary and sufficient condition for a stealthy LR
attack [97].

D Zga=0 (3.12)
deD

Constraint (3.12) ensures that the LR attack only redistributes loads, without changing
their total amount. Given that the output of generators cannot be manipulated during an
LR attack [94], this type of threat tries to achieve its malicious objectives by maintaining
the balance between load and generation.

—Ug|d oP; < Zald < Ug|d oP; YdeD (313)
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~Uglk ) < Zake < Ugen YV EK (3.14)

Constraints (3.13) and (3.14) restrict the extent of manipulation of load and line mea-
surements, respectively, to keep the attack stealthy. Additionally, these constraints limit
the attacked measurements to those determined by constraint (3.10).

3.3.3 Level 3: Operator

This level models the response of the operator to the attack vector determined in the
attacker level. The purpose of the operator level is to minimize the system operation cost
by using OPF. The decision variables of this level are the active power of generators and
the loads that are required to be shed. This level is comperhensivly discussed in 2.2, and
so here only the required equation for reviwing expressed:

The operator level model can be formulated as follows:

Minimize Zg(agp_j + ByP, + 7,) + ;) 5454 (3.15)
ge €

This objective function aims to minimize the operation cost of system, which includes
power generation and load shedding costs. The optimization problem of this level should
be solved subjected to the following constraints:

ZBG%Q'PQZZY}J 0; + ZBLj,d'<Pd_Sd+ZA|D) ViebB (3.16)
9g€eg i€eB deD

—P"* < SF- (BG - PG — BL-(PD + Zap)) < ™ Vel (3.17)

PP < Py < PP Ygeg (3.18)

S¢<P; VdeD (3.19)

where (3.16) represents the power balance constraint for each bus; Constraints (3.17) lim-
its the power flow of transmission lines; and Constraints (3.18)-(3.19) set the limits of
generators and load shedding, respectively.
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Figure 3.3: Methodology for solving the proposed DAO problem.

3.3.4 Methodology for solving the Proposed DAO Problem

The previous subsections formulated the proposed tri-level DAO problem to determine the
optimal assignment of PMUs to PDCs, such that the impacts of LR attacks are mini-
mized. This subsection elaborates on the proposed methodology to solve this optimization
problem. This methodology consists of two steps: (i) the original tri-level DAO problem
is converted to a bi-level problem, and (ii) an effective reduced enumeration method is
employed to find the optimal solution.

Converting three levels to two

The operator level is a convex quadratic problem. Hence, this level can be equivalently
replaced with its corresponding optimality Karush-Kuhn—Tucker (KKT) conditions, and
added to the attacker level. Using this technique, the attacker and operator levels are
merged into a single level (called the lower level), as shown in Fig. 3.3. Thus, the objective
function of the lower level equals the objective function of the attacker level (i.e., FI(Z,)),
which can be quadratic (e.g., operation cost) or linear (e.g., overloading transmission lines).
In the case of a quadratic objective function, it should be linearized using the piece-wise
linearization technique [97]. Hence, the lower level forms a mixed integer linear program.
As Fig. 3.3 shows, the upper level is comprised of the defender level. It should be mentioned
that due to the existence of binary decision variables in the lower-level, e.g., 6, and w,,
the obtained bi-level problem cannot be transformed into a single-level one.
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Proposed reduced enumeration technique

Potential techniques for solving the obtained bi-level optimization problem can be classified
into three groups: (i) Bender decomposition-based approaches [91, 31, 92], (ii) heuristic
approaches [24, 36], and (iii) enumeration-based approaches [10, 77]. Since binary variables
(e.g., ¢, and z,,,) and a non-convex feasible region (i.e., due to the multiplication of 4, and
T, in (3.9)) are present in upper and/or lower levels, decomposition-based approaches
either are inapplicable or do not converge [91]. Additionally, Bender decomposition-based
approaches may end up with sub-optimal solutions. Similarly, heuristic approaches suffer
from two inherent drawbacks: they may result in a sub-optimal solution, or face conver-
gence problems. On the other hand, enumeration method does not suffer from convergence
problems and find the exact optimal solution. In this method, a constraint satisfaction
problem is solved for the defender-level to determine all possible options for the allocation
of PMUs to PDCs. However, this method should search among all feasible regions, and
thus the computation time is highly impacted by the size of the problem [10]. On this
basis, this proposal develops a reduced enumeration method to solve the above-mentioned
optimization problem for large-scale power grids. In this method, a limited number of
PMUs are determined as impactful and the defender only decides on allocation of Impact-
ful PMUs. The non-impactful PMUs are thus allocated to the nearest PDCs based on the
delay criterion explained in Section 3.2. Impactful PMUs are the ones that significantly
impact the response of the OPF. If such PMUs are attacked, the economic operating point
of the grid can be influenced the most, e.g., due to redispatching of generating units or
shedding of loads. According to [60], impactful PMUs are those associated with lines
whose power flows are close to their capacities. The reason is that the measurements of
these PMUs have a great deal of influence over the economic operating point of the system
[94, 60]. If an attacker portrays the lines whose power flow is close to their capacities more
congested than what they actually are, to alleviate the fake congestion the OPF sheds some
loads and/or commits high-cost generators to produce more power [94, 60]. As a result,
the operation cost of the system increases. On the other hand, if the attacker portrays the
lines whose power flow is close to their capacities less congested than what they actually
are, the OPF commits low-cost generators to produce more power, thus congesting the
lines more severely. Consequently, redispatching of generators might damage the system
physically [94, 61].

Based on the above discussion, impactful PMUs are the ones that measure the loads
with the highest impact on the power flow of congested lines. The set of congested lines
can be defined as follows:

C={l|eF™ < P} (3.20)
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where € is the congestion threshold, and P, is the power flow of Line [. If during an LR
attack an adversary alters Load d by z,jq, the power flow of congested line [ € C changes
according to the following equation:

APLLd =SF,-BL,- Za)d Vil e C, Vd € D (321)

where AP, ; is the change in the power flow of line I due to attack to load d [60]. By
defining manipulation factor py for load d, 2,4 can be written as

Zald = paly Vd € D (322)

where —o < p; < o denotes the extent to which the measurement of Load d is manipulated
with respect to its actual value (Py). By substituting z,q from (3.13) into (3.21), AP 4
can be obtained from the following equation:

AB,d:pdSE'BLd'Pd VZEC, Yd € D (323)
| ——
Cl,d

As (3.23) shows, the loads with larger (;4 impact the flow of line [ more significantly.
Therefore, the impactful PMUs for congested Line [ € C are those that measure the loads
with larger ¢; 4. These PMUs can be obtained by the following equation:

CPy={n| G- LPyn > ¢ P", ¥de D} VieC (3.24)

where LFy,, is the element on row d and column 7 of the load-PMU incidence matrix, and
¢ is the threshold for determining impactful PMUs. To reduce the problem size, all the
impactful PMUs of a congested line (i.e., all the PMUs in I';) should not be allocated to
one PDC, that is

Y ma.<[CP| VIEC, VreR (3.25)
neCP;

where |CP;| denotes the cardinality of set CP;. This constraint must be added to defender
level. The remaining non-impactful PMUs can be allocated to the nearest PDCs based on
the delay criterion, i.e.,

Ty - DM, = min{DM, , Vr} VneA (3.26)
where A denotes the set of non-impactful PMUs, defined as follows

A={n|n¢CP, VieC} (3.27)
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As a result, Constraint (3.26) should be also added to the defender level. As will be shown
in Section 3.6, addition of these two constraints to the defender level reduce the size of
problem and its computation time significantly.

3.4 Optimal Dynamic Data Aggregation in WAMSs

The method presented in Section 3.3 determines the optimal data aggregation scheme for
a certain operating point. The operating point of the system, however, could alter after
any change in loads, system configuration, and the cost of fuel, to name a few. Therefore,
the proposed method in the previous section can be applied dynamically to minimize the
vulnerabilities of the system to LR attacks during a time interval (e.g., 24 hours) in which
the operating point of the system changes. This section first elaborates on the multicast
communication architecture and SDN. Then, it explains how the optimal data aggregation
scheme can be updated using these technologies when the operating point of the system
changes.

3.4.1 Multicast Communication Architecture

Multicast refers to group communication, in which data transmission is simultaneously
addressed to a number of destinations. In this architecture, PMUs are considered as
multicast sources, which send their messages incessantly to their First-hop Router (FHR)
(Fig. 3.4). The FHR is the first node in the multicast tree, which is a set of nodes that
represents the route of data between a PMU to all its destinations. If a PDC wishes
to receive messages from a specific PMU, it signals to the Last-hop Router (LHR) its
willingness to receive messages from that PMU. Then a process is initiated to update the
multicast tree [4]. The same process also happens if a PDC refrains from receiving data
from a PMU [48]. Since updating the multicast tree can be done easily and quickly without
imposing any extra costs, allocation of PMUs to PDCs can be updated when the operating
point of the system changes.

3.4.2 Software Define Networking
SDN introduces a paradigm shift in communication network architecture by decoupling

the control and data planes [70, 65]. In traditional communication networks, traffic flows
are established using forwarding rules determined locally through distributed algorithms.
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Figure 3.4: TP multicast tree and data transmission from a PMU to PDCs.

In contrast, SDN centralizes the control plane at a dedicated entity known as the SDN
controller, which configures traffic flows across the entire network, as shown in Fig. 3.5.
Data plane devices, therefore, act as simple forwarding elements, handling only the physical
transmission of packets based on rules preinstalled by the controller. The communication
between the controller and the forwarding devices is managed via the Southbound In-
terface (SBI), with OpenFlow being the most widely adopted industry-standard protocol
for this purpose [65]. A significant advantage of SDN lies in the programmability of its
controller, which—combined with a global view of the network state—enables real-time
adaptation to changing network conditions. This centralization facilitates advanced traffic
engineering capabilities, such as dynamic rerouting under congestion or failure scenarios,
bandwidth guarantees, latency constraints, and rapid failover mechanisms. From a secu-
rity perspective, SDN can be leveraged to transparently reroute flows through security
appliances or to enforce unidirectional flows for sensitive applications. Economically, SDN
holds the potential to simplify network deployment and reduce operational costs through
standardization, centralized management, and enhanced simulation and verification capa-
bilities. Overall, SDN empowers operators to control not only individual flows but also
their complete end-to-end paths across the entire network, ultimately improving efficiency,
flexibility, and security in power system communication infrastructures. Therefore, with
SDN, the allocation of PMUs to PDCs can be easily and cost-effectively updated as system
conditions change.
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Figure 3.5: Software-Defined Networking.

3.4.3 Proposed Model for Dynamic Data Aggregation

As discussed in Section 3.3.4, congested lines and their associated impactful PMUs are
determinant factors of the optimal data aggregation scheme. Therefore, any variation
in the operating point that adds/removes lines to/from the list of congested lines (i.e.,
set C) or their impactful PMUs (i.e., n € CP;, VI € C) may necessitate updating the
data aggregation scheme. By leveraging the multicast communication architecture or the
capabilities of SDN, the allocation of PMUs to PDCs can be updated without incurring
additional costs, Thus, in this subsection, the objective of the defender is to determine
the optimal data aggregation scheme after any significant variation in the operating point
while minimizing changes in the allocation of PMUs to PDCs. Hence, the defender’s
objective function in (3.2) can be substituted with the following one to determine the data
aggregation scheme dynamically:

Faynn(Za) = F(Za) + CZ Z \ivﬁ,r - xZ;l (3.28)

reR neN

where Fy,,.n(2,) is the objective function of the proposed tri-level optimization problem at
hour 7; xZ,T and xﬁ;l represent the connection of PMU n to PDC r at hours h and h — 1,
respectively; and ( is a weighting factor. In fact the second term is a penalty factor that is
added to minimize changes in the updated data aggregation scheme against the previous
one. Fig. 3.6 illustrates the flowchart of the proposed dynamic data aggregation scheme.
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Figure 3.6: Flowchart of the proposed dynamic data aggregation scheme.
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3.5 Performance Evaluation

This section evaluates the proposed optimal data aggregation scheme on the IEEE 30-
bus test system, which was introduced in Section 3.2.1. It also compares the proposed
scheme with the conventional one, which connects PMUs to PDCs based on minimum
communication delay. In this study, the waiting time for all PDCs, i.e., T}, is considered
to be 10 ms [3]. Moreover, the congestion threshold of lines, i.e., €, is set equal to 0.8.
The weighting factor ¢, which determines the importance of the penalty factor in (3.28),
is assumed to be 10. The proposed optimization problem is solved by using CPLEX solver
of GAMS software and MATLAB on a PC with Intel Core i7 2.7 GHz CPU and 12GB of
RAM.

To assess the effectiveness of the proposed method, the following two indices are used
in the remaining of this section:

e Line Capacity Increment (LCI): As discussed in Section 3.3.4, congested lines and
their associated impactful PMUs highly impact the consequences of LR attacks.
Therefore, to evaluate the proposed method more effectively, the congestion level
of transmission lines is changed during simulations using the LCI index (expressed
in percent), which denotes the extent of increment in the capacity of lines. For
instance, LCI= 20% signifies 20% increase in the capacity of lines for the same
loading condition. In practice, such an increment for a line can be achieved using
different techniques, such as series or parallel compensation of that line.
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e Operation Cost Increase (OCI): This index is used to quantify the impacts of an LR
attack on the operation cost of the grid, and is defined as follows:

F(Za) = F(Z4 = 0)

[ pu—
oc F(Z4=0)

x 100% (3.29)

In fact, this index shows how much the cost is increased after a successful LR attack.

3.5.1 Minimizing Economic Vulnerabilities of Power Grids

This subsection determines the optimal data aggregation scheme for a certain operating
point by minimizing the economic vulnerabilities of power grids against LR attacks. Thus,
the operation cost of the system, i.e., (3.3), is selected as the objective function of defender
and attacker levels. Figs. 3.7a and 3.7b illustrate the optimal data aggregation scheme
obtained from the proposed tri-level optimization problem when LCI is 0% and 100%,
respectively. To minimize the economic vulnerabilities of power grids when LCI= 0%,
PMUs 10 and 14 must be reallocated from PDC 17 to 24, PMUs 15, 21, and 24 must
be reallocated from PDC 24 to 17, and PMU 12 must be reallocated from PDC 17 to 5.
However, when the system is lightly congested, i.e., LCI= 100%, fewer PMUs must be
reallocated to meet the constraints of the three-level optimization problem and minimize
its objective function. In this case, disconnecting PMU 2 from PDC 5 and connecting it

9,

‘ PMU at Bus n ’ PMU at Bus n

PDC at Bus n PDC at Bus n
(a) (b)
Figure 3.7: The optimal data aggregation scheme when (a) LCI= 0% and (b) LCI= 100%.
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to PDC 17 results in the minimum economic vulnerability compared to the conventional
scheme. In fact, for LCI= 100%, only Lines 1 and 10 are congested. For Line 1, condition
(3.25) is not met since all its impactful PMUs (i.e., PMUs 2, 5, and 8) are connected to one
PDC. Thus, by reallocating PMU 2 from PDC 5 to 17 not only is condition (3.25) met, but
the objective function is minimized as well. Therefore, as these two examples illustrate,
the conventional scheme needs more modifications when the lines are more congested.

The OCI index can be used to compare the economic vulnerabilities of the conven-
tional data aggregation scheme with the one obtained from the proposed method. Fig.
3.8 illustrates the OCI index versus the LCI index for both conventional and proposed
data aggregation schemes. As explained in Section 3.3, the extra cost that an attacker can
impose has two components: (i) extra cost due to utilizing more-expensive units instead of
economic ones, which happens when the attacker portrays a fake congestion by manipulat-
ing measurements, and (ii) extra costs due to unnecessary load shedding, which happens
by portraying fake congestions and misleading the operator. The second component is
in fact more influential, since the cost of not-supplied demand is often much higher than
the difference in the generation costs of various units. When the conventional scheme is
used and the lines are not congested (i.e., LCI> 40%), the attacker cannot increase the
operation cost of the grid significantly, since (s)he can only impact the optimal dispatching
of generators. When LCI< 40%, however, the imposed extra cost to the power system
can be increased significantly due to initiation of load shedding. For instance, the attack-
ers can target PDC 24 to increase the operation cost of the power system by 19.2% when
LCI= 0%. When the proposed data aggregation scheme is employed, however, the attacker
cannot increase the operation cost by attacking one PDC. This happens since the proposed
scheme connects the impactful PMUs that must be targeted simultaneously to keep the
attack stealthy to more than one PDC.

20@--__ +» OCI=192% —e— Conventional data aggrggation scheme
3.7 MW load —%— Proposed data aggregation scheme
— 15 is shed
§ OCI=6.3%
6 10k .y .1MW10ad
S P is shed
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LCI (%)

Only optimal dispatching of generators is affected

v

Figure 3.8: OCI index for various LCI values.
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Figure 3.9: Computation time of the proposed tri-level optimization model

Finally, this subsection compares the performance of the proposed method when the re-
duced enumeration technique is employed with the case of using the complete enumeration
method. As expected, both enumeration methods yield the same results for various LCI
values. The computation time of the proposed reduced enumeration technique, however, is
remarkably lower than that of the complete enumeration method (Fig. 3.9). For instance,
in the case of LCI= 80%, the proposed method can solve the optimization problem in 28
seconds, while the same results are obtained by the complete enumeration method in 1564
seconds. Therefore, the proposed enumeration method is able to reach the optimal solution
in a significantly lower time without sacrificing the accuracy considerably.
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Figure 3.10: Loading condition of lines before and after LR attacks.
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Figure 3.11: Number of lines that can be overloaded beyond their capacities for various
values of the LCI index.

3.5.2 Minimizing Overloading Vulnerabilities of Power Grids

In this subsection, the optimal data aggregation scheme for a certain operating point is
obtained by minimizing the ability of the attacker to overload the congested lines. Such
risks can be imposed by LR attacks in which the measurements are manipulated such that
the lines whose power flow is close to their capacities seem less congested than what they
actually are. As a result of these attacks, the OPF commits low-cost generators to produce
more power, thus overloading the congested lines. To minimize the ability of the attacker
to overload the congested lines, the following objective function is used:

F(z) =Y _ Heav (P — /") (3.30)
lel

in which, Heav(.) is the Heaviside step function and P is the actual flow of line [ after
the attack, and is calculated using the following equation:

P =|SE (BG-PG— BL-PD)| (3.31)

In fact, the objective function of (3.30) minimizes the number of lines whose flow can be
pushed by LR attacks over their capacities. For instance, Fig. 3.10 shows the number of
lines that are overloaded beyond their capacities when the conventional data aggregation
scheme is utilized and the LCI= 0%: the attacker can overload Lines 1, 6, 10, 15, and 18
through LR attacks, i.e., F'(Z4) = 5. To evaluate the proposed method in minimizing the
ability of the attacker to overload the lines, its performance is tested for various values of
the LCI index. Fig. 3.11 compares the number of lines that can be overloaded when the
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Figure 3.12: Daily Load Coefficient.

conventional and proposed data aggregation schemes are used. As this figure shows, the
proposed method eliminates the risk of overloading by LR attacks for all lines for all values
of the LCI index; however, in the conventional scheme, the smaller the LCI index, the
higher the number of lines that can be overloaded. For instance, if the data is aggregated
by utilizing the conventional scheme, the attacker can overload Lines 1, 6, and 10 when
LCI= 20%. However, by utilizing the proposed data aggregation scheme, no line can be
overloaded by the attacker for the same value of the LCI index.

3.5.3 Optimal Dynamic Data Aggregation

This subsection evaluates the proposed dynamic data aggregation scheme, which was ex-
plained in Section 3.4. To model variations in the operating point of the system, this
proposal assumes that the load at each bus changes based on the following equation:

Pr=@"+9" P VYde N% he{l,2,--,24} (3.32)
h
v

where P! represents the value of Load d in hour h. Coefficient p" (Fig. 3.12), which is
the same for all loads at every hour, is used to model the average daily load change in the
system. Since different load types—e.g., residential, commercial, and industrial—follow
different patterns, coefficient 9% is used to account for various load types incorporated in
load d during hour h. This coefficient is selected randomly between 0.25 and -0.25 for each
load in each hour. For example, the overall load coefficients for loads on Buses 5 and 7,
i.e., I and ¥ respectively, are shown in Fig. 3.12. In this subsection, the operation cost
of the system, i.e., (3.3), is selected as the objective function of the defender and attacker
levels. Simulations are performed for LCI= 100%, i.e., the system is lightly congested.
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Figure 3.13: OCI index during 24 hours.

Fig. 3.13 shows the OCI index during the 24 hours of this study for both conventional
and proposed data aggregation schemes. As this figure shows, when the conventional
data aggregation scheme is used, the attacker can impose extra costs to the system by
manipulating the measurements of a single PDC. The increase in the operation cost is
significant at Hours 11, 12, and 13, when the attacker can portray a fake need to load
shedding by manipulating the measurements of PMUs. For instance, the attacker can
increase the operation cost by 7.2% during Hour 13 by initiating a load shedding for 1.7
MW. The proposed data aggregation scheme, however, makes the OCI index equal to zero
for all hours by determining optimal data aggregation scheme one time at Ao = 1 and
updating it two times afterwards, i.e., at h =5 and h = 11.

3.5.4 Cyber Attacks Targeting Multiple PDCs Simultaneously

In practice, targeting multiple PDCs simultaneously is highly improbable, largely due to
their robust security measures and geographical dispersion. However, to further corrobo-
rate the effectiveness of the proposed data aggregation technique, this subsection evaluates
it when multiple PDCs are subject to a cyber attack. To this aim, constraint (3.8), which
originally posits that attackers are constrained to manipulating measurements of only a
single PDC, should be modified to determine the number of compromised PDCs. Given
that the test system of this paper includes three PDCs, this constraint is modified to limit
the attacker to two PDCs, as an assault on all three would grant the attacker control over
the entire system and render the reallocation of PMUs inconsequential. Fig. 3.14 displays
the OCI index against the LCI values for both the conventional and proposed data aggre-
gation methods when two PDCs are subjected to cyberattacks. As this figure shows, when
the lines are not overloaded (LCI > 40%), an attacker’s ability to significantly increase the
grid’s operating costs is limited for both proposed and conventional methods, primarily
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Figure 3.14: OCI index for various LCI values when two PDCs are subjected to cyberat-
tacks for the IEEE 30 bus test system.

affecting only the optimal dispatch of generators. In cases where the LCI drops below
40% and the conventional method is used, the extra costs to the power system can rise
markedly, triggered by the start of load shedding. For instance, attacking PDCs 24 and 17
can lead to a 66.5% increase in the operational costs of the grid when LCI= 0%. However,
when the proposed data aggregation method is used, the attacker’s capability to escalate
the operational cost diminishes considerably. For instance, with the proposed approach,
the OCI index is limited to a maximum of 25% when LCI= 0%.

It should be noted that the proposed method is specifically designed to secure the
PMU-to-PDC aggregation structure and is not effective against attacks that target multiple
PMUs independently, bypassing PDCs entirely. While such attacks are outside the scope
of the current framework, they are considered significantly less probable and harder to
execute in practice, as demonstrated through BAG analysis. Additionally, when both
PMUs and PDCs are compromised simultaneously to reach a set of PMUs, the resulting
impact is functionally equivalent to attacking multiple PDCs directly, reinforcing the focus
and relevance of the proposed method.

3.6 Conclusion

This chapter showed that conventional data aggregation method in wide-area measure-
ments systems could lead to economic and physical damages to the grid if LR attacks
happen. To address this issue, this proposal presents a tri-level optimization model to
determine the optimal data aggregation scheme for collecting the data of PMUs and send-
ing them to the SPDC of the control center. The presented model takes into account
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the resilience of the grid to cyberattacks, and considers its physical limitations, e.g., com-
munication delays. The objective function of this study was to minimize the economic
vulnerabilities of the grid or the risks of physical damages to it when LR attacks target the
system. The objective function, however, can be changed to any other one that enhances
the grid’s resiliency against cyberattacks. Additionally, the proposed method can address
alterations in the operating point and configuration of the system by updating the data
aggregation scheme dynamically using the multicast IP protocol. The proposed method
was tested on the IEEE 30-bus system and found to significantly increase power grid re-
silience to LR attacks. The proposal also introduced a case reduction technique to make
the problem smaller and faster to solve, resulting in a significant decrease in computation
time while maintaining high accuracy.
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Chapter 4

A Cyber-Physical Risk Metric and
Data Aggregation Reconfiguration
Strategy for Mitigating SFDIAs

As demonstrated in Chapter 2, power systems are highly vulnerable to SFDIAs, particu-
larly those capable of causing physical damage through line overloading. The feasibility
of executing such attacks depends on compromising data from numerous PMUs across the
system, which in turn is heavily influenced by the hierarchical data-gathering structure
of the cyber layer. However, as discussed in Section 1, a significant gap in the existing
vulnerability analysis literature is its neglect of the cyber-layer architecture, especially the
manner in which measurement data are aggregated and transmitted. Prior studies have
typically modeled attack feasibility by imposing arbitrary limits on the number of measure-
ments that can be manipulated [94, 44, 54, 28]. This approach oversimplifies the complex
hierarchical data aggregation framework, involving multiple PMUs, PDCs, and commu-
nication links. Such oversimplification risks overlooking critical vulnerabilities that could
significantly influence vulnerability assessments and may ultimately result in ineffective
defense measures.

Given the importance of the data-gathering structure, Chapter 3 of this thesis pro-
poses a defense strategy that optimizes data aggregation by optimally allocating PMUs
to PDCs. However, to further strengthen this strategy, it is essential to consider not only
the assignment of PMUs to PDCs but also the broader cyber-layer architecture, includ-
ing the communication paths between each source and destination, as both a contributor
to system vulnerability and a target for optimization against SFDIAs. Building on this
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perspective, this thesis first addresses the often-overlooked role of the cyber layer in vul-
nerability analyses of power systems facing SFDIAs. To incorporate this role, a CPRM is
introduced, which jointly quantifies both the likelihood and the physical consequences of
SEFDIAs. The CPRM captures the impacts of transmission line losses—such as load shed-
ding or generator outages—together with the probability that these losses result from an
SEDIA. This probability is estimated by identifying critical PMUs sets, defined as minimal
sets of measurements whose compromise could stealthily overload transmission lines. An
efficient bi-level optimization algorithm is employed to determine these sets. Furthermore,
to quantify access likelihoods, BAGs are constructed for each substation and communica-
tion link, modeling potential attack pathways and estimating their associated probabilities.
Building on the CPRM, this chapter develops a proactive risk mitigation strategy to deter-
mine the optimal data aggregation structure within the power system’s cyber-layer. This
strategy is formulated as an optimization problem that minimizes the CPRM, effectively
reducing the risk of SEFDIAs. Following this, the chapter introduces a novel DAR scheme,
which dynamically adjusts the cyber-layer structure using SDN to cope with changes in
the operating point and/or configuration of the systems.

Building on the developed CPRM, this chapter proposes a proactive risk mitigation
strategy to determine the optimal data aggregation structure within the power system’s
cyber layer. This strategy is formulated as an optimization problem aimed at minimizing
the CPRM, thereby reducing the risk of SFDIAs. The proposed mitigation strategy not
only optimizes the allocation of PMUs to PDCs, but also reconfigures the communication
paths between them, thus enhancing system resilience against SFDIAs. Subsequently, the
chapter introduces a novel DAR scheme that dynamically adjusts the cyber-layer structure
using SDN to adapt to changes in the system’s operating point and/or configuration.

The contributions of this chapter are summarized as follows:

e A comprehensive CPRM is proposed to quantify the risk posed by SFDIAs in power
systems. This metric is established through a three-step procedure: (i) identifying
critical PMUs sets for each transmission line by solving multiple bi-level optimization
problems, (ii) estimating the attack probabilities on these critical sets using BAGs,
and (iii) integrating these probabilities with the physical consequences of losing each
line to compute the CPRM.

e A novel proactive risk mitigation strategy is developed to determine the optimal
data aggregation structure within the power system’s cyber layer. Formulated as
an optimization problem, this strategy aims to reduce the risk of SFDIAs, improve
system resilience, and strengthen the overall cyber-physical security posture.
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e An SDN-enabled DAR scheme is presented to dynamically reconfigure the cyber-layer
data aggregation architecture with the goal of minimizing the CPRM. The scheme
operates in two phases: an offline phase, which generates and stores potential cyber-
layer configurations using the proposed risk mitigation strategy, and an online phase,
which selects and applies the optimal configuration in real time via SDN.

On this basis, the remainder of this chapter is organized as follows. Section 4.1 presents
the bi-level optimization method for identifying critical PMUs sets for each transmission
line. Section 4.2 introduces BAGs models to describe the attack paths used to access these
critical PMUs sets and evaluates the probabilities of successful cyberattacks against them.
Section 4.3 formulates the proposed CPRM and develops the corresponding proactive risk
mitigation strategy. Subsequently, Section 4.4 evaluates the proposed CPRM and the
mitigation strategy on the 39-bus test system. Finally, Section 4.5 concludes the chapter.

4.1 Identifying Critical PMU sets of a Line

This section first presents a bi-level optimization model to identify the minimal critical
set of PMUs for a transmission line. This set includes the minimum number of PMUs
that can be leveraged to overload a line stealthily through an SFDIA. Then, an algorithm
is proposed to solve multiple bi-level optimization problems to systematically identify all
critical PMUs sets associated with the line.

4.1.1 Determining the Minimal Critical PMU Set of a Line Using
Bi-level Optimization

This section introduces a bi-level optimization problem (Fig. 4.1) to identify the minimal
critical PMU set for a given line. In the upper-level model, the attacker aims to minimize
the number of PMUs that are required to be manipulated in order to overload a target
line. The lower-level model represents the operator’s response to the manipulated data
based on the OPF. The objective function of the upper-level for stealthily overloading line
[ is defined as follows

Minimize Y w! (4.1)

n
L.fo7l 1 l
ZyAZ k- ZapHwn neN

where w!, represents a binary variable that denotes whether the data of the PMU at bus
n (denoted by PMU,,) is to be manipulated (1 if attacked, 0 otherwise) to overload line
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a target line.

I. Additionally, Z', denotes the attack vector intended to be injected into the actual
measurements to overload line [. The objective function of (4.1) should be minimized
subject to several constraints. The first constraint limits the attacker to the measurements
of PMUs whose associated w!, is one. This constraint can be defined as follows

uh <Y wl - PM,, VacA (4.2)
neN

where PM is a binary matrix that represents the measurement assignments of the PMUs
in the system. Each element takes the value 1 if PMU n records measurement a, and 0
otherwise. The next constraint ensures that line [ becomes overloaded, and is defined as
follows

| > P (4.3)

where ¢ > 1 is the threshold at which the capacity exceedance is deemed an overload.
Additionally, P, is the actual power flow of line [, which can be calculated as follows

P, =SF - (BG - PG — BL - PD) (4.4)

To address the non-linearity of the overload condition described in (4.3), the method out-
lined in [85] is employed, transforming the overload condition into a set of linear constraints.
The non-linearity arises from the presence of the absolute value |P| in the overload con-
dition, which checks whether the magnitude of the power flow on line [ exceeds a fraction
¢ of its thermal limit P/"**. To linearize this, an auxiliary binary variable 7; is introduced
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to indicate the direction of power flow in line [ (m; = 1 for positive flow, and m, = 0 for
negative flow).

Using the big-M technique, the absolute value constraint |F| > (P™* is split into two
mutually exclusive linear inequalities [85]:

P +mM > (P (4.5)

—P+(1—m)M = ¢P™ (4.6)

Here, M is a large constant used to deactivate one of the two constraints depending on
the value of m;. When m; = 0, the first constraint enforces P, > (P™** while the second
becomes non-binding due to the large M term; when m; = 1, the roles are reversed, and
the second constraint enforces —F;, > (FP"**. In the big-M linearization method, M must
be sufficiently large to ensure that the “inactive” constraint is automatically satisfied, yet
not excessively large to avoid numerical instability in the solver. In practice, studies in
power system optimization often set M to approximately 1.2-2 times the largest line flow
limit in the network, which is large enough to relax the constraint when inactive but small
enough to maintain numerical stability. Additionally, the following constraints must be
met to keep the attack stealthy:

(HH"H)'H" - 1) Z', = 0 (4.7)
> A, =0 (4.8)
deD
_ufl|d O'Pd Szfﬂdgugld O'Pd Vd € D (49)
—ui‘k n < Zé\k < ui‘k n Vkel (4.10)

Constraint (4.7) ensures that the injected data can bypass the BDD module of SE [97].
Constraint (4.8) maintains stealth by ensuring that the load is redistributed while its sum
remains unchanged. In fact, without loss of generality, this constraint manipulates the
measurements through a load redistribution attack, which is stealthy and does not require
manipulation of PMUs connected to generators (which are often more secure and pro-
tected). Finally, Constraints (4.9) and (4.10) limit the extent of manipulation of load and
line measurements, respectively. In fact, (4.9) and (4.10) limit the manipulated measure-
ments to those defined by (4.2).

As shown in Fig. 4.1, the lower level of the model captures the operator’s response to the
attack vector defined at the upper-level. Excluding this layer would imply that the operator
remains passive in response to the change in system states, which is inconsistent with real-
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world operations. Incorporating the lower-level ensures a more realistic representation of
the interactions between the operator and the attacker. The primary goal of the lower
level is to minimize the operational costs via OPF. The formulation for the operator level
is as follows

Minimize Z cgPy + Z cSaSd (4.11)

Pg,Sp
geg deD

This optimization problem is subjected to the following constraints:

Y BGjy-Py=> Yu 0+ > BLja-(Pa—Si+2hy,) VieB (4.12)

geg beB deD
—Pp*® < SF, - (BG - PG — BL- (PD + Zly,)) < P VkeL (4.13)
Pgmzn S Pg S P;naﬂ? vg c g (414)
S;<P, VdeD (4.15)

Where (4.12) denotes the power balance constraint for each bus, and (4.13)-(4.15) de-
fine the limits for power flow in transmission lines, generator output, and load shedding,
respectively.

To address the complexities of this bi-level optimization problem, the lower level can
be reformulated using the KKT optimality conditions, which are then integrated into
the attacker level. This reformulation transforms the bi-level problem into a unified linear
MILP model. The resulting MILP can be efficiently solved using conventional optimization
solvers to determine all binary variables w! that must be manipulated to overload line .
The critical set of PMUs for line [ includes all the PMUs whose associated w!, are non-zero.

4.1.2 Determining All Critical PMU Sets of a Line

Since multiple critical PMUs sets may exist for a given line, the bi-level optimization needs
to be run multiple times to identify all such sets. To ensure that previously identified
solutions are not repeated, each time the optimization is executed, a constraint is added
to the problem to exclude the critical sets already found. This is captured by the following

constraint
> wh < 9] (4.16)
neN

where |.| signifies the cardinality operator, and wﬁljs is the binary variable that denotes

whether PMU,, has been selected for Line [ in the s-th optimization, or equivalently if
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Algorithm 2 Algorithm to Identify All Critical PMU Sets of Line /.
. Initialization.
: Set s = 1.
while the bi-level optimization problem is feasible do
Solve the bi-level optimization defined by (4.1)-(4.15).
Store the result in €2}
Integrate a new constraint based on (4.16) into the bi-level optimization problem.
s=s+1.
end while

I BN

critical set s includes PMU,,. Additionally, €2} represents the s-th critical PMU set for line
[, and is defined as follows

Q0 ={n|w , >0VneN} (4.17)

In fact, constraint (4.16) ensures that the sum of all wf, ; values from the s-th critical set
of line [ is less than the cardinality of the set €)j. This effectively prevents subsequent
optimization problems from selecting all the PMUs of any previously identified critical set
for line [. The process of solving bi-level optimizations and incorporating constraints related
to each identified critical set continues until the optimization problem becomes infeasible.
This approach guarantees that all potential sets of PMUs necessary for overloading a line

are thoroughly identified. The proposed method is shown in Algorithm 2.

4.2 Bayesian Attack Graph for Modifying the Data
of PMUs

When the critical PMUs sets of a line are identified, the probability of overloading a line
depends on the likelihood of gaining access to all PMUs in a critical set. This access
can be achieved through attacks on substations, communication links, or PDCs. BAGs are
commonly used to model potential attack pathways by outlining exploitable vulnerabilities.
On this basis, this section begins with an examination of the architecture of substations and
data aggregation structure in power systems, highlighting potential attack entry points for
data manipulation. Subsequently, it discusses the concept of BAGs and develops a BAG for
modifying the data of PMUs through compromised substations and communication links.
It is important to note that this paper assumes, for simplicity and without loss of generality,
that the structure of all substations in the system is uniform and all communication links
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Figure 4.2: Substation architecture based on IEC 61850-90-4.

are identical. However, in practical scenarios where substations have different structures or
communication links vary, separate BAGs should be constructed for those specific instances
in the offline pre-processing phase. The probabilities derived from these BAGs can then be
used as fixed parameters in subsequent calculations, ensuring the model remains adaptable
to real-world power system diversity.

4.2.1 Substations Architecture and Data aggregation in Power
Systems

The architecture of a substation, aligned with the International Electrotechnical Commis-

sion (IEC) 61850-90-4 standard, is shown in Fig. 4.2 [83]. This structure is designed to
support data measurement and control within power networks and comprises intercon-
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nected components that enhance the operation and monitoring of power grids. Central
to the substation’s measurement operations are PMUs (node 12), which are crucial for
gathering real-time data. The units within the bay level, including PMUs and IEDs, are
linked through a switch (node 8) to ensure continuous data flow within the substation. In
some substations equipped with a PDC (node 11), the PDC collects PMU data from both
local and neighboring substations. Communication with the control center (node 300) is
conducted over a WAN, crucial for data transmission and remote control. The substa-
tion gateway (node 7) serves as the hub for gateway services. The HMI and workstations
utilize SSH (Secure Shell) for remote maintenance and HTTP (HyperText Transfer Proto-
col) to deliver a user-friendly interface to substation operators. Additionally, the remote
operator’s machine supports both HTTP and SSH services [33].

The hierarchical structure of data aggregation in a power system is also depicted in Fig.
4.3: the data measured by PMUs in a substation is transmitted via a communication net-
work to a substation equipped with PDCs, which then organize the data in chronological
order. These organized measurements are subsequently forwarded to the Super PDC at
the control center to be utilized for critical wide-area control and protection applications.
As Fig. 4.3 shows, several pathways exist for manipulating the data coming from a set of
PMUs. Attackers can (i) target the substations hosting the PMUs, (ii) exploit vulnerabili-
ties in the communication network to alter PMUs data during transmission, or (iii) attack
substations equipped with PDCs that aggregate data from multiple PMUs.

4.2.2 BAG for Compromising a Substation

Attack graphs depict the interdependencies among vulnerabilities and potential attack
pathways. Fig. 4.4 displays the attack graph for compromising a substation and alter-
ing the data of its PMU. This graph consists of two types of nodes: exploits (E) and
conditions (C). Exploits, represented by ovals, identify vulnerable hosts. For example,
<V_SSH, 100, 300> symbolizes the exploitation of an SSH vulnerability that enables an
attacker to compromise the control center. An exploit can be executed only once all its
requisite conditions are satisfied. Conditions, illustrated as borderless text, specify the
prerequisites for exploiting vulnerabilities. These are generally categorized into three main
types: connectivity (N), privilege (L), and service existence (S), depicted in Fig. 4.4 in
blue, red, and purple, respectively. The connectivity condition indicates the presence of a
network path between two nodes in the graph, enabling an attacker to traverse the net-
work. The privilege condition reflects the level of access or permissions an attacker needs
to progress along a path, ensuring that the necessary privileges are acquired to advance
further. The service existence condition involves the availability and operability of network
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services targeted by an attacker, ensuring that required services are active and accessible
within the network [100]. A condition without a preceding exploit is termed an initial
condition. Post-conditions are satisfied following the successful exploitation of a vulnera-
bility. For instance, the privilege condition <root, 7> is fulfilled when an attacker takes
advantage of any of the following exploits <V_Gateway, 300, 7> or <V_Gateway, 200, 7>.

Building on the foundational principles of attack graphs, BAGs utilize a probabilistic
framework to assess the likelihood of intruders achieving their objectives. Estimating
these probabilities involves two steps. Firstly, determining the likelihood of attackers
independently executing each exploit node (i.e., E;), denoted as

p(E; €ES; =T, N, =T,L; =T) (4.18)

where p(.) is the probability operator. Additionally, S; = T, N; = T, and L; = T re-
spectively denote that all connectivity, privilege, and service existence preconditions for
exploit E; are already met. In fact, (4.18) represents the probability of successfully exe-
cuting an exploit when its preconditions are met. This thesis employs the CVSS [66] to
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estimate exploit probabilities. For known vulnerabilities, the exploitation probability can
be derived from the CVSS score calculator, which evaluates risk based on specific vulnera-
bility characteristics [66]. In cases where no known vulnerabilities exist, CVSS incorporates
zero-day vulnerabilities into its assessment. This ensures that CVSS not only considers
vulnerabilities recognized by operators but also assigns a probability to unknown threats,
strengthening the overall risk assessment framework.

In the subsequent step, conditional probabilities for each node—except initial conditions—
are established to calculate overall probabilities and model the logical dependencies between
the preconditions of an exploit and its successful execution. This framework imposes an
“AND?” logic for exploit nodes, requiring all preconditions to be met for the exploit to pro-
ceed. Conversely, privilege conditions are governed by an “OR” logic, indicating that the
execution of any relevant exploit satisfies the precondition. Upon constructing the BAG
for manipulating the data of PMU,, through compromising its substation, the probability
of this data manipulation, denoted as p(A_PMU,,_S,,), is derived via Bayesian inference.
This methodology allows for the development of similar BAGs to estimate the probabilities
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of manipulating data from other PMUs by targeting their respective substations. Addi-
tionally, a corresponding BAG can be created to assess the likelihood of altering the data of
PMU,, by compromising its associated PDC (i.e., PDC, ), expressed as p(A_PMU, _PDC,).
A key distinction between the BAGs for PMUs and PDCs lies in the generally stricter secu-
rity measures implemented at substations with PDCs, which tend to reduce the likelihood
of successfully executing certain exploits.

4.2.3 BAG for Compromising a Communication Link

Fig. 4.5 presents the attack graph designed to compromise communication link m (i.e.,
CL,,), through which data from PMU, is transmitted and potentially altered. To manip-
ulate this data, an attacker must bypass security measures such as message encryption and
network address locking that protect C'L,,. These security vulnerabilities are represented
by E; to E5 in the graph, each aiming to acquire specific privileges (IL; to LL,) within the
network. The ultimate goal of the attack, depicted at the bottom of the graph, is to ma-
nipulate the data of PMU,, via C'L,,. Achieving this objective requires that the attacker
successfully obtains all listed privileges, and the probability of this comprehensive success

is formulated as: ,

p(A_PMU, CLy) =[] p(L; =T) (4.19)
i=1
The likelihood of successfully acquiring these privileges depends on the effectiveness of the
security countermeasures in place, and can be calculated using:

p(L;=T) = Z p(Li = T[E;) - p(E;) (4.20)

where N, represents the set of countermeasures that must be bypassed to obtain privilege
L;.

4.2.4 BAG for Compromising a Set of Critical PMUs

The previous subsections illustrated various strategies an attacker could employ to manip-
ulate the data of a single PMU. To extend these tactics to a group of PMUs, an attacker
might use one or several of these methods.

To thoroughly identify all feasible strategies for manipulating PMU data within a criti-
cal set, it is essential to examine every possible combination of compromised communication
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Figure 4.5: Attack graph for manipulating the data of PMU,, via communication link m.

links, PMUs, and PDCs that could facilitate such manipulation. To this aim, the possi-
ble combination of compromised components for set €], where s € S, are stored in set
Oj. Therefore, line [ can be overloaded if any of the combinations in the following set are

accessed
r=\Jo; (4.21)

seES

where I')= {T'},T?,... T/} represents all possible unique sets of targets (i.e., PMUs, PDCs,
and /or communication links) that can be compromised to alter the data of one of the critical
sets of line [, and I represents the total number of these sets. Each I}, where 1 < i < I,
specifies a distinct combination of compromised targets.

Therefore, the probability of overloading line I can be calculated using the following
equation

p(Ad) = 3 p(T)) (4.22)

Iiery

where p(A_l) is the probability of overloading and eventually tripping of line [. Additionally,
p(T'%) is the probability of accessing each combination, which can be calculated using the
BAGs discussed in Sections 4.2.2 and 4.2.3, as follows
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p(T) = [] p(A-PMU,_S,) x || p(A-PMU,_PDC,) x [] p(A-PMU, CL,,) (4.23)

nery; rely mel}

where, n, r, and m in '} represent the PMUs, PDCs, and communication links involved
in each T}, respectively. By substituting (4.23) into (4.22), the overall probability of over-
loading and eventually tripping of line [ can be calculated.

4.3 Proposed Cyber-Physical Risk Metric and Proac-
tive Mitigation Strategy

4.3.1 Cyber-Physical Risk Metric

This section introduces the proposed CPRM designed to evaluate the risk posed to the
power system by SFDIAs. The CPRM systematically integrates two critical factors: the
probability of cyberattack that can result in the loss of transmission lines, and the con-
sequent physical impact of each loss on the stability and functionality of the grid. The
proposed CPRM can be formulated as follows

CPRM = PI(l) x p(A) (4.24)

where PI(l) represents the physical impact associated with the loss of transmission line
[, and p(A.) is calculated using (4.22). Typically, the impact of losing a transmission
line is quantified by the amount of unserved load or the required load shedding. Beyond
its impact on loads, the loss of a transmission line can also result in disconnection of a
generator from the grid. Although such disconnections may not directly affect loads due
to available reserve capacity, they can lead to significant economic losses, increased stress
on other generators, and a diminished safety margin due to the higher demands placed on
the remaining operational generators [8]. Therefore, the physical impact of losing line [ is
quantified as follows

a Pm(l.’E
PI()=51Y Si—B Y Cy+f5» > max (o, | e ’l]fd’“ : ) x Py (4.25)

deD g9€g deD kegd
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where 67 represents the set of transmission lines connected to load d. In this equation,
the first term represents the total unserved load, the second term represents the available
generation capacity, and the third term quantifies the system operational margin [8]. The
coefficients (31, (2, and f3 are weighting factors that represent the importance of each term.

4.3.2 Proactive Risk Mitigation strategy

The CPRM introduced in (4.24) offers a comprehensive assessment of the risk that SEDIAs
pose to power systems. To mitigate the risk of SFDIAs, strategies can either reduce
the probability or the physical impact of such attacks. Reducing the physical impact
typically involves physical measures, such as altering the dispatch of generators, which
incurs additional costs. Therefore, this paper primarily focuses on strategies that reduce
the probability of SFDIAs that can result in losing a line, aiming for cost-effective cyber-
security enhancements.

Based on (4.22) and (4.23), the probability p(A_l) is determined by the likelihood of
compromising the components—PMUs, PDCs, and communication links—of each I'} € T,
which provide access to the data of the critical PMUs associated with line [. As these
equations demonstrate, the overall probability of such an event highly depends on how the
data is aggregated in the communication network. This is because the data aggregation
structure determines the number of PDCs and communication links required for access to
the set T'}. For example, if all critical PMUs of a line are connected to a single PDC, it
is more likely for an attacker to gain access and overload the line compared to a scenario
where they are connected to several PDCs. Thus, a power system’s risk to SFDIAs can
be minimized by reconfiguring the data aggregation structure. On this basis, this paper
develops the following optimization problem to determine the optimal data aggregation
structure for a given operating point

Minimize CPRM (4.26)
X VY

The decision variables involved in this problem are defined as follows

e X = [z,,], amatrix where each element z,,, for n € N"and r € R is a binary variable
indicating whether PMU,, is connected to PDC r (1 if connected, 0 otherwise).

o V = [v,,,], a three-dimensional binary matrix where each element v, ,, for n €
N,reR,and q € Q,, denotes whether communication path ¢ (which comprises a
sequence of routers and communication links) connects PMU,, to PDC, (1 if connects,
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0 otherwise). The set Q,, encompasses all feasible communication paths between
PMU,, and PDC,..

e Y = [y, ], a binary matrix where each element y, ; for € R and f €F, denotes
whether the communication path f (which comprises a sequence of routers and com-
munication links) connects PDC, to the control center (1 if connects, 0 otherwise).
The set F, encompasses all feasible communication paths between PDC, and control
center.

The objective function of (4.26) should be minimized subjected to the following con-
straints:

> =1 VneN (4.27)

reR
Un,r,q < Tn,r Vn € N, Vr € R, \V/q < Qn,r (428)
Z Uppg =Ty VREN, VreR (4.29)

q€Qn,r

> yp=1 Vremr (4.30)

feFr
Y 1, <CA VreR (4.31)

neN

where C'A, represents the maximum number of PMUs that can be connected to PDC,..
Constraint (4.27) ensures that each PMU is connected to exactly one PDC. Meanwhile,
constraint (4.28) ensures that v,,, = 1 only if z,,, = 1, meaning a path ¢ exists be-
tween PMU,, and PDC, only if PDC, is assigned to PMU,,. Moreover, constraint (4.29)
guarantees that exactly one path connects PMU,, to its designated PDC. Similarly, (4.30)
ensures that there is a path between each PDC and the control center. Finally, (4.31)
limits the number of PMUs connected to each PDC. In addition to the above constraints,
the following one is defined to prevent data aggregation structures that could cause long
communication delays, potentially resulting in undesirable packet dropouts:

Vnirg * tnrg < T +min{vg, g - thrg} Yn € N,Vr € R,Vq € Q,, (4.32)

where t,, ., is the processing and communication delay for sending the measurements from
PMU,, to PDC,. through the communication path g. Furthermore, 7). represents the waiting
time of PDC, for subsequent data packets after the first packet arrives. The term min{v,, . ,-
tnrqt denotes the arrival time of the first packet at PDC,.
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4.3.3 SDN-Based Implementation of the Proposed Risk Mitiga-
tion Strategy

All previous discussions have focused on a specific operating point of the power system.
However, as system operating points change, it is crucial to continuously evaluate the
CPRM for each new condition and update the data aggregation structure through the
proposed risk mitigation strategy to minimize the risk of SFDIAs. In this context, this
paper proposes an SDN-based data aggregation reconfiguration scheme, illustrated in Fig.
4.6, which dynamically adjusts the data aggregation structure in real-time.

The proposed scheme operates in two phases: offline and online. In the offline phase,
all potential operating points—resulting from variations in load, generation, or system
configuration—are predicted and stored in a database. Historical data plays a crucial role
in this prediction, supplemented by advanced load forecasting methods that estimate de-
mand for the upcoming hours or even the next day [23, 9, 7]. For each operating point, the
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physical impact of losing each transmission line is assessed using equation (4.25), and all
critical PMU sets for all lines are identified using Algorithm 2. Then, the CPRM for each
case is calculated using equation (4.24), based on the identified physical impacts, critical
PMU sets, and BAGs developed for substations and communication links. Subsequently,
the optimal data aggregation structure for each case is determined using the proactive
mitigation strategy outlined in equations (4.26) to (4.32). Finally, the optimal data aggre-
gation structures are stored in the optimal structure database for future use. Therefore,
all resource-intensive tasks are precomputed and stored in a database during the offline
phase, eliminating the need for complex calculations in the online phase and thus avoiding
latency in live operations.

On the other hand, in the online phase, the system continuously collects new PMU
measurements and breaker statuses, and subsequently identifies the associated operational
case from the database. The online phase relies solely on data already collected in power
grid control centers, and therefore does not impose any additional data extraction demands
on the system. If the operational case has changed, the system selects the appropriate data
aggregation structure associated with the new operational case from the optimal structure
database and sends this information to the SDN controller. The SDN controller is able
to reconfigure the data aggregation system in under 10 milliseconds for small systems and
under 50 milliseconds for large systems with over 500 switches [38, 51]. It is noteworthy
to mention that if the operational case has not changed, the system maintains the current
data aggregation structure until a change is detected. If an operational condition is not
available in the database, its corresponding optimal data aggregation structure should be
determined by executing the proposed risk mitigation strategy. The results should then be
saved in the database and transmitted to the SDN controllers.

4.4 Performance Evaluation

This section begins by introducing the test systems—the IEEE 39-bus and 57-bus sys-
tems—followed by an evaluation of the effectiveness of the proposed CPRM and the cor-
responding mitigation strategy on these systems.
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Figure 4.7: The IEEE 39 bus test system: (a) cyber and physical layers, (b) data aggrega-
tion structure

4.4.1 Test Systems
IEEE 39-Bus System

The physical-layer data of this test system (e.g., admittance matrix and generator specifi-
cations) are available in the MATPOWER toolbox [1]. The cyber-layer includes 15 PMUs,
which are placed according to [50], and are shown in Fig. 4.7a. The PMUs are specified
by their associated bus numbers, e.g., PMU on Bus 8 is denoted by PMUg. Additionally,
this system has three substations equipped with PDCs: PDC;, PDC,, and PDCs;, which
are placed at Buses 26, 20, and 31, respectively. The communication network (Fig. 4.7a)
contains 26 routers labeled R; to Rgg and 34 communication links between the routers. A
communication link between routers x and y is represented by C'L, ,. The data aggregation
structure within this test system is shown Fig 4.7b. For instance, PMUs; uses R3 to send
its data to Ry and then Ry to reach PDC;. This PDC, which collects data from PMUs
installed at buses 3, 25, 26, 29, 30, 37, and 38, uses Rs1, Ro4, and Rog to send its data to
the control center.

85



PMUs4  PMUsy PMU4j

PMUjs51

PMUg
PDC

Control
Center

PMU»s
PDC3

PMUj3( U33 PMUy7

PM
PMU32 PMU3g

Figure 4.8: The original data aggregation structure for IEEE 57-bus test system.

IEEE 57-Bus System

Figure 2.5 in Section 2.5.1 illustrates the IEEE 57-bus test system, whose physical-layer
data (e.g., the admittance matrix and generator specifications) are available in the MAT-
POWER toolbox [1]. The cyber-layer of the system includes 22 PMUs, which are placed
according to [50]. Additionally, the system comprises three substations equipped with
PDCs: PDC;, PDCs, and PDCj, located at Buses 9, 4, and 25, respectively. The data
aggregation structure within this test system is illustrated in Fig 4.8.

4.4.2 Performance Evaluation on IEEE 39-Bus System
Calculating the CPRM

This section calculates the proposed CPRM for the IEEE 39-bus system introduced in
Section 4.4.1, whose load profile is depicted in Fig. 4.9. To determine the critical PMU
sets, C is set equal to 1.5 [28, 27]. The rational behind this threshold is that according to

NERC Standard PRC-023-1 [5], protective devices on power lines and transformers should
have a tripping threshold set at no less than 150% of their maximum capacity. However,
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in practice, this threshold can be lower [28]. The bi-level optimization problems described
in Algorithm 2 are solved for each line of the test system across all 24 hours, aiming to
identify all critical sets of PMUs (denoted by €2f) at each time necessary to overload each
line. However, due to space constraints, this paper elaborates deeply only on the results
obtained for hour 19:00, i.e., when the load is at its peak. For the selected hour, it is
observed that, except for lines 3 and 27, all other lines cannot be overloaded, even if all
PMU data are available to the attacker for manipulation. Table 4.1 lists the critical PMU
sets for lines 3 and 27. As seen in this table, lines 3 and 27 have 14 and 6 critical sets,
respectively. For example, if the attacker gains access to the PMUs installed at buses 3, 4,
8, 16, and 25, they can manipulate the data to overload Line 3. Similarly, accessing PMUs
at buses 4, 8, 16, 20, 26, and 29 enables the attacker to overload Line 27.

To calculate the probabilities of manipulating the data of PMUs in the critical sets
shown in Table 4.1, BAGs for substations and communication links are developed as ex-
plained in Section 4.2. To determine the likelihood of executing each exploit, i.e, (4.18),
the CVSS scores are normalized, as shown in Table 4.2. For certain services in the network,
such as SSH, HTTP and gateway, when there are no known exploits, zero-day exploits—
which are not publicly known—are considered. Given the nature of zero-day exploits,
their CVSS score is generally assumed to be 0.8 [100]. Bayesian inference is conducted
for the developed attack graphs, and the probabilities of attacking PMUs, PDCs, and
communication links are determined as listed in Table 4.3.

In the next step, to calculate the probability of accessing the critical PMU sets of a
specific line, set I'; is determined based on (4.21). Table 4.4 demonstrates all combinations
of targets (denoted by I'; € %) for [ = {3,27}. Then, the probability of accessing each I’
set is calculated using (4.23). The overall probabilities of overloading lines 3 and 27 are
determined using (4.22), as shown in Table 4.4. For example, accessing PMU,, PDCy, and

87



Table 4.1: The critical PMUs of IEEE 39-bus test system for overloading lines 3 and 22
for hours 19:00.

Line Q
{3, 4, 8, 16, 25}, {3, 4, 8, 16, 20}, {3, 4, 8, 16, 26}
{4, 8, 16, 20, 25, 26}, { 8, 16, 20, 25, 26, 29}
{3, 8, 16, 20, 25, 26} {8, 16, 20, 23, 25, 26}
3 {3, 8, 16, 20, 23, 25, 31}, {3, 8, 16, 23, 25, 26, 29}
{3, 8, 16, 23, 25, 26, 31}, {3, 8, 16, 23, 25, 26, 29 }
{3, 8, 16, 20, 23, 26, 29}, {3, 4, 16, 20, 25, 26, 29}
{3, 8, 16, 20, 26, 29, 31}
{4, 8, 16, 20, 26, 29}, {3, 8, 16, 20, 26, 29}
27 {8, 16, 20, 25, 26, 29}, {3, 16, 20, 25, 26, 29}
{4, 16, 20, 25, 26, 29}, {3, 4, 16, 20, 23, 26, 29}

Table 4.2: CVSS Score.

Vulneribilty | CVSS/10 vulneribilty CVSS/10
V_SSH 0.08 V_Message encryption 0.08
V_HTTP 0.08 V_Network address locking 0.08
V_Gateway 0.08 V_Physical link protection 0.08
V_PMU 0.9 V_Signature cryptography 0.08
V_PDC 0.3 V_Non-public Protocol 0.08

Table 4.3: Probability of attacking PMUs, PDCs, and communication links.

Attack point | p(A-PMU,,_S,) | p(A.PMU,,_PDC}) | p(A-.PMU,,_CL,,)
Probability 0.0114 3.8x1073 7.6x1075

PDC, provides access to the data of PMUs 3, 4, 16, 20, 25, 26, and 29, which is necessary
and enough for stealthily overloading Line 3, and the probability of this access is 1.6x1077.
The overall probability of accessing the components using which an attacker can overload
Line 27 is 9 x 1075. It should be noted that in Table 4.4, the '} sets that result in p(T%)
being two orders of magnitude smaller than the others are ignored. For example, if a I'
entails manipulating one communication link, one PDC, and one PMU, the probability
of this combination is 3.3 x 107?, which is significantly lower compared to another that
involves only one communication link, with a probability of 7.6 x 107°.
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Table 4.4: Calculation of the proposed CPRM for hour 19:00.

Line I p(T}) p(Al) | PI(l)| CPRM
PMUy, CLag 26 8.6x10~7
PMUs, CLoa 26 8.6x1077
PDCj3, CLos 2 2.8x1077

PMUs, PDCs, PDC5 | 1.6x10~7

3 2.6x1076
PMU,, PDC,, PDC, | 1.6x1077 0
PMUg, PDC,, PDC, | 1.6x1077 0.1044
PMU,6, PDC;, PDC3 | 1.6x1077
Trivial
CLay 26 7.6x107°
27 PDC1 & 2 1.4x107% | 9x10~° | 1160
Trivial

To determine the CPRM for hour 19:00, the physical impact of losing each line, denoted
by PI(l), is calculated based on (4.25). The coefficients (8, (2, and f5 in (4.25) are
considered to be 1, 0.1, and 0.1, respectively, giving a higher weight to load shedding. The
PI(I) for each line is also presented in Table 4.4. Then, the CPRM is determined based
on (4.24) and is also presented in Table 4.4. The CPRM value is 0.1044, representing the
quantified risk of cyberattacks for this hour and data aggregation structure. A similar
process can be applied to all other hours to find their CPRM values (Fig. 4.9). As shown
in Fig. 4.9, the CPRM is non-zero only during the four peak-load hours, when the lines
can become overloaded and their tripping has a significant impact. The obtained CPRM
values will be utilized in the next subsection to optimize the data aggregation structure
and minimize the risk of SFDIAs.

Proactive Risk Mitigation Strategy

As discussed in Section 4.3.2, the risk of SFDIAs can be reduced without imposing extra
costs by changing the structure of the data aggregation system in power grids. This is
because the data aggregation structure highly influences the probability of an attacker
gaining access to the sets of PMUs required for overloading and eventually tripping a
line. To determine the optimal data aggregation structure during hour 19:00, the proposed
optimization problem, i.e., (4.26)-(4.32), is solved. Fig. 4.10 demonstrates the optimized
data aggregation structure for this hour. Compared to the non-optimal data aggregation
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Table 4.5: Calculation of the proposed CPRM at hour 19:00 for the IEEE 39-bus system.

Line i p(T%) | p(Al)| Pi(l) | CPRM
CLas 26 5.7x107° 5
; PDC,, PDC; LAx1077 | 5 .
PMUg, PDCy, PDC, | 1.6x1077 |
<

Trivial

PDCy, CLas 2 2.8x1077
PMUs, PDC,, PDC; | 1.6x1077
27 | PMUy, PDCy, PDCy | 1.6x1077
PMUg, PDC,, PDC; | 1.6x10°7

Trivial

8.8x10%

1160

7.6x10~7

structure shown in Fig. 4.7, in the new configuration, PMUj transmits its measurements to
PDCj; via communication links CLj7 19 and CLjg 23, whereas previously it sent data to PDC;
through communication link CLj79;. Moreover, PDCs uses Rgs instead of Ray to reach the
control center. These modifications in the data aggregation structure mainly increases
the number of components that must be manipulated to overload and trip an impactful
line, thereby significantly decreasing the probability of such an event. As shown in Table
4.5, after modifying the data aggregation structure, p(A_27) is reduced from 9 x 107 to
7.6 x 10~7. This reduction leads to a decrease in the CPRM'’s value to 8.8 x 10~%, reducing
the CPRM to nearly 1% of its previous value.

Similarly, the optimal data aggregation structure and the corresponding CPRM for
all other hours are illustrated in Fig. 4.9. As this figure demonstrates, the proposed
strategy significantly mitigates the risk of cyberattacks. For instance, by adjusting the
data aggregation structure at hour 9:00 from the configuration shown in Fig. 4.7-(b) to
the one in Fig. 4.11, the CPRM decreases from 1.3 x 1072 to 3.4 x 1074,

4.4.3 Performance Evaluation on IEEE 57-Bus System
Calculating the CPRM

This section calculates the proposed CPRM for the IEEE 57-bus system introduced in Sec-
tion 4.4.1, whose load profile is depicted in Fig. 4.12. To this end, the bi-level optimization

problems described in Algorithm 2 are solved for each line of the test system across all
24 hours, identifying the critical PMU sets required to overload each line at each time.
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Figure 4.10: The optimal data aggregation structure for IEEE 39-bus test system at hour
19:00.

As an illustrative example, some of the sets corresponding to hour 19:00 (peak hour) are
presented in Table 4.6. Subsequently, the probability of accessing to these critical PMU
sets for each line, denoted as p(A_l), is calculated. These probabilities for hour 19:00 are
provided in Table 4.7 as an example. Using these probabilities and the physical impact
associated with the loss of transmission lines, i.e., PI(l), the CPRM for each hour is com-
puted. The CPRM values of IEEE 57-Bus system for the 24-hour period are shown in
Fig. 4.12.

Proactive Risk Mitigation Strategy

To determine the optimal data aggregation structure, the proposed optimization problem,
i.e., (4.26)-(4.32), is solved for the test system across the all 24 hours. The CPRM values
after applying the proposed risk mitigation strategy are shown in Fig. 4.12 with the dashed
red line. As seen in the figure, the proposed risk metric has been reduced significantly after
hour 5:00. For instance, at hour 19:00, the CPRM has been reduced from 0.349 to 0.0102.
The optimal data aggregation configuration for this hour is shown in Fig. 4.13.

91



Control
Center

Figure 4.11: The optimal data aggregation structure for IEEE 39-bus test system at hour
9:00.

Table 4.6: The critical PMUs of IEEE 57-bus test system for overloading lines 3, 8 and 22
for hours 19:00.

Line Q
{1, 2, 4,9, 12, 15, 18, 29, 30, 38, 41, 47, 51, 53, 54, 56},
{1, 2,4,9, 12, 15, 18, 29, 32, 38, 41, 47, 51, 53, 54, 56},

3 {1, 4,9, 12, 15, 18, 28, 29, 32, 38, 41, 47, 50, 51, 53, 54, 56},
{1, 4, 9, 12, 15, 18, 29, 30, 32, 38, 41, 47, 50, 51, 53, 54, 56},
{1, 4, 9, 12, 15, 18, 25, 28, 29, 38, 41, 47, 50, 51, 53, 54, 56}, ...
{4, 9, 12, 29, 41}, {4, 9, 12, 28, 41}, {4, 9, 12, 41, 54},

{4, 9, 12, 30, 41}, {4, 9, 12, 41, 53}, {4, 9, 12, 38, 41},

8 {4, 9, 12, 15, 41}, {4, 9, 12, 30, 41}, {4, 9, 12, 41, 53},

{4, 9, 12, 38, 41}, {4, 9, 12, 15, 41}, {4, 9, 12, 15, 25, 56},

{1, 9, 12, 15, 41, 54}, {1, 9, 12, 15, 51, 56}, ...

{1, 9, 12, 15, 29, 41, 53, 54}, {1, 9, 12, 29, 41, 53, 54, 56},
{4, 9, 12, 29, 41, 53, 54, 56}, {9, 12, 29, 41, 51, 53, 54, 56},
22 {4, 9, 12, 18, 19, 29, 41, 53, 54}, {1, 9, 12, 15, 29, 47, 53, 54, 56},
{4, 9, 12, 15, 28, 29, 41, 53, 54}, {1, 9, 12, 28, 29, 41, 51, 53, 54},
{4, 9, 12, 15, 25, 29, 41, 53, 54}, {4, 9, 12, 29, 32, 41, 50, 53, 54}, ...
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Figure 4.12: The daily total demand and CPRM of the IEEE 57-bus test system.

Table 4.7: Calculation of the proposed CPRM at hour 19:00 for the IEEE 57-bus system.

Line I p(T) p(Al) | PI(l) | CPRM
PDC;, PDCs, PDC3 | 5.4x1078
PDCy, CLa729, CLag 29 | 1.09x107° °?O
3 | PDCy, CLag 9, CLog 29 | 1.09x1079 | % 0
PDCs, CLag g, CLarag | L09X10-0 | 12
Trivial
PDC; 3.8x1073 o 0.346
g C Lag 29 7.6x107° 2 | g8
PMUg, PMU,5 , PDC, | 4.9x10~9 | & '
Trivial v
PMUygy, PDC, 4.3x107° ”jD
22 PDC;, PDC, 1.4%x107° v 89.8
Trivial ;

4.5 Conclusion

A novel CPRM based optimal data aggregation scheme was proposed in this paper to
assess and mitigate the risks of power systems to SFDIAs that can overload and trip
transmission lines. The CPRM was developed through a three-step process: identifying all
critical PMU sets by solving multiple bi-level optimization problems, constructing BAGs
for each substation and communication link to determine the probability of compromising
each critical PMU set, and integrating the obtained probabilities with the physical impact
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Figure 4.13: The optimal data aggregation structure for IEEE 57-bus test system at hour
19:00.

of line outages. Based on this metric, a proactive risk mitigation strategy was developed
to establish the optimal data aggregation structure within the power system’s cyber-layer,
significantly reducing the risk of SFDIAs and boosting system resilience. Furthermore,
a novel SDN-based DAR scheme was introduced to dynamically adjust the cyber-layer
configuration in response to operational changes. These strategies together bolstered the
cyber-physical security framework of power systems, providing a comprehensive approach
to mitigate the risks associated with SFDIAs.
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Chapter 5

Cyber-Resilient Distance Protection

Substations are currently undergoing a significant digital transformation aimed at enhanc-
ing operational efficiency and system reliability. This transformation is characterized by
the integration of the IEC 61850 standard, which facilitates substation automation by
standardizing communication protocols across IEDs. While the digitization of substations
offers substantial benefits in terms of improved automation and the management of protec-
tion, control, and asset systems, it also introduces complex cybersecurity challenges that
require careful consideration [89]. Among the devices in substations, protective relays for
transmission lines are at particularly high risk of being targeted by cyberattacks. This is
especially concerning because successful attacks on these relays have been shown to trigger
major cascading failures, resulting in severe disruptions across the power grid [73]. Conse-
quently, ensuring the robust security of these protective relays against cyber threats within
substations is crucial.

As discussed in Section 1, although several studies have focused on the cybersecurity of
protective relays — especially LCDR relays — in substations [14, 15, 52, 74, 13, 75|, com-
prehensive research on the cybersecurity of distance protection schemes remains limited,
particularly with respect to pilot signal vulnerabilities and scenarios in which measurements
within a substation are manipulated.

To address this gap, this chapter first demonstrates the vulnerability of distance protec-
tion schemes to cyberattacks targeting pilot signals and substation measurements. It then
proposes a cyber-resilient protection scheme that activates upon detecting an intrusion
within a substation, temporarily replacing distance protection to maintain continuous and
reliable transmission line protection, even when all substation-based measurements and
communication links are compromised. The proposed scheme relies on a dedicated hard-
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wired current measurement obtained directly from a separate protection core of the line’s
CT, bypassing vulnerable merging units and the internal substation network. Leveraging
TWs as the natural signatures of real faults, the proposed method mimics the zone-based
fault detection of distance relays to maintain coordination with upstream and downstream
relays. To localize fault zones, a RF classifier is trained on the attenuation patterns of
TWs frequency components as they propagate from fault locations to the line terminal.
Since attenuation characteristics depend on both frequency and travel distance, the trained
RF classifier accurately identifies the fault zone by extracting frequency-related features
from the first TW using a wavelet transform and analyzing its attenuation patterns. Based
on this RF classifier, the proposed protection scheme provides zone-based protection as a
substitute for distance relays during cyber intrusions.

On this basis, this chapter is organized as follows. First, Section 5.1 illustrates, through
a case study, that distance protection schemes within digital substations are highly vul-
nerable to false data injection attacks targeting SV or pilot signal messages. Section 5.2
presents the fundamental equations governing TW propagation and explains how each fre-
quency component of a TW is attenuated depending on both its frequency and the distance
traveled, with higher-frequency components experiencing more significant attenuation. To
support a more effective analysis of these frequency-dependent characteristics, the wavelet
transform is then introduced as a suitable tool for decomposing TWs into meaningful fre-
quency bands for detailed examination. Section 5.3 first provides a brief background on the
RF classifier and then proposes a cyber-resilient protection scheme designed to activate in
response to detected cyber intrusions. Section 5.4 evaluates the proposed scheme for fault
zone detection under TW attenuation patterns in the presence of cyberattacks. Finally,
Section 5.5 concludes the chapter.

5.1 Problem Statement

This section begins with a detailed analysis of the architecture of digital substations, em-
phasizing potential attack paths that could be exploited to compromise the data integrity
of distance relays. It then illustrates how this compromised data could lead to the malop-
eration of distance relays.

5.1.1 Digital Substation Structure and Potential Attack Paths

The architecture of a digital substation, designed in accordance with the IEC 61850-90-4
standard, is illustrated in Fig. 5.1. As depicted, substations are structured into four hier-
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Figure 5.1: Structure of a digital substation and associated attack paths.

archical levels, each serving distinct functions to ensure efficient operation and control. At
the process level, sensors and actuators interact directly with primary equipment, collect-
ing raw data and executing real-time control commands. This level forms the foundation
of the substation’s operational framework. The bay level processes the data received from
the process level, enabling critical local protection and control decisions. Above this, the
station level integrates substation-wide operations through centralized systems such as
SCADA, ensuring cohesive monitoring and management. Finally, the network level over-
sees all communication channels, facilitating secure and reliable data exchange between

substations to maintain grid stability and responsiveness [83].
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The protection system is a critical component of this architecture. At the process
level, MUs collect analog data from CTs and VTs, converting it into digital signals. These
digital signals are then transmitted to protective relays at the bay level via the IEC 61850
substation Local Area Network (LAN) using SV messages. For comprehensive protection,
communication-assisted protection systems rely on the network level to exchange data with
remote substations. This is achieved through the use of GOOSE and SV messages, enabling
coordinated and timely responses across the grid. By leveraging the hierarchical structure
and communication protocols of the digital substation, the protection system ensures rapid
fault detection, isolation, and recovery, thereby safeguarding the stability and reliability of
the power system.

Fig. 5.1 also illustrates various potential Attack Paths (APs) targeting the protection
system within a digital substation. These paths originate from different components of the
substation automation system or the telecommunication infrastructure, ultimately leading
to the protective relays:

e AP1: Cyberattacks originating from MUs, which are critical for data collection and
digitization.

e AP2: Attacks starting from the station-level Engineering Workstation (EWS) and
passing through substation switches, exploiting the central role of the EWS in con-
figuration and monitoring.

e AP3: Attack pathway beginning from the Global Positioning System (GPS)/Global
Navigation Satellite System (GNSS) receiver or the grandmaster clock, targeting
devices that rely on precise time stamps, such as PDCs, PMUs, MUs, and protective
relays.

e AP4: Threats arising from the WAN] originating either from an adjacent substation
or the grid control center.

It is crucial to recognize that while each AP represents a complete route, attackers can
exploit individual segments within these paths. Furthermore, the vulnerability of an AP
increases with the number of interconnected devices, as each device introduces its own set
of potential security risks, emphasizing the need for robust cybersecurity measures across
the substation architecture.
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Figure 5.2: IEEE 39 Bus test system.

5.1.2 FDIAs Against Distance Relays

In this section, the IEEE 39-bus test system, depicted in Fig. 5.2, is employed for the
analysis. Within this system, distance relays R;; and Rj, are designated to protect line
Log_o7, while Ry and Roy are assigned to protect line Loy_q7. Each of these distance relays,
operating with a mho characteristic, is configured with three protection zones. Zone 1
covers 80% of the line impedance and operates instantaneously. Zone 2 extends to 120% of
the line impedance with a time delay of 300 ms. Zone 3 encompasses 150% of the combined
impedance of the protected line and the longest subsequent line, operating with a delay
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Table 5.1: Attack scenarios resulting in misrepresentation of fault location.

Scenario | Actual | Falsified SV PUTT Impact
zone zone message | Signal
1 71 72i v X Nothing
2 71 Z2e v Delayed trip
3 71 73 v X Delayed trip
4 71 730 v X No trip
5 72i 71 v X Nothing
6 72i Z2e X v Delayed trip
7 72i 73 v X Delayed trip
8 72i 730 v X No trip
9 Z2e 71 v X False trip
10 Z2e 721 X v False trip
11 Z2e 73 v X Back-up maloperation
12 Z2e 730 v X Back-up maloperation
13 73 Z1 v X False trip
14 73 72i v X False trip
15 73 Z12e v X Back-up maloperation
16 73 Z30 v X Back-up maloperation
17 Z30 71 v X False trip
18 Z30 72i v X False trip
19 Z30 Z12e v X Back-up maloperation
20 Z30 73 v X Back-up maloperation

of 600 ms. Moreover, these relays are communication-assisted and transmit Permissive
Under-reaching Transfer Trip (PUTT) signals to their counterparts at the opposite ends
of the protected lines. Thus, if the relays detect impedance within the Zone 2 region while
receiving a PUTT signal from the remote relay, they bypass the Zone 2 time delay and
operate instantaneously.

The substation located at Bus 26, which hosts relay R;;, has been selected for the
case study and has been targeted by a cyberattack. The reliable operation of Ry; depends
on receiving authentic and accurate current and voltage SV, as well as the PUTT signal.
However, as discussed in Section 5.1.1, the SV messages can be manipulated at the process,
bay, or station levels through AP1 and AP2, while the PUTT signal may be targeted via
AP4. These manipulations result in misrepresenting the actual fault location to the relay
and compromise its operation.
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From the operational perspective of distance relay R;;, the fault location can manifest
in five distinct zones: Zone 1 (Z1), which operates instantaneously; the internal section
of Zone 2 (Z2i), which also operates instantaneously with the assistance of the PUTT
signal; the external section of Zone 2 (Z2e¢), which incurs a 300 ms delay; Zone 3 (Z3),
subject to a 600 ms delay; and the Zone 3 Overreach (Z30), encompassing faults beyond
the reach of Zone 3 and lying outside the relay’s operational range. However, manipulating
SV messages and PUTT signals can misrepresent the actual fault zone, causing the relay to
perceive a falsified one. Table I details twenty distinct possible misrepresentation scenarios,
labeled S1 to S20. This table systematically outlines the actual fault zone, the falsified
fault zone perceived by the relay, the specific manipulation required (e.g., SV messages
and/or PUTT signal) to induce this misrepresentation, and the potential consequences of
the misrepresentation, which can be categorized into four distinct outcomes: false trip,
delayed trip, no-trip, and back-up maloperation, as described below:

False Trip Attacks

These involve scenarios such as S9, S10, S13, S14, S17, and S18, where the SV of current
and voltage and/or the PUTT signal are manipulated so that the impedance perceived by
the relay is shifted from a time-delay zone (Z2e or Z3) or the no-operation zone (Z30)
into an instantaneous zone (Z1 or Z2i). As a result, the local relay may trip for external
faults, leading to a false trip. In what follows, the false trip attack scenarios S13 and S10
are explained in more detail.

e S13 occurs when the actual fault is located in Z3 of relay R;, and the manipulated
SV shifts the impedance to Z1, causing the relay to falsely trip the line. The SV of
current and voltage received by relay R;; can be manipulated as follows:

mcy mcy
M M
Vabc = |mca ® Vabc; Iabc = | mcs O) Iabc (51)
mcs mceg

where V4. and I represent the actual phase voltages and currents, V%c and I%C
denote the manipulated samples, and © denotes the element-wise multiplication op-
erator. Additionally, the manipulation coefficients mc;, meco, meg for voltages and
mcy, mcs, mcg for currents are attack parameters. To shift the fault from Z3 to 21,
the impedance observed by the relay must decrease; thus, the attacker should set the

factors mey, mea, mes < 1 (i.e., reducing the SV of voltage) and mcy, mes, meg > 1
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(i.e., increasing the SV of current). To simulate this scenario, the test system is
modeled in PSCAD/EMTDC, and a bolted phase-A-to-ground (AG) fault is sim-
ulated 60 km away from Bus 27 on line Lo;_17. This fault lies within Z3 of relay
Ry;. Using the original SV, the apparent impedance of the phase-A ground element
(i.e., ng) lies within Z3, as illustrated in Fig. 5.3a, resulting in the relay operating
with a 600 ms delay. However, manipulating the current and voltage SV as explained
above, through AP1 or AP2, moves the apparent impedance Zé‘g into Z1 (as shown
in Fig. 5.3a), leading the relay to incorrectly trip for an external fault.

e S10 occurs when the actual fault is located within Z2e of relay R;;, and the ma-
nipulated PUTT signal misrepresents the fault location as Z2:, causing the relay to
falsely trip. To simulate this scenario, a bolted AG fault is initiated 10 km away from
Bus 27 on line Ly7_17. This fault lies within Z2e of R;;. As illustrated in Fig. 5.4a,
once the fault occurs, Zone 2 of relay Ry; picks up (i.e., R1; Z2 becomes one). Since
the fault is external, the PUTT signal (i.e., Rjo PUTT) is not issued by Rjo, and
thus Rj; should open the circuit breaker after a 300 ms delay if the upstream relay
Ry does not clear the fault. However, in this scenario, the attacker initiates a false
PUTT signal through AP4 as soon as Zone 2 picks up. This erroneous PUTT signal
results in unintended instantaneous operation of Ry; (i.e., Ry; Trip becomes one),
causing both lines Lyg_o7 and Lo7_17 to be tripped by their associated relays.

Delayed trip attacks

These involve scenarios such as S2, S3, S6, and S7, where the SV of current and voltage
and/or the PUTT signal are manipulated in such a way that the apparent impedance of
the relay is shifted from an instantaneous zone (Z1 or Z2i) to a time-delay zone (Z2e or
Z3). In what follows, the delayed trip attack scenarios S3 and S6 are explained in more
detail.

e S3 occurs when the actual fault is located within Z1 of relay R;;, but the attacker
manipulates voltage and current SV such that the apparent impedance of Ry, appears
in Z3, causing the relay to operate after a significant delay. To shift the apparent
impedance from Z1 to Z3, the impedance observed by the relay must increase; thus,
the attacker should set the coefficients mcy, mea, mes > 1 (i.e., increasing the SV
of voltage) and mey, mes, meg < 1 (i.e., reducing the SV of current). However, the
SV must be manipulated through AP1 or AP2 in such a way that the apparent
impedances of none of the phase or ground elements enter their associated Z1 or Z2.
To simulate this scenario, a bolted AG fault is initiated 50 km away from Bus 26 on
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line Log_o7, which lies within Z1 of R;;. In this scenario, ng falls within Zone 1,
as depicted in Fig. 5.3b, indicating that the relay should operate instantaneously.
However, the manipulated SV of current and voltage mislead the relay into perceiving
the fault as occurring in Zone 3 (Fig. 5.3b), resulting in operation of the backup relay
after a time delay.

e S6 occurs when the actual fault is located within Z2¢ of relay Ry, and the manip-
ulated PUTT signal misrepresents the fault location as Z2e, causing the relay to
experience a delayed trip. To simulate this scenario, a bolted AG fault is initiated
85 km away from Bus 26 on line Log_o7. This fault lies within Z2¢ of Ry;. As illus-
trated in Fig. 5.4b, once the fault occurs, Zone 2 of Rj; picks up. Since the fault
is internal, the PUTT signal (i.e., Ry PUTT) is issued by Rj;. However, an at-
tacker who has compromised the substation at Bus 26 could manipulate and block
the PUTT signal through AP4. Consequently, Ry;, which was supposed to operate
immediately with the help of the PUTT signal, waits until the Zone 2 timer expires
before initiating a trip. This unnecessary delay compromises the protection system’s
ability to isolate the fault promptly, increasing the risk of equipment damage and
system instability:.

No-trip Attacks

These occur in scenarios such as S4 and S8, where the SVs of current and voltage are
manipulated to alter the apparent impedance seen by the relay, shifting it from an instan-
taneous tripping zone (Z1 or Z2i) to a no-operation zone (Z30). For example, in S4, a fault
originates within Z1; however, due to the manipulation of the SVs, the relay incorrectly
perceives the fault as being in Z3o0, thereby preventing it from tripping for an internal
fault. To simulate this scenario, a fault is initiated in Zone 1, similar to S3, but is artifi-
cially displaced to Z3o0, as illustrated in Fig. 5.5a. As shown in the figure, the relay fails
to operate, effectively neutralizing the intended protection mechanism for internal faults.

Back-up Maloperation Attack

encompasses scenarios such as S11, S12, S15, S16, S19, and S20, where the manipulation
of current and voltage SVs disrupts the relay’s backup protection function. For instance,
in S11, a fault that is actually within Z2e of R;; is deliberately shifted by the attacker
to Z3, causing the relay’s backup protection—which is supposed to operate after 300 ms
delay—to operate after 600 ms. To simulate this scenario, a fault is introduced in Z2e,
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Figure 5.3: Actual and manipulated apparent impedance trajectories of Rj;: (a) false trip
attack of scenario S13 (b) delayed trip attack of scenario S3.

as in S10; however, due to SV manipulation, it is misclassified into Z3, as illustrated in
Fig. 5.5b. As the figure demonstrates, the relay incorrectly delays its operation by 600 ms
for a Zone 2 fault, highlighting the failure of the backup protection mechanism.

5.2 Traveling Wave Modeling and Analysis

This section presents the fundamental equations governing TW propagation, and explains
how each frequency component of a TW is attenuated based on both its frequency and
the distance traveled by the wave, with higher-frequency components experiencing more
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Figure 5.4: Protection signals (a) false trip attack of scenario S10, and (b) delayed trip
attack of scenario S6.

significant attenuation. To enable more effective analysis of these frequency-dependent
characteristics, the wavelet transform is then introduced as a suitable tool for decomposing
TWs into meaningful frequency bands, enabling detailed analysis.

5.2.1 Mathematical Modeling of TW Propagation on Transmis-
sion Lines

TWs are high-frequency transient disturbances in voltage or current that propagate along
transmission lines in response to abrupt system changes, such as faults, lightning strikes,
or switching operations. These waves contain valuable information regarding the location
and characteristics of the initiating event and are therefore central to high-speed protection
and fault location methodologies.

The propagation of TWs on a single-conductor homogeneous line can be modeled using
a lumped-parameter approach, where the line is characterized by distributed resistance R,
inductance L, conductance GG, and capacitance C per unit length. Applying Kirchhoff’s
voltage and current laws to an infinitesimal segment of the line yields the well-known
Telegrapher’s equations in the time domain:

oV (x,t)

Ol (z,t)
ox L

= —RI(z,t) — T

(5.2)

105



+ZA —O—ZM ——Zone 1 = — Zone 2 =-—-Zone 3‘ ‘—O—ZA —O—ZM ——Zone 1 = — Zone 2 —-=-Zone 3‘

21N-A 21-AB 2IN-A 21-AB
150 G 150 150 G 150
_ 100
=3
<50/
0
150
00l TN ol 27N 00l 7N ol <7 N
=5 ,'/ A .'/ A =) / 3\ .'/ A
i L i i L ] i L ; i L i
SRR AN S0y 7T “soh T ) S00Y 7 T
100! 7 ™ 00| " I 100! 7 N 00| " ™
=5 ,'/ 3\ .'/ Y =) .'/ h .’/ A
fo il A fo P
s 5074 RIS ; 5008 4 s s 5008 4 N 5008 s
3 v \ (R \ v \ v
\\I\ 7 /’ N \'\ ’ /’ g N, \'\ ] /’ N \'\ 7, /
0 P 0 . 0 . 0 iy *
50 0 50 100 50 0 50 100 50 0 50 100 50 0 50 100
R[] R[] R[] R[]
(a) (b)

Figure 5.5: Actual and manipulated apparent impedance trajectories of Ry;: (a) No-trip
attack of scenario S4 (b) back-up maloperation attack of scenario S10.

ol(z,t) IV (z,t)
5, = -GV (x,t) — C—at (5.3)

where V' (z,t) and I(x,t) denote the instantaneous voltage and current at position x and
time ¢, respectively.

To derive the general solution for the current, the system of Telegrapher’s equations
is decoupled by differentiating (5.3) with respect to x and substituting the result into
(5.2). By assuming a time-harmonic solution, where voltage and current vary sinusoidally
with time—i.e., I(z,t) = I(x)e’*'—the governing equations can be simplified using phasor
analysis. Substituting this expression into the resulting second-order differential equation
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yields: ' ‘
I(x,t) = [Te el + [~ "l (5.4)

where I and I~ are the phasor amplitudes of the forward- and backward-propagating
waves, respectively, and v is the complex propagation constant, defined as:

y=a+jB =+ (R+jwL)(G+ jwC) (5.5)

where « is the attenuation constant, which quantifies the exponential decay of wave ampli-
tude as it propagates along the line. Higher values of « at certain frequencies lead to faster
attenuation of those frequency components. Additionally, 5 in (5.5) is the phase constant,
which determines the rate of phase change per unit distance and directly influences the
wave’s propagation speed and wavelength. Together, a and 3 characterize how transmis-
sion lines affect TWs during propagation. High-frequency components experience greater
attenuation due to increased resistive and dielectric losses, causing them to decay more
rapidly than low-frequency components. This frequency-dependent attenuation behavior

is described as:
H(Cd, $> _ ef'y(w)x _ e*\/(R+ij)(G+ij)x (56)

which explains how each frequency component of a TW is attenuated and phase-shifted
as it propagates a distance x along the line. As x increases, higher-frequency components
tend to attenuate more rapidly due to series resistance and shunt conductance.

Although the analysis up to this point has been based on a single-phase line model, it
can be readily extended to real-world three-phase transmission lines, where both C' and L
are 3 x 3 matrices, and I(x,t) and V(z,t) are 3 x 1 vectors. These quantities can then
be substituted into the Telegrapher’s equations for multi-conductor systems, leading to a
similar outcome in terms of the TW frequency attenuation pattern [37].

5.2.2 Time-Frequency Analysis of TWs with Wavelet Transform

The wavelet transform is a mathematical tool that enables the simultaneous analysis of
a signal’s time and frequency characteristics. This property makes it particularly well-
suited for analyzing TWs, which are inherently transient and exhibit frequency-dependent
attenuation as they propagate through transmission lines.

To leverage this capability in practical settings, the Discrete Wavelet Transform (DWT)
is applied to sampled TW current or voltage signals—i.e., Itw[n] and Viw[n]—acquired at
N discrete time points. The DWT decomposes these signals into time-localized frequency
components, allowing for a detailed analysis of their transient behavior. Specifically, the

107



DWT performs multi-resolution analysis by successively applying a pair of digital filters—
known as quadrature mirror filters—to separate the signal into low-frequency (approxima-
tion) and high-frequency (detail) components across multiple scales.

At each decomposition level j, the approximation coefficients c;; and detail coefficients
d; i, are computed as:

k=Y Irwln] - 1[2k — n],

djr = ZITW[”] - h[2k — n], (5.7)

where [[n| and h[n] denote the low-pass and high-pass filters, respectively. These filters
isolate complementary frequency bands, and each is followed by a downsampling operation
by a factor of two (represented by 2k) to reduce redundancy and adapt the sampling rate
to the narrower bandwidth of the filtered signal. This process ensures that each decompo-
sition level accurately captures its designated frequency range with the appropriate time
resolution.

As illustrated in Fig. 5.6, the decomposition in (5.7) is applied recursively to the ap-
proximation coefficients c¢;j, enabling a hierarchical, multiscale representation of the sig-
nal. For a J-level decomposition, the final approximation A; captures the coarse (low-
frequency) content of the signal, while the set {D;,...,D;} reveals progressively finer
(higher-frequency) transient details. Specifically, for a signal with an original sampling
frequency F, the frequency content captured by each detail level corresponds to specific
bands: D; captures components between F'/4 and F'/2; Dy captures components between
F/8 and F'/4; D3 captures components between F'/16 and F/8; and so on. At each level,
the approximation A; retains the remaining low-frequency content below the lower bound
of D;. This structured decomposition enables effective isolation of frequency-specific fea-
tures for TW analysis.

To demonstrate the performance of the DWT by example, a bolted AG fault is initiated
at distances of 10 km and 80 km from Bus 26 on line Log_o7, and the first current TWs are
captured at the location of relay R;; with a 10 MHz sampling rate, as shown in Fig. 5.7.
Current TWs are preferred over voltage TWs due to the superior frequency response and
broader bandwidth of CTs compared to Capacitor Voltage Transformers (CVTs), making
them more effective for capturing the high-frequency components of TWs. These current
TW signals are analyzed using a five-level DWT, with high-pass and low-pass filters derived
from the Haar wavelet. The corresponding detail coefficients at each decomposition level
are illustrated in Fig. 5.7. A comparison of the detail coefficients from the two fault
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Figure 5.6: Wavelet multi-resolution analysis.

locations shows that the higher frequency bands (e.g., levels 1 and 2) have larger coefficients
for the 10 km fault, whereas the lower frequency bands (e.g., level 5) are more prominent
for the 80 km case. This observation confirms that high-frequency components attenuate
more rapidly with increasing propagation distance.

To quantitatively analyze the attenuation of high-frequency components in TW signals,
the energy associated with each detail level is computed using the squared sum of the
wavelet coefficients. The energy at level j is defined as

N/27
Ep, =Y di,, j=12...J] (5.8)
k=1

where Ep, denotes the absolute energy of the detail signal at level j. While absolute
energy provides a sense of signal strength at each level, it is sensitive to the overall sig-
nal amplitude. To more effectively capture the frequency-dependent attenuation pattern
independently of signal magnitude, the relative energy can be computed as

. E
Ep, = =2

— % 100% (5.9)
Z}'le EDJ

where the relative energy E’Dj expresses the proportion of total energy concentrated at
level j with respect to the energy across all levels, enabling consistent comparison of the
energy distribution across different frequency bands for various propagation distances. To
demonstrate the effectiveness of relative energy in capturing the frequency-dependent at-
tenuation pattern of TWs, a bolted AG fault is initiated at distances ranging from 10 km
to 90 km, and the relative energy across five levels of wavelet decomposition is computed,
as shown in Fig. 5.8. This figure shows that as the fault distance increases, the relative
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Figure 5.7: The first TW for fault (a) at 10 km (b) at 80 km.

energy in the high-frequency components (i.e., levels 1 and 2) decreases, while that in
the lower-frequency components (i.e., levels 4 and 5) becomes more prominent. These
frequency-dependent energy features can be exploited to estimate the fault location or to
identify the faulty zone.

5.3 The Proposed Substitude for Distance Relays Un-
der Attacks

This section first explains how a RF classifier—trained using the relative energy extracted
from different levels of TW decomposition via the DW'T—can be used to detect the faulted
zone in a power system. Then, the performance of an incremental-quantity overcurrent
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Figure 5.8: The relative energy at different decomposition levels of TWs.

relay, which is an essential element in TW-based protection schemes, is examined. Finally,
the proposed substitute for distance relays during cyberattacks is introduced.

5.3.1 Detecting the Fault Zone using Random Forest Classifier

RF is an ensemble learning method that builds multiple decision trees using bootstrap
aggregating (bagging) and feature randomness to improve classification accuracy. Each
tree is trained on a bootstrapped sample of the dataset (drawn with replacement), and node
splits are based on a random subset of features, which reduces overfitting and decorrelates
the trees. As illustrated in Fig. 5.9, final predictions are made through majority voting
across the ensemble, stabilizing results and enhancing generalization. RF’s computational
scalability and robustness to noise make it well-suited for complex classification tasks. In
this work, RF is selected due to its superior accuracy compared to neural networks, its
robust performance with limited data relative to deep learning models, its faster training
time and better performance compared to support vector machines, and its inherent ability
to mitigate the overfitting commonly observed in single decision tree classifiers [71].

The overall process of the proposed RF-based fault zoning method is illustrated in
Fig. 5.10. Initially, the first current TWs for each of the three phases, i.e., I*W, 'V and
ITW are extracted and analyzed using the DWT to obtain frequency-related features. As
discussed in Section 5.2.2; the relative energy at different detail levels of the TW, obtained
via the DWT, can serve as an effective feature for detecting the fault location or identifying
the fault zone. Therefore, the DWT is applied to the three initial current TWs, and their
corresponding relative energy values are computed. These values form the input feature
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Figure 5.9: The general structure of the RF classifier.

vector for the RF classifier, defined as
x = EDEDEg,EgEDED] (5.10)

where Ef)j, E~bDj, and Ef)j represent the relative energy at detail level D; for the TW signals
of phases a, b, and ¢, respectively.

The output label is the fault zone, which can be one of the following: Zone 1 (Z1),
internal Zone 2 (Z2i), external Zone 2 (Z2e), or Zone 3 and overreach combined (Z3_Z30),
representing faults located beyond the Zone 2 boundary and within or beyond the Zone 3
range.

The training phase of the RF classifier, which involves generating a comprehensive
dataset and extracting relevant features, is crucial for the accuracy of the proposed method.
As demonstrated in [37, 16], parameters such as fault inception angle, fault resistance,
and the system operating point affect the amplitude of TWs but do not influence their
frequency content. The only significant parameter affecting the frequency components is
the fault location. Therefore, to construct a representative training dataset for the RF
classifier, faults are simulated within the different protection zones of the relay, and the
corresponding current TWs captured by the relay are used for feature extraction via the
DWT. To achieve this, faults are simulated at 1 km intervals along the protected line.
Based on the true fault zones, the dataset is labeled for training of the RF classifier.
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Figure 5.10: Overall process of the proposed RF for fault zoning

5.3.2 Incremental-quantity Overcurrent Relay

The TW-based protection scheme generally uses overcurrent supervision, a technique com-
monly employed in commercial protective relays, to ensure security for switching events
that may generate high-frequency transients and TWs [79]. Incremental overcurrent ele-
ments are employed to verify the presence of sufficient energy in the power frequency band,
ensuring that events detected by the TW protection logic are valid faults and not transient
disturbances.

The incremental-quantity-based protection elements operate by responding to the fault-
induced components of the loop voltages and replica currents. These fault-induced com-
ponents, known as incremental quantities, are calculated as the difference between the
present signal values and their corresponding values one cycle earlier. Figure 5.11 illus-
trates the process of deriving incremental quantities, where the delay is precisely one power
cycle. To maintain accuracy under dynamic power system conditions, the protective relay
continuously monitors the system frequency and adjusts the delay accordingly.

The logic of the incremental overcurrent element involves integrating the incremen-
tal replica current and comparing it against a straight line representing the element’s
pickup threshold, as shown in Fig. 5.12. When the current magnitude exceeds the pickup
threshold—i.e., the integral surpasses the straight line—it indicates a pickup condition.
Conversely, if the current magnitude remains below the threshold, the integral stays be-
neath the line, indicating no pickup. The procedure for determining this pickup threshold
is fully discussed in [79]. First, the minimum fault current for the system is calculated,
defined as the lowest fault current level under the worst-case scenario, typically assuming
a fault at the end of the line (remote bus), the weakest local system, the strongest remote
system, and a specified fault resistance for single-line-to-ground faults. Based on this min-
imum fault current, the pickup threshold is selected with an appropriate security margin
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to ensure sensitivity to faults while maintaining stability against non-fault conditions.

5.3.3 Proposed Protection Scheme

Fig. 5.13 presents the proposed protection scheme designed to ensure the reliable operation
of the distance relay under cyberattack conditions. As shown in the figure, as long as the
Intrusion Detection System (IDS) does not detect a cyber intrusion (i.e., IDS-T = 0),
the distance relay remains in service, and the proposed scheme is bypassed, exerting no
influence on the relay’s operation. However, once the IDS detects a cyber intrusion (i.e.,
IDS-T = 1), the distance relay is bypassed by forcing a logic zero into its AND gate, and the
proposed TW-based protection scheme is activated to serve as a substitute for the distance
relay. The trained RF classifier within the proposed scheme captures the first current TWs
of all phases (if present) from a dedicated hard-wired current measurement and detects the
location of the fault, which can be within Zone 1, internal Zone 2 (Z2i), external Zone 2
(Z2e), or beyond these regions. It should be noted that, since the proposed method must
determine the fault location both within and beyond the protected line without relying on
the communication system, the conventional single-ended TW-based methods that depend
on the arrival time of TWs cannot be used.

When a fault occurs within Zone 1 or Zone 2 and the distance relay is bypassed due to
the IDS, the RF classifier identifies the actual fault zone and initiates the trip command.
Before this trip signal is sent to the relay, it is further validated through an AND gate in
conjunction with the pickup signal from the incremental-quantity overcurrent relay. This
ensures that the detected TW is associated with a genuine fault rather than a switching
event.

5.4 Performance Evaluation

This section utilizes the test system described in Section 5.1 to evaluate the performance
of the proposed protection scheme. Within this system, it is assumed that the substation
at Bus 26, where relay Rp; is located, is under attacks. Once the attack is detected by
the IDS, the SVs of current and voltage, as well as the PUTT signal, are identified as
unreliable. Therefore, the distance relay R;; is substituted by the proposed scheme, and
the RF classifier, supervised by the incremental overcurrent relay, is assumed to provide
protection for the system. The following subsections evaluate the performance of the RF
classifier in detecting zone of faults and providing accurate protection.
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5.4.1 Performance of RF classifer During Training and Testing
Phases

To train the RF classifier, a comprehensive dataset is first constructed. Without loss of
generality, this study focuses on Phase A faults, including AG, AB, AC, ABG, ACG, and
ABCG types. Equivalent datasets for Phases B and C can be generated using the same
procedure, replicating the fault types, locations, and parameters used for Phase A while
substituting the corresponding phase conductors. The six Phase A fault types are simulated
in PSCAD/EMTDC at 1 km intervals along lines Log o7 and Loz 17, with a fault resistance
of 0 2 and a Phase A fault inception angle of § = 45°. This results in 1278 fault cases. The
current TWs at Bus 26 are captured using phase-specific CTs, with specifications detailed
in [19]. Although higher sampling frequencies f; can improve TW capture accuracy, a
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Figure 5.13: The logic of the proposed protection scheme.

practical rate of 1.5625 MHz—typical of modern protective relays [78]—is adopted in this
study.

Additionally, to model the noise present in practical applications, the CT measurements
are contaminated with zero-mean, white, and uncorrelated noise, with a signal-to-noise
ratio (SNR) of 35 dB [40]. To account for the impact of measurement noise on the classifier’s
training and testing accuracies, each simulation case is repeated twenty-five times. As a
result, a total of 31,950 fault cases are generated for the transmission lines.

To extract features from the TW, the DWT, as described in Section 5.2.2, is applied
with a five-level decomposition. The Haar wavelet is used to construct both low-pass
and high-pass filters. This wavelet is selected for its simple structure and computational
efficiency, which make it suitable for real-time and resource-constrained applications, as
demonstrated in Section 5.4.3. Moreover, its sensitivity to abrupt signal changes makes it
particularly effective for capturing the sharp transients characteristic of TWs. The multi-
level decomposition enables detailed frequency-band analysis, enhancing the identification
of key transient features. The energy at each level is computed using (5.8), and the feature
vector for the RF classifier is subsequently formed as defined in (5.10).

Once the dataset is prepared, 70% is used for training the RF classifier, and the re-
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Figure 5.14: Confusion matrix of the proposed method for test cases.

maining 30% is reserved for testing. The RF classifier in this study is implemented using
MATLAB’s built-in fitcensemble function with the bagging method. The ensemble con-
sists of 30 decision trees, each trained on a bootstrap sample of the training data. At
each decision split, a random subset of features is selected to promote decorrelation among
trees. The final classification output is determined through majority voting across all trees
in the ensemble.

The trained RF classifier achieves an overall accuracy of 99.56%, demonstrating reliable
fault zone identification across various fault types and locations. However, in protection
applications, not all classification errors have the same operational impact. Some errors can
cause critical issues, such as false or delayed tripping, while others may only affect backup
protection or have minimal consequences. Thus, overall accuracy alone does not fully
capture practical performance. To address this, the study also quantifies critical misopera-
tions: only 0.01% of test cases result in false tripping, 0.04% in delayed tripping, and 0.0%
in no-trip events (i.e., failure to trip when required). The remaining misclassifications have
no impact on primary protection or only affect backup operation. A detailed breakdown of
the classification results is provided by the confusion matrix shown in Fig. 5.14. Each row
of the matrix corresponds to the actual fault zone, while each column represents the pre-
dicted zone. As seen in the matrix, the classifier demonstrates strong performance across
all classes, with the majority of samples correctly classified.

5.4.2 Evaluation Based on New Cases
To further corroborate the effectiveness of the proposed method, this section tests its
performance under various operating conditions, as well as for different fault parameters.

In fact, this section evaluates the RF model’s generalization capability and robustness, as
none of these cases were included in the training phase.
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Table 5.2: Accuracy of the proposed method for various fault impedance.

Fault Accuracy | False | No | Delay Backu
Impedance Trip | Trip | Trip | maloperation

0 99.5% 0.01% | 0% | 0.04% 0.3%
0.19Q 99.5% 0.01% | 0% | 0.03% 0.4%
1Q 99.4% 0.01% | 0% 0% 0.5%
10 © 99.4% 0.01% | 0% | 0.03% 0.5%
20 Q 99.4% 0.02% | 0% | 0.03% 0.4%
40 Q 99.4% 0.02% | 0% | 0.02% 0.5%
60 99.3% 0.01% | 0% | 0.03% 0.6%
80 99.3% 0.01% | 0% 0% 0.7%
100 © 99.2% 0.02% | 0% 0% 0.7%

Table 5.3: Accuracy of proposed method for various fault inception angle.

Inception | Accuracy | False | No | Delay Backup,
Angle Trip | Trip | Trip | maloperation
10° 91.7% 0.3% 0% 4% 2.9%
45° 99.5% 0.01% | 0% | 0.04% 0.32%
90° 96.1% 0.28% | 0% | 0.02% 2.8%
135° 95% 0.6% 0% | 0.26% 3.5%
170° 95.6% 0.68% | 0% | 0.02% 3.04%

fault Impedance

To evaluate the influence of fault resistance on the accuracy of the proposed RF classifier,
ABCG faults with resistance values Ry € {0,0.1,1, 10, 20,40, 60, 80, 100} €2 are simulated
at 1 km intervals, with a fixed fault inception angle of 6 = 45°.
confusion matrix of the proposed RF model for the case with Ry = 100 €2, and Table 5.3
summarizes the classification accuracy across all resistance values. As shown in the table,
the classification error remains below 1% across all resistance values, indicating that Ry
has minimal impact on the model’s performance. Furthermore, the proportion of cases
resulting in false tripping and delayed tripping is less than 0.03% and 0.04%, respectively,
demonstrating that the proposed scheme maintains reliable performance even under high-

resistance faults.
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Figure 5.16: Confusion matrix for the simulation with § = 90.

Fault inception angle

To assess the impact of fault inception angle on the proposed method, bolted AG faults
are simulated every 1 km for five inception angles: 10°, 45°, 90°, 135°, and 170°, resulting
in 213 faults per angle to cover a range of conditions within a sinewave cycle. It should
be noted that for inception angles of 8 = 0° and # = 180°, no current TW is generated;
therefore, the proposed method cannot detect such faults. However, the probability of
faults occurring at exactly these angles is mathematically negligible, and thus they are
not considered in this analysis. Figure 5.16 shows the confusion matrix for faults with
an inception angle of 90°, and Table 5.3 summarizes the classification accuracy of the
proposed RF model across all tested angles. As shown in the table, the inception angle has
a minimal overall impact, with the highest accuracy observed at 90°, and slightly lower
performance at low-angle cases such as 10°. Nevertheless, even at 10°, the false trip rate
remains below 0.3%, indicating that the proposed method maintains reliable protection
performance under all evaluated conditions. Notably, the no-trip rate is 0%, confirming
that the method consistently avoids failure to trip when required.
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5.4.3 Computational Complexity and Inference Time Estimation

The computation time of the proposed protection scheme is a critical factor in assessing its
suitability for real-time applications. To evaluate its feasibility for deployment in embedded
digital relays, the number of floating-point operations (FLOPs) required by each processing
stage is analytically estimated. These estimates are subsequently used to calculate the total
inference time based on typical processor characteristics.

In a multilevel one-dimensional DW'T, the signal is recursively filtered and downsam-
pled. For each output sample, the filtering operation involves a convolution with a wavelet
filter of length F', requiring F' multiplications and F' — 1 additions. This results in a total
of 2F — 1 floating-point operations per output. As the signal length is halved at each level,
the number of operations at level j is %(ZF — 1), where N is the original signal length.
Summing across all J levels, the total required Flops can be calculated as:

1

Following decomposition, the energy of the wavelet coefficients is computed at each level
to extract time-frequency features relevant to classification. This computation requires one
multiplication and one addition per coefficient, yielding approximately 2n — 1 FLOPs per
level. Accounting for the progressive downsampling across levels, the total number of
FLOPs required for energy computation is given by:

1
FLOPSgpergy = 2N (1 - ﬁ) —J. (5.12)

Additionally, during the inference of the RF classifer, each input sample follows a path
from the root to a leaf node in every decision tree. Each node traversal involves a single
comparison, which is approximated as one FLOP. Therefore, for a forest consisting of T’
trees with an average depth D, the total FLOPs required for classification can be expressed
as:

Therefore, using (5.11)-(5.13), the total required Flops can be calculated as follows:
FLOPStOtal = FLOPSEnergy + FLOPSDWT + FLOPSRF (514)
In the proposed protection scheme, the DWT is configured with J = 5 levels, and the
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Haar wavelet is employed, corresponding to a filter length of F' = 2. The longest initial
TW segment contains N = 513 samples. Thus, based on (5.11) and (5.12), the required
number of FLOPs for DWT and energy computation are approximately 2,983 and 990,
respectively.

The RF classifiers with different numbers of trees were tested, and the corresponding
accuracies and required FLOPs are presented in Fig. 5.17. As shown, the RF with thirty
trees (T' = 30) achieves high and reliable accuracy, with an average tree depth of D = 18
and a computational cost of approximately 540 FLOPs. Therefore, the total number
of FLOPs required to process the proposed method is approximately 4,513, as derived
from (5.14).

Assuming a processor operating at fcpy = 100 MHz and an average of C,,, = 4 (where
Cop denotes the average number of CPU clock cycles required to perform a single floating-
point operation) the total number of CPU cycles can be calculated as:

Crotal = FLOPSTota1 X Cop = 4513 x 4 = 18,052. (5.15)

The corresponding inference time is then computed as:

C'otal 18,052
tin erence — - =0.18 . 5.16
f foru 100 x 106 e (5.16)

This estimate does not include the memory access time and also assumes that the
processor is fully dedicated to this task. When this process is implemented in MATLAB
on a computer with an Intel Core i5 processor (1.3 GHz) and 16 GB of RAM, where the
CPU is not solely dedicated to this process, it takes about 1.1 milliseconds. This result
demonstrates that the proposed scheme satisfies the strict timing constraints of real-time
digital protection systems, making it suitable for high-speed embedded applications.

5.4.4 Feature Importance Analysis

To quantify how much each wavelet-based feature influences fault-zone classification, the
mean decrease in Gini impurity is calculated for each feature in the trained RF. These
features, i.e., the relative energy at each decomposition level for all three phases, were
grouped by level, and the corresponding importance scores were summed within each group.
The resulting normalized contributions are depicted in Fig. 5.18, where each bar represents
the total importance of detail coefficients D;—Ds. The fifth and third decomposition levels,
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Ds and D5, dominate the decision process, contributing approximately 36% and 26% of
the total importance, respectively.

5.4.5 Impact of Wavelet Type on Classifier Performance

To evaluate the influence of wavelet type on the performance of the proposed protection
method, the RF classifier was trained using features extracted from several commonly
used wavelets, including Haar, Daubechies-2 (db2), Daubechies-4 (db4), and Daubechies-6
(db6). All experiments were conducted using the same training dataset, classifier configu-
ration, and fault simulation parameters described in Section 5.4.1. Table 5.4 summarizes
the classification accuracy and computational cost for each wavelet. The results show that
while some alternatives achieve slightly higher accuracy, the Haar wavelet offers a bet-
ter trade-off between accuracy and computational efficiency, making it the most practical
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Table 5.4: Performance Comparison for Different Wavelets.

Wavelet Accuracy False No Backup Inference
Type (%) Trip (%) | Trip (%) | Mal. (%) | Time (ms)
Haar 99.56 0.01 0.00 0.32 0.18

Daubechies-2 99.90 0.04 0.00 0.06 0.339
Daubechies-4 99.95 0.01 0.0 0.03 0.658
Daubechies-6 99.96 0.01 0.00 0.0 0.976

Table 5.5: Performance Comparison for Different ML Models.

Model | Accuracy False No Backup Inference
(%) Trip (%) | Trip (%) | Mal. (%) | Time (ms)
DT 98.8 0.17 0.08 0.64 0.158
RF 99.56 0.01 0.00 0.32 0.180
SVM 92.75 297 0.01 2.62 0.495
k-NN 98.8 0.17 0.01 0.67 0.819
CNN 97.2 0.57 0.49 1.14 7.7

option for the proposed method.

5.4.6 Comparative Analysis

To justify the choice of RF for the proposed fault zone classification scheme, a comparative
evaluation was conducted against representative models from various machine learning
methods, including a single decision tree (DT), a support vector machine (SVM) with
an RBF kernel, a k-NN classifier, and a CNN. All models were trained using the same
dataset described in Section 5.4.1, with input features extracted from the DWT-based rel-
ative energy values of the traveling wave signals. Table 5.5 summarizes their classification
performance and inference time. As shown in the table, the RF achieves the highest clas-
sification accuracy while maintaining the second-lowest inference time, offering a favorable
balance between accuracy and computational efficiency. This makes RF the most effective
and practical choice for the proposed method.
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5.5 Conclusion

This chapter presented a cyber-resilient protection scheme designed to operate as a backup
to conventional distance relays during cyberattacks in digital substations. By leveraging
the physical signatures of TWs and machine learning—based classification, the proposed
method ensures reliable fault zone identification when the substation is compromised and
the SVs are no longer reliable. The scheme utilizes a DWT and an RF classifier trained on
frequency-dependent attenuation patterns extracted from the first TW of phase currents.
The hard-wired connection to the C'T ensures immunity to communication-layer vulnera-
bilities, enabling secure and robust current measurement during cyber events. Simulation
studies conducted on the IEEE 39-bus system confirm that the method achieves high fault
classification accuracy across various fault types, locations, and conditions. Furthermore,
the proposed approach exhibits low computational complexity and fast response times,
making it suitable for practical applications. These results highlight the potential of the
method to enhance power system resilience by maintaining protective functionality under
cyber-compromised scenarios.
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Chapter 6

Conclusion

6.1 Summary

The digital transformation of power systems, driven by the need for enhanced reliability,
real-time control, and situational awareness, introduced a growing reliance on WAMPAC
systems and digital substations. While these technologies offered significant operational
benefits, they also exposed the power grid to a broader and more sophisticated range of
cyber threats. Among cyber threats to digitalized power systems, FDIAs were particularly
concerning due to their stealth and disruptive potential. In response to emerging threats,
this dissertation examined critical vulnerabilities of power systems to two high-impact
FDIAs: (i) attacks targeting state estimation in WAMPAC systems, and (ii) attacks com-
promising distance protection relays in digital substations. Following this analysis, the
dissertation proposed targeted defense strategies to mitigate these threats.

This thesis began by analyzing the vulnerability of power systems to multi-step SF-
DIAs—an often-overlooked yet highly impactful threat targeting state estimation. To eval-
uate this vulnerability, a framework was proposed based on a MDP combined with bi-level
optimization. The MDP, solved using Q-learning Reinforcement Algorithm (Q-learning),
modeled the attacker’s sequential decision-making process and produced a vulnerability
index that enabled system operators to assess attack severity and identify critical stages
for targeted defense.

Although a PDC gathers several correlated PMUs—access to which is required for
launching SFDIAs—most defense strategies focused solely on securing individual PMUs,
overlooking critical vulnerabilities at the PDC level. To address this gap, this thesis pro-
posed a tri-level DAO optimization framework to redesign PMU-to-SPDC assignments,
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aiming to minimize vulnerability to SFDIAs. By leveraging SDN, the framework en-
abled reconfiguration of the network structure without incurring additional costs, providing
power system operators with a practical and effective defense strategy against SFDIAs.

Strengthening data aggregation—based defenses required considering both PMU-to-
PDC assignments and cyber-layer structures, including communication paths, as targets
for SFDIAs mitigation. Building on this insight, the thesis analyzed the often-overlooked
role of the cyber layer in vulnerability to SFDIAs and introduced a CPRM that combined
both the likelihood and physical impact of such attacks. The CPRM evaluated the conse-
quences of losing transmission lines alongside the probability that these losses could result
from an SFDIA. This probability was estimated by identifying minimal critical PMU sets
whose compromise could stealthily overload transmission lines, using a bi-level optimiza-
tion algorithm. Additionally, BAGs were employed to model potential attack pathways
and estimate access probabilities for substations and communication links. To mitigate
these risks, the thesis proposed a DAR scheme that leveraged SDN to dynamically recon-
figure both PMU-to-PDC assignments and their communication paths, thereby enhancing
system resilience against SFDIAs.

Finally, this thesis investigated FDIAs targeting protection measurements, with a focus
on the vulnerability of distance relays in digital substations. The analysis demonstrated
that falsified measurements could severely compromise the fault detection and isolation
capabilities of these relays, thereby threatening system stability. To counter this threat,
a cyber-resilient protection scheme was proposed that activated during cyber incidents,
temporarily backing up distance relays to maintain system security and stability. The
proposed strategy replicated the zone-based fault detection functionality of conventional
distance relays but instead relied on TWs—the natural signatures of real faults—along with
dedicated hard-wired current measurements and a RF classifier for fault zone identification.
The RF classifier was trained on the attenuation patterns of TW frequency components as
they propagated from fault locations to line terminals. Since these attenuation patterns
depended on both frequency and propagation distance, the classifier accurately identified
the fault zone by extracting frequency-domain features from the first arriving TWs using
wavelet transform techniques and analyzing their attenuation characteristics.

The contents of each chapter can be summarized as follows:

e Chapter 2 established that relying solely on defenses against the most severe single-
step SFDIAs, as commonly found in the literature, is insufficient for ensuring system
resilience. It then developed a framework based on Markov Decision Processes and
bi-level optimization to calculate a vulnerability index for multi-step SFDIAs. This
index enables utilities to balance the costs of securing PMUs, improving monitoring,
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or reconfiguring network topology against the potential consequences of such attacks.
The proposed framework also identified the most critical actions at each stage of
a multi-step SFDIA, supporting operators in implementing more effective defense
strategies. Finally, simulation results on the IEEE 39-bus system demonstrated the
framework’s effectiveness in pinpointing critical attack vectors, confirmed the value
of the vulnerability index across scenarios, and highlighted the role of line recovery
rates in mitigating multi-step attack impacts.

Chapter 3 demonstrated that conventional data aggregation methods in WAMSs
can expose power grids to economic and physical risks under LR attacks. To mitigate
these vulnerabilities, a tri-level optimization framework was proposed to determine
the optimal PMU-to-SPDC data aggregation scheme, taking into account both grid
resilience against cyberattacks and practical constraints such as communication de-
lays. The chapter showed how the objective function can be tuned to prioritize min-
imizing economic or physical vulnerabilities, depending on the system’s needs. Fur-
thermore, it discussed how the proposed method can dynamically adapt to changes
in the grid’s operating point through SDN. Finally, by applying the framework to
the IEEE 30-bus system, it was shown that the proposed approach significantly im-
proves grid resilience while a case reduction technique was introduced to achieve high
accuracy with much faster computation.

Chapter 4 proposes a new CPRM to assess the system’s vulnerability to SFDIAs.
The CPRM combines the physical impact of losing a transmission line—such as
load shedding or generation loss—with the probability of such a loss resulting from
an SFDIA. The likelihood of losing a transmission line is estimated by identifying
all critical PMUs sets, defined as sets whose measurements can be manipulated to
stealthily overload the line. These critical PMUs sets are determined using an algo-
rithm that solves multiple bi-level optimization problems. Next, BAGs are developed
for each substation and communication link to model potential access pathways and
calculate the probability of compromising the identified critical PMUs sets. Build-
ing on this analysis, the chapter introduces a novel DAR scheme that dynamically
modifies the cyber-layer structure using SDN to minimize the risk of SFDIAs.

Chapter 5 presented a cyber-resilient backup protection scheme for distance relays in
digital substations, designed to maintain protection functions during cyberattacks.
The proposed method leverages traveling wave physical signatures and a Random
Forest classifier trained on features from the first traveling wave, extracted through
discrete wavelet transform, to reliably identify fault zones even when sampled val-
ues are compromised. By using hard-wired connections to current transformers,
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the scheme avoids communication-layer vulnerabilities and ensures secure current
measurements. Simulation studies on the IEEE 39-bus system confirmed high fault
classification accuracy, low computational complexity, and fast response times across
different fault scenarios. These results demonstrate that the proposed approach can
significantly enhance power system resilience under cyber-compromised conditions.

6.2 Contributions

The research presented in this dissertation made the following key contributions:

e Developed a vulnerability assessment framework based on a MDP combined with
bi-level optimization to quantify the risk of multi-step SFDIAs. This framework in-
troduces a vulnerability index that helps operators weigh defense costs and prioritize
protection strategies, with demonstrated effectiveness on the IEEE 39-bus system.

e Proposed a tri-level defender—attacker—operator optimization framework to redesign
PMU-to-SPDC data aggregation in wide-area monitoring systems. By incorporating
SDN, the scheme dynamically adapts to changing grid conditions and optimizes the
trade-off between communication constraints and resilience, as validated through
[EEE 30-bus system simulations with improved computational efficiency.

e Introduced a CPRM that integrates the probability and physical consequences of
line losses caused by SFDIAs. Using Bayesian attack graphs to estimate compromise
probabilities of critical PMU sets, the approach supports proactive risk mitigation.
A data aggregation reconfiguration scheme based on SDN was also developed to
dynamically reduce these vulnerabilities.

e Designed a cyber-resilient backup protection scheme for distance relays in digital
substations, using traveling wave features and a Random Forest classifier to identify
fault zones even under cyberattacks compromising sampled values. By employing
hard-wired measurements, the scheme ensures secure, low-latency, and reliable fault
detection, as demonstrated on the IEEE 39-bus system.

6.3 Directions for Future Work

Although this dissertation has made significant advances in defending power system state
estimation and protection schemes against stealthy false data injection attacks, there are
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several promising directions for future research:

e Limited-data stealthy FDIAs: Much of the existing literature on stealthy false
data injection attacks assumes that attackers have complete knowledge of the power
system, even though operators generally protect system data and frequently modify
configurations. Motivated by recent research on blind or data-driven FDIAs, future
work could examine how attackers with limited or partial knowledge might still de-
sign high-impact attacks. One promising direction would involve building predictive
models of the system’s response using infiltrated measurements and publicly available
data, and then applying reinforcement learning to strategically optimize multi-step
stealthy FDIAs without full system knowledge. Such investigations would expand
understanding of emerging threat scenarios and support the development of more
robust and adaptive defense strategies.

e Machine learning for scalable data aggregation: As power systems become
larger and more complex, optimizing the structure of data gathering and aggregation
presents significant computational challenges. Future research could explore the use
of machine learning techniques to enhance the scalability, speed, and adaptability
of data aggregation frameworks, enabling more efficient and responsive data flows
for monitoring, protection, and control across large-scale power systems. Such ap-
proaches could help operators better manage cyber-physical risks while maintaining
high situational awareness with minimal computational overhead.

e Other substation protection schemes: While this work focused on distance pro-
tection, many other substation protection schemes — such as differential protection,
directional overcurrent relays, and busbar protection — also rely heavily on digital
measurements and communications, making them potentially vulnerable to cyberat-
tacks. Future research could investigate the specific vulnerabilities of these schemes
under false data injection and other cyberattack scenarios, and develop dedicated
defense mechanisms to ensure secure, coordinated, and resilient protection across the
entire substation infrastructure.
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